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ABSTRACT

A new and inmovative approach for improved training device management, development,
and life ecycle support has become feasible with the advent of the Defense Data Network

{DDN) -

This approach utilizes the DDN and training device computer hardware/software to

provide rapid information retrieval among Government and contractor facilities at

different geographic locations.

Implementation of this concept provides improved

management/ technical information aveilability for training device development and

support.
of both Govermmeut and countracteor personnel.

Improvad visibility of techniecal progress will resglt in inereased productivity
Reduced trainer development visks,

meintainment of contract schedule, and resultant cost reductions are expected.

INTRODUCTION

A new and innovative approach for improved
training device management, development, and life
cycle support has become fessible with the advent
of the Defense Data Network (DbN). This approach
utilizes the DDN and training device computer
hardware/software to provide rapid information
exchange among Government snd contractor
facilities at different geographic locations.
This paper presents the Defense Data Newtork, the
pilot program initigl implementationm of DDN at
the Naval Training Equipment Center
{NAVTRAEQUIPCEN} - the Remote Software Validation
Program (RSVP), and NAVTRAEQUIPCEN’s anticipated
plans for future utilization of DDN.

The pilot program RSVP description includes
a discussion of the need, background, concept,
implementation, and capabilities. The
presentation of NAVIRAEQUIPCEN's anticipated
future utilization of DDN includes both internal
and external information exchange requirements.

The advent of DDN and its implementation at
NAVTRAEQUIPCEN is both a challenge and an
opportunity. This paper is intended to share
NAVIRAEQUIPCEN's current concepts for utilizing
DDN with other Government agencies and with
industry in ovder to optimize productive DDN
utilization.

PART 1 DEFENSE DATA NETWORK (DDN)*

The Defense Data Network (DDN) is a data
transmission network established for Department
of Defense (DoD) use and is mow available for all’
DoD long distance data transmission throughout
the continental United States (CONUS) and in
limited overseas locations. The DDN is a packet
switehing system which provides adaptive routing
of messages along wWith error detection and
correction. Resesrch with two data transmission
networks, Advanced Research Project Apency
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Network (ARPANET) and Automatic Digital NWetwork
(AUTODIN) II began as early as 1969. In April
1982, the DDN concept was established and
patterned after the ARPANET technology. Guidance
from the Office of the Secretary of Defense now
states:

“all DoD ADP systems and data networks
requiring dats communications services will
be provided long-haul and area
communications, interconnectivity, and the
capability for interoperability by the DDN.
Existing systems, systems being expanded and
upgraded, and new ADP systems or data
networks will become DDN subscribers. ALL
such systems must be vegistered in the DDN
User Requirements Data Base (URDE).™

The Defense Data Network is mansged by a
program office staffed by the Defense
Communications Agency (DCAJ. The militacy
departments Operations and Maintenance {(O&M)
communications cowmands serve as representatives
of the military DDN subscribers and as agents for
operation and maintenance of the DDN equipment
calocated with subscribers.

An Overview of the DDN

The DDN is a single, integrated
packet-switching network designed to meet the
data communications requirements of the DoD. The
elements of the network are grouped into two
functional areas: (1) the network backhone,
which comprises the trunk circuits and packet
switeches, and (2) the access network, which
comprises cireuits and interface equipment that
enable subseriber computers to connect to the
backbone (reference figure 1).

*Information courtesy of Defense Communications
Agency.
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FIGURE 1. DDN Equipment

Futhermore, there are also two network-wide
functions: (1) monitoring and contrelling
network performance, and (2) safeguarding the
security and privacy of subscriber traffic.

The Backbone

The DDN Backbone is a highly survivable
network of about 200 packet-switches located at
gbout 100 gites. The packet-switches are
dispersed widely throughout the United Stetes,
Europe, and the Pacific. Several packet-switches
serve as permanent Monitorinpg Centers and several
mobile reconstitution packet-switcehes are
equipped to operate as Monitoring Centers. The
backbone network is a dense trunking grid with
many alternate routes, and eritical ugers can be
dual-homed to ensure their access to the network.

Each packet switeh is a Bolt, Beranek and
Newman (BBN)} C/30, a microprogrammed
minicomputer. The C/30 is a current generation
computer designed for unattended operation, easy
maintenance, and compatibility with existing
ARPANET Interface Message Processor (IMP)
packet-switching software.

Most of the backbone transmission links are
terrestrial, leased circuits. They are either
digital cireuits operating at 56,000 bits per
second {(bps) or amalog ecircuits operating at
48,000 bps overseas and 50,000 bps in the CONUS.
Transoceanic links are via satellite.

Packet-switching is a method for handling
data as it ig transmitted through a
communications mnetwork (reference figure 2). Im
a packet-switching network, network components to
which subscriber computers and terminals are
attached subdivide messages into small packets
and then route and otherwise handle each packet
as though it were a separate message. Each
switching node in a network that handles a packet
receives it, checks for and corrects errors, and
then either forwards it to another node or
collects all of thea packets of a meapags and then
forwards the entire message to the addressee.
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FIGURE 2. A Packet swiﬁching Network

Some packet switching networks adaptively
route packets rather than routing packets along
predetermined paths. With predetermined routing,
data can not be sutomatically forwarded if any
network compoment fails that is in the path over
which the data must pass in order to reach the
addressee. With adaptive routing, such as
provided by the DDN, switching nodes route
packets around portiomns of network that are
congested or damaged.

DDN's packet-switching is particularly
well-suited to military data communications.
Unlike cireuit and message switching,
packet-switching is developed gpecifically for
computer commupications. It supporis real-time
communications, as required by computer systems.
It provides high levels of circuit utilization,
as required by costi-conscious system designers
and managers. Furthermore, because
packet-switching nodes typically operate without
an attendant and are small, reliable, ard
inexpensive, they can be installed in large
guantities and at many locations, thus providing
substantial survivability.

The Access Network

Host (computer) systems are connected to DDN
packet-switches through DDN-developed Host
Front-End Processors (HFEPs), through

. DDN~developed Terminal Emulation Processors

(TEPs), or directly. The transmission speeds of
the host circuits are 2,400 to 56,000 bits per
second (bps). Each host system can be directly
connected to one or more packet-switches by cne
or more circuits.

Terminals may be connected to the network
either throvgh a Terminal Access Controller (TAC)
or indirectly through a host, which iz itself
directly connected to the network., The TAC will
support up to 64 terminals conmected to it with
either leased or dial-up lines operating at
speeds ranging from 100 to 19,200 bps. Each of
the TACs will bo connected to a packet switch in
the network backbone via a leased line opaerating
at 4,800 to 56,000 bps.
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Summarcy

The DDN is designed to satisfy the
performance needs of computer system users who
require dats communication services. The network
equipment is designed to minimize delay, detect
and correct errors, ensure proper delivery of
traffic, and maximize the availability of metwork
services.

Other safeguards that are presently planned
include:

° link encryption

° end-to-end encryption

o physical security at sites with
packet-switches

° use of a cryptographic authentication
protocol, and
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use of only TEMPEST approved equipment

BART T7 DBN AT NAVTRAEQUIPCEN

Equipment Center's Pilot Program -

The Need

A need for the capabilities of this pilot
program originated when a training device prime
contractor elected to sub-divide the programming
effort to take advantage of software expertise
available at other locations. This meant that
interdependent softwatre would be developed at
three different locations. This decision
introduced additional development risk, since the
software developed by one contractor would
directly affect the others' software,
necessitating a rigidly controlled current data
base for all design. <This concern was expressed
by the Govermment and by the contractor. The
delivery schedule for this training device
impacts the delivery schedules for many other
training devices, since itz operation is
prerequisite to their operation/delivery. an
additional concern was the volume of software
documentation to be evaluated by the Government
during this development, and the nead to do a
quality effort with no disruption of the schedule.

Backpround - Simmlation System Utilizing RSVP

The simulation system in which £his pilot
program, RSVP, has been implemented is the
Environmental Generation and Control Systen
(EGCS), and is to be located in the training
complex, Tactical Advanced Combat Direction and
Electronic Warfare {TACDEW)., The EGCS is an
enviromment simulator which provides a simulated
natural, electronic, end tactical “world" in
which the warfare control centers (CICe) can
engage in complex wargames.

The natural environment consists of the
entire spherical earth, ocean, coagtal
outlines, clouds, weather fronts, winds,
icebergs, whales, kelp, . . .

The electronic environment includes
electronic emitters, jamming devices, voice
communications, data links, . . .

The tacticsl environment consists of 22
operational CIC ship mockups, 2,000
simulated tracks which may be designated as
friendly, hostile, neutral, aircraft,
missiles, surface ships, subsurface ships,
sonobuoys,

Complete CIC teams (up to 20 trainees) may
be trained in each of 22 operational mockups
simultaneously, either independently, or in
combination. Appropriate weapon systems
(missiles, guns, etc.) and sensor (radar, sonar,
ete.) controls and indicators are fully activated
by treiners under EGCS control.

From its inception, the EGCS was known to be
an ambitious undertaking which was certain to
provide both the developing contractor, and the
Government with many predictable technical as
well as managerial challenges. One of those
challenges not initially predicted was that of
contractors developing softwatre at three
geographically isolated locations. The software
to be developed would be contained in the same
computer system, but more importantly, it would
be highly interactive. The system software
development was known to be a formidable task
{estimated in excess of 100,000 HOL
instructions). The computer system architecture
necessary to execute the software and provide the
appropriate interfaces represents
state-of-the-art in the hardware selected, its
application, and in its connectivity.

The magnitude of the software effort, the
geographic isolation of the software developers,
and the state-of-the-art design of the computer
architecture introduced development risk which
provided en opportunity for NAVIRAEQUIPCEN to
exercise management originality. NAVTRAEQUIPCEN,
working clogely with the devaelopment contractor
and the Defense Communication Agency (DCA},
aevolved the Naval Training Equipment Center's
pilot system, the Remote Software Validation
Program (RSVP).

The Concept/Implementation/Capabilities

The new concept, making use of the training
device hardware (simulation computer for storing
data), software (tools to provide data search and
access), and the Defense Data Network (DDN -
mesns for transporting data to distant
locations), offers an original concept designed
to provide relief for the areas of concern. The
pilot program, by interconnecting the three
software development sites, effectively "moves™
them all to one location. S§ince the DDN provides
real time interactive response, computer
terminals 3000 miles away pecrform as though they
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were actually at the computer site, with no
detectable operation delays. The implementation
and proper use of this concept will give better
visibility by improving currency and availability
of management and technical information for
training device development and support. This
improved visibility of technical propgress,
predictably will result in increased productivity
for both Government and contractor persomnel,
reduced trainer development risk {(technical and
schedule), and resultant cost reductions.

The RSVP consists of simulation computers
located in San Diego, California and Amherst, New
Hampshire; remote terminals located in Great
Neck, New York and in Orlando, Florida, all of
which are capable of high speed interactive data
exchange by means of the DDN. The RSVP system
with connections indicated is shown in figure 3.
This system provides advantages to the contractor
and to the Government which include: (1)
sgaurance that the prime and two sub-contractors
are using a current common design data base, (2}
interactive software development, (3) sharing
computer resources, (4) continuous availability
of latest software for design and review, (35)
spreading Government documentation review period,
relieving peak manpower resource demands and
improving review quality; (6) minimizing
inefficiencies due to the Eazt/West Coast
three-hour time differences. In addition to the
direct benefits for software development,
spin-off benefits already provided by RSVP are
electronic mail servicesz and advanced technical

reporting.

PILOT PROGRAM
REMOTE SOFTWARE VALIDATION PROGRAM
(RSVP}) HOST

COMPUTER
SYSTEM

COMPUTER
SYSTEM

SAN PIEGO

TERMINALS
ORLANDO

FIGURE 3. te Software Validation Program RSVP

Reno

Implementation Steps

The elements necessary to implement the RSVP
were:

o simulation computer

° computer readable trainer software

documentation and technical data
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remote data terminals (where simulation
computers are not available) and,

a long distence digital data
transmission system — DDN (with
necessary hardware and driver software).

The simulation computers were available
eprly in the program, as were the remote
terminals.

MAVTRAEQUIPCEN and the development
contractor recognized the development risk, and
early in the program the contractor began to
develop data end documentation in computer
readable form. The development contractor also
recognized the benefits of incorporating special
software "hooks and handles"™ to facilitate data
gsearch, selective retrieval, and to aid in
subject matter tracesbility, both to the
Government and to the contractor.

Review of available digital data
transmission systems resulted in the selection of
the newly evolving DDN. DCA (DDN administrator)
personnel contributed their technical expertise
in validating the Naval Training Equipment
Center's design, expediting access approval, and
by providing DDN interfacing technical ’
requirements, to complete the RSVP system design.

The RSVP became one of the first
multi-computer, multi-remote terminal access
systems to be approved and operational on PDN in
all the military services. The RSVP came as a
result of the workable design of RSVP, the
advantages it promised to provide, the combined
efforts and cooperation of NAVTRAEQUIPCENS
management, DCA, Chief Naval Education and
Training, Waval Telecommunications, and the
unyielding efforts of a dedicated NAVIRAEQUIPCEN
project team.

The RSVP is wiewed by NAVIRAEQUIPCENS
management as the beginning of a possible trend
in the way NAVTRAEQUIPCEN manages trainer system
developments in the mear future.

Futnre — Management of Training Systems & DDN

Approximately 100 new training devices are
added to the Naval Training Center's iaventory
annually. The gophisticated training devices
currently under development by Naval Training
Equipment Center contractors are highly software
intensive. The resulting documentation for this
software and for other engineering dats produced
ig voluminous. Typically, the Government review
period ranges from 30-%0 days, and in order to
meet contract review schedules, peak manpower
resources must be applied. These recurring peak
manpower demands can be reduced drastically, or
eliminated, by spreading the Government review
cycle over virtually the same period that the
contractor uses in trainer software development.
The extended review period hag become feasible
with the advent of DDN, coupled with the early
availability of development data in the simulator
computer. (Since the DDN is a digital data
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transmission system, only computer readable dats
can be made available for review wia DDN). This
axtended and more effective review period will be
possible with contractor developed data designed
in computer readable form, and by providing the
gimulation computer with DDN access. It is
implicit that NAVTRAEQUIPCEN will have the
necessary equipment and TDN interconnection to
receive this data.

HAVTRARQUIPCEN operations are becoming more
automated and heavily computer oriented. Plans
are now underwsy at NAVTRAEQUIPCEN to implement
comprehensive data communicestion syatems withia
NAVERAEQUIPCEN and, utilizing DDN, to all
required external agencies/sources. Whila policy
regarding the use of DDN for iraining system
development has not been established,
NAVTRAEQUIPCEN will have facilities to
gccommodate that capability.

NAVTRAEQUIPCEN ~ New Horizons

Interna)l Dats Distributien

The DDN dats communicatior capability will
be provided within NAVTRAEQUIPCEN for
Engineering, Research, Logistics Departments and
Management, which represent the heavy density
user traffic, and to others as required. Each
department and subsets thereof, has unique
communications requirements based on the
particular external agencies with which they do
business. NAVTRAEQUIPCEN's internal data
digtribution system for DDN accessed data has
been designed. A major DDH mwlii-computer access
capability is scheduled to be installed in the
Orlando area, by DCA, to accommodate
NMAVTRAEQUIPCEN's requirements early in 1985,

Three major DODN actéess connections will be
provided by DCA &s indicated below:

©  Central System - Engineering, Logistics,
Management (and others as required) will
be provided direct DDN access at
individual workstations. The central
system users will constitute the vast
majority of individual users at
NAVIRAEQUIPCEN. Ia order to assure
rapid/uninterrupted acecess for the large
number of users, a broad band local area
network will be used for internal data
digtribution. Central system users will
also be provided access to mass data/
archival data stores and storage
services g3 described below.

< Mass storage and archival data bank
information, will be retained at
NAVTRAEQUIPCEN. Information retrieval
and desipgnated data storage services
will be provided for central system
users for:

(1) frequently accessed data avsilable
over DDM — to eliminate duplicative
data traffic

{2} MNAVIRAEQUIPCEN internally
generated/accessed data and,

(3} archival data bank information

These services will be provided
initially with a 3 (expandable teo 16)
computer system, with appropriate mass
storage.

€ NAVIRAEQUIPCEN's Research Depariment has
completed final plans for interfacing a
two computer system with DDN via a
dadicated high-speed cireuit. Mase
data/archival data stores and storage
services will be available for the
Research Department. Data will be
distributed internally via a LAN and to
distant locations by means of fiber
optic links. Fiber optic links include
a link to the engineering facility to
provide a training capability for the
new ADA language.

NAVTRAEQUIPCEN's DDN access now includes the ESVP
{operationsl since late 1983) and will include
connections at each of NAVTRAEQUIPCEN's regional
offices.

NAVTRABQUIPCEN's External Data Digtribution/
Information Retrieval

DDN access will provide MAVTRAEQUIPCEN with
2 new dimension in availebility and currency of
data and information. FPFigure 4 indicates
existing, planned, and anticipated DDN users with
which NAVIRAEQUIPCEN will exchange data. 1Ia
congideration of the relatively recent activation
of DDM, and the DODs strong guidance for its use,
it can be expected that most military agencies
and installations will become subscribers.

INFORMATION EXCHANGED
THROUGH DDN
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FIGURE 4. NAVIRAEQUIPCEN/DDN Subscribers

It appears that within DoD, DDN will do for
computer data exchange, what the telephone has
done for voice communications.



NAVTRAEQUIPCEN's experience with DDN has
been limited to the pilot program, BSVP, and
during that short period, many applications have
already proven successful. A listing of some of
the applications already in operation and many of
the planned uses are shown for the various
departments/functions at NMAVIRARQUIPCEN in
Figure 5. The list of applications represents an
initial effort at defining anticipated uses for
DDM, and it is fully expected that actusl use and
evaluation will expand and modify
NAVTRAEQUIPCEN's applications. Additional
applications, methods for implementation of those
indicated, as well as cautions to be observed,
will be examined by industry and by
NAVTRAEQUIPCEN as this new concept becomes a
reality throughount WATTRAEGUIPCEN.

NAVIRAEQUIFPCEN/DDN APPLICATIOMS
Examples for Consideration
and Expansion

Engineering

Shared computer resources

Software development

Software evaluation

Software Documentation searches
{With appropriate software "hooks
and handles" incovporated in design)

Interactive software development

Coding reviews/audits

Bulk data transfers

Information retrieval

Technical reporting

Assess contractor progress

Multi-site software development

Electronic mail

Research

Computer technology
Computer praphics

CGI research

Visual technology

Trainer technology research

Logistics

Bemote software modification
Auktomatic Test Equipment -
Central Library 7
System documentation -
ineluding archieval stores
Spares/Supplies - Navywide
Configuration management
Data base source library
Quick response regional
office support

Managament

Current Status Reporits
Scheduling/Changes
Manloading

Project Management
Spread sheets

FIGURE 5. NAVTRAEQUIPCEN/DDN
Applications

Conclusions

The advent of DDN and its implementation at
NAVTRAEQUIPCEN provides a wast wvariety of
opportunities and technical/managerisl
challenges. Effective planning and productive
exchange of ideas between the participating
parties will maximize proper jmplementation and
minimize problems. The purpose for the RSVP was
to alleviate the recognized potential problems of
{1} increased development risk due to the
development of common interactive software at
divergent locations, (2) criticality of schedule
due to the effect on other systems/schedules, and
{3) difficulties in providing meaningful, timely
Government review of a large volume of contractor
developed software. Although conclusive ead
regults are not visible due to the relatively
short period of operation of the RSVP, most of
the originally predicted capabilities have
already been demonstrated, and include:

shared computer resources

. on-line software development

- software evaluation

- software documentation searches
. interactive software development
- bulk dats transfers

- assess contractor progress, and,

melti-site software development

Each of these new capabilities contribute
toward accomplishing the original goals of this
program. The side effects of BSVP have been the
evolution of electronic mail services and advance
technical reporting, both of which contribute to
project currency and visibility. New
applications which further contribute to a more
efficient operation for the contracters and
NAVTRAEQUIPCEN can be expected to evolve as the
system use continues. The RSVP effort will
continue as a pilot program through trainer
system delivery and benefits as well as problems/
potential problems will be recorded.

As presented, NAVIRAEQUIPCEN expects
extensive utilization of DDN in the future.
Plans are now underway to provide comprehensive
dats communications systems utilizing DDN
resources within NAVTRAEQUIPCEN aznd to all
required external agencies/sources.

The intent of this paper is to introduce the
training device industry to a new management
concept which may he a trend in the way
NAVIRABRQUIPCEN manages frainer development. Row,
while NAVTRAEQUIPCEN's application of DDN
technology ig in its infancy, is the appropriate
Lims for both MAVTRABQUIPCER and indastry to
eroga-pollinate opportunistic ideas as waell as
roalistiec preecautions., This paper introduces a
new approach for improved training device
management, development and life ecyele support,
using DDN.
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The degree of success of this concept will
be determined to a large extent, by the
innovativeness and the cooperation exhibited
betlween NAVIRAEQUIPGEN and the training device
community.
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