Implementetations of Ethernet-Like Protocols

Utilizing Ethernet Technology For Real Time

Simulation Networking

Iichael Georgiopoulos
Department of Electrical Engincering
University of Central Florida, Orlando, FL 32816, USA

Jack Thempson
Institute for Simulation and Training
12424 Research Parkway, Suite 300

Orlande, FL 32828

Nicos Christou
Department of Electrical Engineering
University of Central Florida, Orlande, FL 32814, USA

Yousuf C. H. Ma
Department of Computer Engincering
TUniversity of Central Florida., Orlando. FL 32816, USA

Abstract

Recent advances in computer and communication technologies have made
possible the interconnection of large aumber of real-time simulators via local
area networks. One of the most popular network aceess protocols is Ethernet.
In this paper we discuss some of the limitations of the Ethernet protocol when
it is used to interconnect real-time simulation devices. We also introduce two
modifications of Ethernet called Etliernct-1 and Etherne:-2 that remedy some
of the shortcomings of the Etliernet protocol, It is worth noting that Ethernet-1
and Eihernet-2 are implementable in hardware.

1 Imiroduction

Recent breaktliroughs in several computer/communi-
cations core technologics have made possible the inter-
connecticn of large number of real time simulators (spe-
cial purpose hardware) via local area networks. Two

main applications/advantages of such networks are:

1} To provide a cost effective tool for the training
of personnel in applications Involving interactions
among mobile vehicles. Examples of such appli-
cations include training exercises for police forces,

fire/ambulance services, and military combat fight-

ing.

2) To provide an effective “sest before you build” de-
velopment tool to be used for evaluating proposed
modifications in existing systems, as well us an

aid in designing/developing new systems. Tactics
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and coordiration strategies might alse be shnu-
lated and evaluaied before they are adopted in

real life.

The networking of real-time simulators departs from
the traditional use of a computer network, whose func-
tion would normally be to provide sharing of comput-
ing resources among multiple users (nodes) on the net-

work. When used to interconnect real-time simulators,

the network is used almost exclusively for commumica-

tion of process state information between the simulators
engaged in a traiping exercise.

There are many inherent limitations to using a net-
work in this application. For example as the number of
simulaters on the network and the workload per simula-
tor increases, there may be a deterioration in through-
put and.a degradation of other network performance
parameters. If data packet delays through the network
become too large, for examiple, the effectiveness of a,

real-time training simulation may be overly compro-
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mised due to the time-critical response requirements
in the simulation true-to-life, action-requiring training
scenarios, Depending upon the network communication
-protocol being used, there may also be an increase in the
frequency of retransmitted and lost packets.

The Bthernet [1} 1s one of the most popular protocols
used to interconnect devices in the local area network
level. The Ethernet protocol though exhibits serious
himitations when used to interconnect real-time simula-
tion devices. In this paper, a number of modifications
of the Ethernet protocol are introduced in an atterapt
to remedy some of its problems. It is worth poting,
that none of the Ethernet modifications guarantee het-
ter performance than Ethernet for tvaffic loads abaove

Ethernet’s throughput. On the other hand, for truffic
loads below Bthernet's throughput they exhilit a better

delay performance than Ethernet. All the modifications
of the Ethernet protocol examined in this paper are sm-

plementable in hardware.

2 Motivation

- As we mentioned in the introduction the networking of

real-time simulation training systems at the local area
network level imposes certain performance consiraims
that are not currently satisfied by the Ethernet protocol.

First, prioritization of packets or nodes in the net-
work is absolutely neccssary. For example, nodes that
simulate highly moving vehicles, such as aireraft, need
to access the network more frequently than nodes siro-
ulating highly moving vehicles. Besides that, a node
may generate packets that require faster delivery time
than other packets. In particular, a packet that con-
tains information of a vecicle being hit should be sue-
cessfully delivered faster than a packet containing in-
formation about the state of a slowly moving vehicle,
Furthermorte, in a local area netwark that supports voice

and data communication among the simulators different

235

pricrity has to be assigned to voice and data packets.
Specifically, in ‘sonie cases delay of data packets of the
order of 100 ms are acceptable, while in most voice ap-
plications voice packets cannot experience delays larger
than 15 ms. In the above scenario, voice packets should
be given higher priority.

Secondly, In a real-time, interactive sirmulation sce-
naric the network is used almost exclusively for com-
munication of state information between the simulators -
engaged in the training exercise. Upon a state change, a
simulater (node) on the networl: sends the information
concerming its state to other nodes on te local area pet-
work (LAN). Each new state results in the generation
of a new data packet at the application layer {1.e. at the
node level). The packet is then submitted to the data
link layer in order to start the process of its transmis-
sion. In this context, it is advantageous if the arrival
of a new packet at the application layer, carrying the
most current state of the node, initiates the abortion
of the transmission process of the old packet. The dis-
carding of the outdated packet heips speed up the trans-
mission of the most current state of the node and does
not waste network rescurces (i.e, channel bandwidth)
to trapsmit unnecessary information. It is obvious that
replacement of old state update packets will ceceur more
frequently in a heavily loaded network. In real time
simulation networls that support extrapolation of state
information (such as SIMNET) the above scheme -
poscs extrapolation of state 'informa.tion-only when 1t
is absolutely necessary (i.e., only when the network is
heavily loaded and some state update packets are lost
due to the packet abortion process). The abortion of
old packets is also necessary in voiee applications where
voice packets cannot be allowed to experience long de-
lays because of the requirement not to empty receiver
buffers so that “stream data” can be played out at the

receiver {telephone earpiece).



In this paper, we intend to examine two modifica-
tions of the Ethernet protocol. The first modification,
Ethernet-1, allows us to priortize nddes in the network,
The second modification, Ethernet-2, aborts the trans-
mission of an old packer at the data link layer if a new
packet arrives at the application layer with more cur-
rent information. Ethernet-2 can also be used in cases
where we want to incorporate paclet prioritization in
the network. Then, the arrival of a high priority packet
at the application layer aborts scmporarily the trans-
mission process of a low priority packet residing at the

data link layer.
3 Network System Configuration Model

Various choices exist for the implementation of a LAN
{e.r., transmission mediwm, topology, access protoeols,
etc.) to interconnect simulation devices. In this pa-
per, we present the results of an evaluation study for
three Efhernet-like protocols (e, Ethernet, Ethemet-
1, Ethernet-2). The configuration used for all the above
protacols is the bus topology. Figure 1 gives an example
of an existing network configuration used to intercon-
nect real-time simulation/training devices [2]. In this
configuration, a number of nodes (simulators), typically
eight, are connected through 2 sudbi-port transceiver to
a single point on the coaxial cable {via a medium access
unit}. Each node follows the Ethernet or the Ethernet-1
or the Ethemes-2 protocol to acces; the bus. The per-
formance evaluation of Ethernet, Ethernet-1 and Ethernet
2 is based on the network configuration of Figure 1 with

100 simudators (nodes).
4 Protocol Description

In the following we describe the Etbernet, BEthernet-1
and Ethernet-2 protocols.. In Ethernet, when a node
is ready to transmit a packel on to the network ; it

first monitors the network hus to determine whether any

other transmissions from other nodes are in progress. If
the node senses the network channel to be busy, it sim-
ply waits for the channe!l to become idle before attempt-
ing %o transmit its packet. Once the channel is sensed
idle, the node waits a prespecified amount of time (in-
terframe gap) to assure the channel is clear and then
begins transmitting its packet. During its own trans-
mission, the node also monitors the channel in order to
detect whether its packet is interfering (colliding) with
packets from other nodes. I a collision is detected, cach
node involved in the collision transmits a bit sequence

on to the network known as a jam signal, after which

. each node in the collision waits (backs-off) for a ran-
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domly generated amount of time hefore re-attempting
its transmission. In particular, the backoff time is equal
to R - SlotTime , where B is an integer uniformly <is-
tributed in the interval [0, 2000100} and Slot Timeds &
time constant usually taken to be 50 s ; » is the num-
ber of unsuccessful node attempts to access the chammel.
If a packet experiences more than 16 collisions it is dis-
carded from the networlk,

Ethernet-1 distinguishes the network nodes into
two distinct classes. The low priority elass and the high
priority class. A high priority node implements the Bth-
ernet protocol. A low priority class node implemenss the
FEthernet protocol up to the time it collides for the first =
time. Then, it backs off by an amount of time equal to
R - SlotTime, where now R is an intéger: uniformiy dis-
tributed in the interval [0, 20»(1%%+1)) and K can take
any value between 1 and 7. It easy to see that whenever
2 collision happens Ethernet- 1 gives an advantage to the
high priority nodes. Ethernet-1 is expected, compared
to Ethernet, to improve the delay of the Ligh priosity
nodes at the expense of increased delay for the low pri-
ority nodes. Note that Ethernet does not discrimminate

between high and low priovify nodes.



- Ethernet-2 follows the rules of the Ethernet pro-

tocol with one exception. When a new packet arrives

at the application layer of any node in the network it |

aborts the transmission of any old, unsuccessfully trans-
mitted packet which resides in the data link layer. Note
that Ethernet discards packets only after 16 unsuccess-
ful transmission attempts, but Ethernet-2 in addition
to the aforementioned Ethernet’s discarding process dis-
cards packets in cases where a new packet arriving at
the application Iayer finds an old, unsuccessfully trans-
mitted packet in the data link layer. Etliernet-2 is ex-
pected, compared to Ethernet, to iimprove the delay of
the packets that are eventually successfully transmitted

at the expense of increased packet loss rates.
5 Results

In Table 1, we show.the everage packet delay for low pri-
ority and high priority nodes in Ethernet-1 when K =1
and for different percentages of high and low priority

traffic. In the same Table, the average packet delay in

Ethernet is listed for comparison purposes, These re-

sults justify our expectations (i.e., high priority nodes
experience a decrease in the average packet delay). It

is worth noting, by observing the results in Table 1,

that even low priority nodes expertence smaller delays
in Ethernat-1 than in Ethernet for medivm to high traf-
fic loads. This is due to the fact that for mediun to high
traffic loads the standard back-off Ethernet-algorithm is
not capable to cfficlently separate the collided nodes so
as to avoid future collisivns. For example, in Ethernet
if two nodes collide for the first time there is a probalil-
ity of 0.253 that they will collide immediately after their
fizst collision. If more than two nodes collide for the first
time (a more likely event as the traffic load increases)
the probability that another collision will follow immedi-
ately after the first collision is greater than 0.25. On the

contrary, Ethernet-1 by allowing the low priority nodes

237

to follow a different back-off algorithm manages to re-
duce the probability of l'aving twe successive collisions.
In general, Ethernei-1, in the case of z collision event
manages to separate the collided nodes more efficiently
than Ethernet. In Table 2, the average packet delay for
low and high priority nodes i Ethernet-1, when I = 2
and for different percentages of high to low priority traf-
fic is depicted. Comparing Tables 1 and 2 we sec that
by choosing a larger A value we can reduce the average
packet delay of the high priority nodes at the expense
of increased average packet delay for the low priority
nodes.

Table 3 shows the average packet delay induced by
Ethernet-2 where a new packet arriving at the applica-
tion layer of 2 node aborts the transnnssion process of
an old, unsuccessfully transmitted packet residing in the
data Hnk layer. As expected, in Ethernet-2, the average
packet delay is decreased significently at the expense
of increased packet loss rates. Tor example, at iraffic
load of 6 Mb/s Ethernet-3 induces an average paclet
delay of 0.66 ms and a packet loss rate of 4.9 % com-
pared to Ethernet’s average paclket delay of 5.9 ms and
packet loss rate of 0.038 %. Similarly at traffic load of
7.5 Mb/s Ethernet-2 indnces an average packet delay of
1.1 ms and packet loss rate of 18 % compared to Eth-
ernet’s average packet delay of 57.1 ms and packet loss
rate of 1.3 %. A packet loss rate of 18 % is substan-
tial, especially if a node simulates a high speed veliicle.
One way to remedy Ethernet-2’s high packet loss rates
is to incorporate priorities. Then, high priority nodes
corresponding to fast moving vehicles will experience

reasonable packet loss rates.

6 Implementation Aspects of Ethernet-
1, Eithernet-2

Ethernet-1 and Ethernet-2 can be huplemented using

the INTEL 82586 LAN communications controlier [3].



The 82586 meets the IEEE 802.3 ([4]) standard: 10

megabits per second bit rate and 0.6 microseconds In-

terframe Spacing. The $2586%s programmable networlk
parameters allows it to serve as a controller for a wide
range of carrier sense multiple access with collision de-
tection (CSMA/CD) type LANs. Many parameters are
configurable including all framing parameters, Slot Time

and Interframe Spacing. Furthermore, we can imple-

roent various Back-off reiransmission strategies with the

§2586. Among them is the alternate back-off algorithin
(Ethernet-1) and the linear priority back-off algorithm
(see [3]). Finally, an arrival of a packet at the applica-
tior layer can stop the transmission of a packet at the
data link layer through some kind of abort mechanism

supported by the 82586 {Ethernet-2)..
T Conclusions

In this paper we focused on the problem of network-
ing large number of real-time vehicle simulators and we
presented the results of a cornparison study of threc dif-
ferent protocol access methods (Ethernet, Ethernet-1
and Ethernet-2).

The motivation for our work stemed from the fact
that within the class of contention protocols Ethernet
does not guarantee optimum performance when used
to interconnect real time simulabion devices. We saw
shat Ethernet-1, compared to Ethernet, guarantees a
better delay performance than Ethernet for the high
priority nodes at the expense of increased delay for the
low priority nodes. Furthermore, Ethernet-2, compared
to Ethemet, achieved a hetter delay perfornwmcee at the
expense of increased packet loss rates. ‘Ethernet-1 and
Ethernet-2 were found to be hardware hmplementable
by utilizing the INTEL 82586 LAN controller. Other
modifications of the Ethernet protocol that are mple-
mentable with the INTEL 82586 are also worth exam-

ining.
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FIGURE 1. Bus Network Topology System Configuration

.Table 1 L

Average Pacliet Delay in Ethernet-1 with ¥ = 1, and Ethernet

TT (Mb/s) HPT % LPT % HPD (ms) LPD (ms) ETH-D (ms)

1.5 10 90 0.120 0.125 0.124
1.5 20 80 0.120 0.125 0.124
1.5 40 60 0.120 0.125 0.124.
3.0 10 90 0.151 0.177 0.172 ’
3.0 20 80 0.155 0.176 0.172 -
3.0 40 G0 0.138 . __0.179 0.172 ’
4.5 10 90 0.348 0.445 0.439
4.5 20 g0 0.343 . 0.430 0.439
4.5 40 60 0.346 0.456 0.439
6.0 10 90  4.019 4.847 5.934
6.0 20 80 3.479 4.488 5.034
6.0 40 60 3.637 4.510 5.034
7.5 10 90 35.97 38.82 57.238
7.5 20 80 34.28 37.47 57.238
7.5 40 60 37.82 41.20 = 57.238
Legend
T Total Traffic in megabits per second
HPT %: Percentage of High Priority Traffic in Ethernet-1
LPT % Percentage of Low Priority Traffic in Ethernet-1
- HPD: - Average Packet Delay of High Priority Traffic in Ethernet-1
LPD: . Average Packet Delay of Low Priority Traffic in Ethernet-1
ETH-D: Average Packet Delay in Ethernet
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Table 2
Average Packet Delay in Ethernet-1 with & = 2, and Ethernet

TT (Mb/s) HPT % LPT % HPD {ms) LPD (ms} ETH-D (ms)

1.5 10 50 0.118 0.128 0.122
1.5 20 - 80 J0.119° 0 0.128 0.124
1.5 40 GO 0.119 0.128 0.124
3.0 10 30 0.145 0.193 0.172
3.0 20 80 - 0148 0.193 0.172
3.0 40 ] 0.153 0.198 0.172
4.5 10 90 0.214 0.497 0.439
4.5 20 80 0.254 0.533 0.439
4.5 40 G0 0.27 0.513 0.439
6.0 10 a0 1.954° 6.830 5.034
6.0 20 80 1.687 6.448 5.934
6.0 40 G0 2.134 6.454 §.934
7.5 10 90 14.35 69.37 57.238
7.5 20 80 17.13 88.50 57.238
7.5 40 G0 19.36 03.48 57.238.
Legend .
TT: Total Traffic in megabits per second
HPT %: Percentage of High Priority Traffic in Ethernet-1
LPT %: Percentage of Low Priority Traffic in Ethernet-1
HPD: Average Packet Delay of High Priority Traffic in Ethernet-1
LPD: Average Packet Delay of Low Priority Traffic in Ethornes-1
ETH-D: Average Packet Delay in Ethernet

Table 3

Average Packet Delay in Ethernet-2 and Ethernet

Traffic Load (Mb/s)  Ethernet-2 Eihernet
Ave Delay (ms}  Ave Delay (ms)
18 0.123 -0.124
3.0 0.168 0.172
4.5 0.201 0.439
6.c 0.660 5.034
7.5 1.093 57.238
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