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ABSTRACT

in the future, some of our most formidable threats will be those that are.masters of exploiting and manipulat-

- ing social and political foundations on an international level, MG John Robinson recently noted: “For international

decisions to have lasting meaning in the world, they must be made in concert with the other nations of this

earth. The U.S. has lsarned that there are limits to what it can do alone:”1 Future world stability will be depen-

. dent on the ability of nations to rapidly unite contingent.multinational forces which can interact cohesively on

the battlefield. Training will be a major factor in preparing for such joint international military operations. This

paper will expand on the current interest and requirements for coordinated multinational training. Frimary em-

phasis will be on the issues and challenges involved in achieving international interoperability including: technical

requirements such as interface standards and correlated databases; philosophical issues such as differences
in training ideologies; political implications such as national security; and management challenges.
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INTRODUCTION

In order to allow forces to be combined for a com-
mon goal, international forums are seeking to develop
operational and technical agreements for military in-
teroperability. One such forum is NATO, which sup-
ports working groups to produce Standardization
Agreements (STANAGs). These agreements estab-
lish techniques and procedures to standardize the
employment of forces. Participating nations will be

-subsequently respensible for implementing appropri-

ate changes within their own forces.

The implementation of standardized techniques
and procedures by multiple nations will *allow for” in~
teroperability between their forces. Standardization,
however, will not insure interoperability on the battle-
field. The key to success in transitioning from manu-
als to practice is training.. Just as the various sle-
ments of our own forces must train together, it will
be necessary for multinational forces to train togeth-
er. Also, just as our military is seeking interoperability

- of training asssets, the multinational forces must seek

training interoperability.
-ISSUES AND CHALLENGES
TECHNICAL REQUIREMENTS

There are innumerable technical challenges in-
volved in developing capabilities for interoperability
between homogeneous and non-homogeneous simu-
lators and simulations. Interoperability concepts and
definitions (i.e., standards) are required to allow
coemmonality in such areas as: physical interfaces and

“interface services; data exchange protocols for state

data, emissions and tactical radio communications;
environmental and geographic representations; sen-
sor and visual databases; and system management
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and control. Methodologies are also required to aliow
the useful interaction of devices which may vary signif-
icantly in fidelity. These challenges are compounded
even further as we expand the training potentials of
our virtual simulators and simulations via seamless in-
teroperability with constructive models (such as war
gamesg), with existing subsistent training resources
(such as field ranges) and with actual weapons sys-
tems.

These tachnical challenges, however, are not
unique to a particular military defense ‘organization.
They represent common interoperability requirements
that must be addressed by any nation or group of na-
tions that sesk to enhance their military readiness
through the employment of Distributed Interactive
Simulation {DIS). The goal, therefore, should be to
pursue international cooperation and coordination in
seeking technical solutions, especially in the area of
interoperability standards.

One forum for such cooperation is the DARPA/

PMTRADE/IST sponsored Warking Group for the Inter-
-operability of Defense Simulations (often referred to

as the DIS Working Group). More than 500 military,
academic, and industry representatives have been
supporting this group since: 1989 in a cooperative ef-
fort to develop DIS standards. This working group is
divided into numerous sub-groups. and sub-sub-
groups which are systematically seeking solutions to

the myriad of technical challenges of interaperability.2

The sub-groups are concurrently producing standards
that reflect jointly developed interoperability method-
ologies. The first draft standard {Protoecct Data Units
for Entity Information and Entity Interaction in a
Distributed Interactive Simulation) was released in
1981. There are plans in place to provide within two
years, expanded capability updates to this standard



and 1o release three additional standards. The new
standards will address: Fidelity, Exercises and Per-

formance Feedback; Communications Architecturss;”

and Environmental Correlation.

The DIS Working Group evolved from recommen-
dations of the U.S. Defense Science Board (DSB)
which were aimed at making more sfficient use of
DOD simulation tachnologies. Due to today’s need
for joint multi-national readiness, international inter-
operability is a natural extension of the original goals
and is well within the spirit of the DSB recommanda-
tions. Accordingly, the DIS Working Group has openly
ancouraged international participation. Inthe pasttwo
years, the group has been benefiting through a steadi-
ly increasing participation by foreign representatives.
Participants have been involved from Canada,
France, Great Britain, and Germany.

Another relevant aspect of the DIS Working Group

is its propensity towards the use of international stan- -

dards. For example, the Communications Architec-
ture subgroup is basing much of its work on ISO OSI
standards. In addition, it should be noted that several
of the basic operational concepts of DIS3 are also con-
ducive to allowing international interoperability. = Of
particular relevance are certain design goals such as:
‘no centrai control computer for event scheduling; au-
tonomous simulation nodes; and object oriented enti-
ty design including private and public components.

The U.S. Air Force-sponsored Project 2851 is
another existing forum for interoperability., This group
is seeking to develop standards for simulation' visual
and sensor databases. The activities of Project 2851
are being correlated with those of the DIS Working
Group. Project 2851 aiso encourages international
participation.

In summary, the technical challenges of simula-
tion -interoperabiiity are to a large extent universal.
The Working Group for the Interoperability of Defense
Simulations-and Project 2851 are two existing forums
through which these challenges are being addressed.
international participation has been welcomed and ad-
ditional foreign representation should be encouraged.
These participants will provide an enhanced technical
base for DIS solutions and can provide guidance in

avoiding decisions which could hamper interoperabil---

ity at the international level.
PHILOSQOPHICAL ISSUES

Potentially, the-most difficult challenge in seeking
international interoperability for training will be the task
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of soliciting full acceptance of the DIS concepts on
a world-wide scale. Throughout the world today, there
ie a commonly accepted training philosophy that sim-
ulators are beneficial resources for supporting.the de-
velopment of individual and crew skills. Before inter-

- national [interoperability can become a reality, there

must be a multi-national agreement upon a philoso-
phy that through DIS, simulators and simulations are.
beneficial resources far team and combined-arms
training as well as for other non-training applications
such as combat development, systems acguisition,

systems testing, and force structure effectiveness

analysis. The responsibility for gaining phllosophlcal
acceptance of DIS in each nation will most likely fall
on the shoulders of the nations’ military leaders and
their training advisory organizations. These individu-
als will need to acquire a comprehensive understand-
ing of the concepts and benefits of DIS. They will sub-
sequently need to assess how national and
international applications of DIS can be best integrated
into their respective training programs. These same
individuals will then need to interface with their leaders
to solicit an acceptance of the DIS concepts and of
the programs they have formulated to take advantage

“of DIS capabillities. The total process, unfortunately,

is very time consuming. . The development of DIS in
the US has been evolving for approximately ten years.
Hopefully, the U.S. experience will help expedite the
process in other nations.

One forum that should helg speed up the multi-
naticnal acceptability of DIS concepts is the NATO-
sponsored symposium on Training Strategies Using
Networked Simulations being held in November 19382.
Another contributing factor will be the numerous gov-
ernment, - academic, and industry briefings being
presented at conferences in the US and abroad. It
would also be beneficial to provide DIS briefings for
key training advisory groups such as simulation tech-
nology subgroup of the European Community Initiative
Difference organization (EUCLID}.

POLITICAL IMPLICATIONS

The political implications of conducting'interna—

tional training exercises is another area that must be
‘addressed. An obvious example is the need to create

an interoperability environment in which joint simu-
jated operations may be conducted without compro-
mising national security interests. Meeting this chal-
lenge will involve the creation of operational and
procedural guidslines as well as the implementation
of protection capabilities within the network systems
architecture.



There are numerous conceptual avenues which
may be explored in sesking methods to protect sensi-
tive national capabilities during international training
sessions. A logical way to approach the problem may
be to consider the various levels of security concerns
involved. For sxample, at one level it may be desir-
able to protect information about the internal opera-
tion and capabilities of certain weapon subsystems.
Another level of -concern might be the performance
achisvable with a specific weapon system (i.e., with
its suite of sensors, fire control, and weapons an air-
craft (A} can successfully acquire and engage target
type (T) at a rangs (R), under environmental condi-
tions (E}}. Still another level of concern might be as-
sociated with the tactics a unit or force might employ
in specific military situations.

In a DIS training environment, there is generally
no need to distribute information about the internal op-
eration of weapon subsystems. The primary security
concern at this level is to prevent potential intruders
from using the network to access localized data. Ad-
dressing this concern requires physical protection im-
plementations at the respective local facilities. in ad-
dition, a multi-national, multi-level security system
will most likely be required for the long-haul network
which interconnects the facilities. The desire to pro-
tect information about the performance of individual
weapon systems is a more difficult problem, . Many
joint non—-combat operations could be trained in a DIS
environment without exposing any sensitive vehicle
performance characteristics, Such operations might

-include movement to the battle area and resupply.
When the operations transition t0 combat engage-
ments however, there will most likely be a strong de-
sire for the individual participants to expioit the full po-
tentials of their vehicles.

The methods available to limit observation of
combat performance capabilities are related to how
closely the multi-national forces interoperate, There
are numerous conceptual options in the case where
different forces are assigned different battle objec-
tives. That is, although a multi-national task team has
a joint high level goal, the forces of the individual na-
tions are assigned separate missions in separate
physical locations. The options available in general
-will employ multiple levels. of DIS networks in. which
individual nationa! forces will have high detail networks
which would be interconnected by separate networks
which would provide low detail or aggregate data as
well as interface communication links. A methodology
would also be required for direct communications be-
tween commanders. (Figure 1}
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Various techniques could be employed at the in-
ter-force network level to limit data flow between the
individual force networks. One technique would be
to implement only the inter-force communications
links. Forces would report to.each other information
concearning their locations and the results of their en-
gagements through normal communications proce-
dures. Inthis case, the specific DIS data of one force
would not be made available to other forces, thus iso-
lating detailed information on the performance of indi-
vidual vehicles. This technique, howsver, limits the
ability to provide an overall battle situation presenta-
tion.  This might not be a significant drawback if the
joint training assessments were conducted using the
commanders’ facilities.

A technique that could be implemented to provide
more overview data wouid be to interface aggregate
level information on the inter—force network. Various
options exist for aggregation level definition (i.e.,
troop, company, etc.}). The aggregation data would
include such information as the centralized position
of the aggregate entities, the numbers and types of
participants within each aggregation, and the status
of those participants (i.a., active, disabled, ste.).
Data related to the threat forces couid be interfaced
sither as individual or aggregate entities.

Another inter-force network - technique which
could be explored would be to send selected DIS data
on a time-stepped (non-real-time} basis, Updates
of entity positions and status {friendly and threat)
would be passed at preselectad rates (possibly one,
five, or ten seconds). Other DIS information would
not be passed. (such as what weapons were fired,
by whom, or at what time)}. This technique may be
plausible to provide an acceptable level of perform-
ance dissemination protection for training scenarios
with relatively large numbers of moving vehicles. The
approach may, however, be inadequate for training



with smali forces or in training employing fixed (i.e.,
_defensive) positions.

There also may be. cases where training is re-
quired for combat missions in which rmulti-national
forces must closely interact, thus making it difficult
to isolate the performance capabilities of the various
participants. This is a more compiex issus which ap-
parently will require joint security agreements be-
tween the national forces involved.

Political implications may provide obstacles for in-
ternational interoperability, but they are not a barrier.
Political and military leaders should work together to
fully identify the political issues involved in implemant-
ing international DIS networks. Subsequently, they
should seek concurrence on methodologies to ad-
dress each issue.

MANAGEMENT CHALLENGES

The primary management issues associated with
" international interoperability are the requirements to
create policies, procedures, and organizational struc-
tures to: support the coordinated development and
validation of interoperable system environments; to

control training ‘operation employing these environ--

ments; and to provide coordinated environment con-
figuration control functions. The management of spe-
- cific development programs is not a primary issus.
Thers are many organizations which are qualified to
manage international development programs either
as a stand-alone company or-as part of a develop-
ment tearn. Management challenges exist at this level
but they controllable by the developer.4

The managament issues that need to be ad-

dressad are those at a higher level which affect the’

coordination and control of activities for numerous
programs. For example: what organization will regu-
late and control the use of an international network;
how will individual nations and projects be aflowed to
provide inputs (or a vote) on how the international net-
works are controlled; who will be responsible to vali-
date that a new system is compatible with the internet;
- what organization or organizations will validate securi-
ty provisioning; how wiil the internet be funded; who
will be responsible for updating common databases;
atc. These aro the types of management questions
that international forums of political and military lead-
ers must address. The NATQ training symposium pre-
viously mentioned may provide a convenient forumto
start addressing management issues.
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CONCLUSIONS

The need to develop doctrine and methodologies
for international military interoperability is recognized
and being acted upen. A key factor, however, in mili=
tary preparedness is training and that factor needs to
be addressed relative to supporting readiness for mul-
ti-national military operations. Significant efforts are
underway in the U.8. to develop Distributed Interactive
Simulation capabilities for the DOD. Now is the time
to raise our sights a little higher and to begin to com-
prehensively address the issues involved in applying
DIS at an international level.

The research for this paper was originally aimed
at finding new internationally-oriented technical chal-
lenges that could affect the decisions of the Working
Group for the Interoperability of Defense Simulaticns,
The research, to date, has not revealed any signifi-
cant new technical challenges. To insure that interna-
tional technical aspects continue to be considered,
we should continue to encourage foreign participation
in this working group as well as other interoperability
groups such as Project 2851.

A more significant challenge to international inter-
operability is the need to take the vision of DIS to the
decislon makers of foraign nations. . Foreign training -

-advisors and military- leaders should champion DIS

concepts and the force readiness enhancements that
can be derived by employing DIS. Political and military -
leaders should also ensure that training capabilities
are a priority topic in their preparation of multi-nation-
al military strategies. These leaders also need to pro-
mote intarnational forums to begin addressing mech- .
anization issues such as security provisioning and
internet management responsibilities. Representa-
tives of industry and academia and the U.S. military
can also help by being diplomats of DIS when the op-
portunity arises.

REFERENCES

1Robinson, MG J.D., *International Focus on In-
teroperability,” Army Aviation, Bec. 31, 1891

2PMTRADE/UCF IST, “Distributed Interactive Sim-
ulation Standards Development Guidance Docu-

- ment”, Draft February 1992

3PMTRADE/UCF IST, “Distributed Interactive Sim-
ulation, Operational Concept”, Draft February 1992

4Engle, H.P, Swick G., “The Challenge of Devel-.
cping a Complex Training System with an International -
Team,” VITSC, 1931





