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ABSTRACT

Simulator network design has changed from proof-of-principle demonstrations to a production training me-
dium as new contracts call for the implementation of simulator networks designed to a standard protocol. The
prototype standards for Distributed Interactive Simulations (DIS) address the information content required for
the interconnection of dissimilar simulations and the rules for DIS usage. These rules currently center on the
control and: exacution of network exercises and have not yet addressed the issues of system validation and
system performance measurement. This paper briefly discusses current trends in simulator mteroperabnhty
It then discusses the concept of fidelity differential and its impact on team training. !t discusses various meth-
ods of measuring fidelity differential and their relative merits. Finally, it suggests a set of performance metrics
that should be applied to simulation networking standards.
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INTRODUCTION: SIMULATOR NETWORKS

The recent interest in simulator networking,
spawned by the success of SIMNET, may appear to
have had its genesis in the late 1980’s. However, de-
velopment of both experimental and production simu-
fator networks has been on-going for over 25 years.
in fact, NASA used simulator networks for training and
mission rehearsal of space flights dating back to the
Apollo program. 1

In addition to SIMNET, there were other simulator
natworks that developed independently. - Although
these networks provided interoperability hetwsen a
limited number of players, they did not interoperate
with each other.

The majority of existing simulator networks inter-
connect systems of: similar design. For these net-
works, the interconnection effort is often an exercise
in defining and implementing an appropriate communi-
cation architecture between the simulators. The simi-
larity of information in each of these networked simula-
tors greatly reduces the quantity and magnitude of in-
* consistencies between each simulator’s representa-
tion of the environment.

The netwerk of the future, however, will intercon-
nect simulators. of different, or heterogeneous, da-
sign. The intent is to make these differences “seam-
less™ so that all participants perceive and act upon the
environment in a consistant manner.- This network
will allow any simulation to interconnect to any other
simulation by simply conforming to a set of data and
communication protocols.

713

The DIS intentionally ignores the actual impiemen-
tation of individual simulations and instead defines the
interconnection protocol (both data and communica-
tions) between networked participants. While this al-
lows the DIS tc concentrate on the mechanics of inter-
connecting heterogeneous simulations, it leaves un-
answerad the validity of such interconnections. . The
design of each individual simulation directly affects
how a crew perceives, and then reacts to, the environ-
ment. Reactions that are not consistent with the real-
world may lead 1o the condition commonly referred to
as “negative training” since, in a team training envi-
ronment, the actions of one crew directly affect the
future actions of another.?

Interoperability refers to the ability of two or more
systems to perform a set of coordinated tasks with the
expressed intent of achieving a common goal. The

- ability of two or more systems to interoperate is a cru-

on added significance in light of the stated mission of
the DIS. The primary mission of the DIS is to create
synthetic, virtual representations of warfare environ-
ments which can be used as a substitute for some field
training and testing when cost, safety, environmental,
or political constraints will not permit the field training
and testing required to maintain readiness.3 As such,
the DIS standard network will be used for team train-
ing, mission rehearsals, and acceptance trial of some

-weapon systems (through demonstration and valida-

tion of the weapon. system in a virtual environment).

“Joint Chiefs of Staff Publication 1 defines an ac-
ceptance trial as, “Trial carried out by nominated

- representatives of the eventual military users of the

waapon or equipment to determine if the specified



performance and characteristics have been met” .4
It is likely that when this definition was first drafted few
envisicned carrying out acceptance testing within a
virtual environment. A real-world acceptance trial of-
ten takes for granted certain conditions ~— namely that
the laws of physics apply equally to all participants of
the acceptance. In the world of simulation, one must
validate that the environment is, itself, a valid recre-
ation of the rea! world. Therefore, wa must determine
the validity of the virtual environment before ensuring
that a weapon meets its specified performance and
characteristics. Mission rehearsals reqguire this-type
of valldation as well since they are, in essence, accep-
tance trials of specific missions.

The concept of validating a simulation environment
is not new, nor has the simulation community ac-
ceptad any single method of validation. The problems
facing the user of a DIS network go far beyond the vali-
- dation problems of the past.

FIDELITY, FIDELITY
DIFFERENTIAL, AND REALISM

Often, - simulators are classified by how closely
they represent the real world —— an attributa many re-
fer to as “fidelity.” Finding a single, accepted defini-
tion of fidelity is (ke attempting to get the population
of San Antonio to agres on the best film ever made.
It is a futile proposition, and one that probably will pro-
duce little useful information. Rather than using a
single definition of fidelity, we have chosen to use
parts of several definitions.

One common definition of fidelity describes it as
the degree of similarity, both physical and functional,
between a training device and the actual egquipment
for which the training was undertaken.3 This definition
discusses fidelity solely in terms of the equipment be-

ing used and the equipment being simulated, and .

avoids references to trainea’s perceptions and behav-
iors,  The intent is to provide a separate method of
measuring and evaluating behaviors that are not de-
pendent on the equipment being used.

Specifying fidelity in terms of equipment perform-
ance does not guarantee that the desired interaction
between crews, equipment, and environment occurs.
These interactions are based upon the accuracy and
realism of the simulation. Accuracy refers to the pre-
cision with which a simulation recreates the real world.
Accuracy is an objective measure specified in terms
of scientific principle and mathematical equations.
Realism refers to how closely a simulation actually cor-
relates to the real world in terms of both appearance
and behavicr.? Realism is a subjective measure that
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is expressed by a state-of-mind ——- what magicians
refer to as a “willing suspense of disbelisf.”

Crew instruction can be broken into two distinct

processes: teaching of intellectual skills and training

of motor skilis.? For crew training, Instruction consists
of the academic skills required for successful opera-
tion and requires accurate information. Controlling a
vehicle requires coordinated motor skills and the asso-
ciated instruction requires realistic presentations. It
is important to note that accuracy can be obtained in

.an unrealistic envircnment (such as the touch-screen

representation of cockpit controls in many Computer
Based Trainers), and realism can be obtained without
providing ‘accuracy (such as augmenting target visual
presentations to account for limitations in a simulator’s

‘visual display). The key is that fidelity is determined

by the accuracy and realism of the simulation for a giv-
en exercise,

Networking of simulators adds new facsts to the
fidelity Issug. The most prominent of these is fidelity
differential. Fidelity differential is a measurement of
interoperability that defines the level of difference be-
tween the operations of two or more systems on a net-
work.B Early proof-of-principle simulator netwarks
could ignore the effects of fidelity differential since
these networks connected simulators of essentially

- identical design. Fidelity differential is likely to become

an increasingly important criterion to determine those
tasks that should be performed on a simulator. net-
work. Some threshold fidelity differential will deter-

- mine which network tasks will produce results that can

be successfully transferred to the real world.

There has been much discussion in the training
community regarding the requirement to produce a
fair fight or level playing field for network exercises.
The ideais to develop a simulation network where crew
and equipment performance can be measured without
the fidelity differential affecting the outcome. A study
using a network of dissimilar, high fidelity simulators
found that the fidelity differential gave an unfair and
unrealistic advantage to the simulator of lower fidel-
ity.9 In this case, the lower fidelity player's weapon
scoring algorithms allowed the crew to score Kills for
weapon impacts well outside of the real-world circular
error probability {CEP) while the higher fidelity player
was constrained to the accuracies of the real world,
Additionally, this study found that fidelity differentials
between the simulations and the real world also ac-
counted for decreased realism in certain air-to-air en-
gagements.

The designers of multi-fidelity networks must
carefully implement their system such that an un-
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Fidelity must be measured with respect to a spe-
cific cue or environmental quality. Confidence that the
networked simulations will be an effective training tool
can only be obtained after training tasks have been
defined, and fidelity for simulators in the relevant ar-
eas has been assessed. Even then, absolute time de-
lays and other factors can affect the presentation of
the correct environmental cues at the correct time.
The importance of cues may be summarized as fol-
lows: "cues occurring in the present are perceived
and assessed for their meaning and impact at both
the current time and for an anticipated time, even
though that time may only be an instant away.” €
Since the goal of networked simulations is to increase
the realism and complexity of the training environment
(in part so that higher cognitive and decision skills may
be improved) the perception of the situation at any
time (based on cues) is very important.

The BDS-D program views this problem in terms
of an cbjectives versus cost trade-off. The basis of
this trade-off is referred to as fidelity anchoring {origi-
nally defined by the Institute for Defense Analysis),
Fidelity -anchoring is an approach to deciding how a
simulation should be designed to meet its objectives
with minimum cost.1®  Under this scheme, fidelity is
defined in terms of effectiveness, user acceptance,
and affordability, all of which are subjective measure-
ments. - The desired outcome of fidelity anchoring is
that every component of the simulation should havée
the exact degree of fidelity required by its intended
application. Unfortunately, fidelity anchoring cannot
be fully assessed until after a system has been pro-
duced, and therefore is difficult to use in a procure-
ment specification.

To produce a procurement specification for net-
work interoperation, fidelity differential must be mea-
sured relative to known specific qualities of the individ-
uai simulations comprising the network, and of the net-
work interconnection itself. Depending on the task be-
ing trained, measurement of fidelity with respect to
any one of the following environmental qualities may
be necessary:

Simulation Characteristics such as update rate, dy-

namic response, system latency, etc.

Natwork Characteristics such as simulator to network

latency, network node-to-node latency, network -

delay dispersion {difference in network delay across
time), etc.

Simulation Agcuracy which includes the physical rep-

lication of the crew.station, handling qualities of the

vehicle dynamics, correlation of the simulated terrain -
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with the real world, scoring accuragies for simulated
weapons, setc.).

Simulation Realism including the subjective measure-
ments of training effectiveness, user acceptance,
mission performance, and objective measurements of
correlation - with other player’s environments.

Fidelity measurement may be achieved by self-re-

. porting systems such as the “Data Logger” used to

help assess the AIRNET davice. AIRNET is the rotary
wing versicn of SIMNET, and is intended to be a low
cost, low fidelity interactive networking simulation.1?
Recorded data includes player vehicle position, weap-
ons data, and kill ratios. A set of performance metrics
for this netwerk is also presented, based on “opera-
tional relevance, shooting, moving and communicat-
ing, and sensitivity to mission effectiveness, who won
the war?” These metrics include threat interactions,
tactical piloting and navigation, communications, and
battle resource management.

CONCLUSIONS

A network of dissimilar simulations has enormcus
potential for both training and operational evaluation.
The network will inherently have limitations for which
the user must account and compensate. The concept
of providing a benchmark for users to determine inter-

. operability is necessary. The benchmark by itseif,

however, provides litile useful information. A bench-
rmark is supposed to be a standard measure of per-
formance that enables two simulations to be com-
pared with each other. For any application it is per-
formance on that application that counts, and bench-
marks are relevant only so much as they resemble
it.18 Therefore, care must be taken when applying
these benchmarks or the user has a significant risk of

‘running a simulation without validation or correct re-

sponse. .

- Four factors affect how well simulations will inter-
operate in a networked environment and how level the
plaving field is. They are:

1. The fidelity of individual simulations.
2. The differences in simulation fidelities.
3. The accuracy of the simulations.

4, The realism of the simulations.

The aliowable fidelity of the individual simulations,
the fidelity differentials, and the accuracy and realism
of the network environment will ail vary dependent on
the training objectivas desired. !t is important that we
define a method by which the interoperability of the



network can be measured, and how these measure-
.ments can be applied to a particular network exercise.

All missions are not the same, and therefore the
required fidelity of interactions in a network between
-the simulated environment, other crews, and the own
vehicle varies between exercises. Determining the al-
lowable tolerance for fidelity differential of a particular
-network involves considering the training objectives for

the simulation, the technical impact of providing vary- -

ing degrees of fidelity and correlation, and the asso-
ciated costs. . Meeting these challenging and often
conflicting considerations will require analysis of the
trade-offs.

The FAA utilizes a Simulator Evaluation Specialist
to determine compliance with the Federal Aviation
Regulations {FAR) Part 121 reguirements established
for airplane simuiators. The Simulator Evaiuation spe-
cialist is an FAA technical specialist trained to evaluate
simulators and to provide expertise on matters con-
cerning airplane simulation.1® The FAA evaluation
uses both objective and subjective testing methods to
determine if a simulator is capable of meeting a partic-
ular set of tasks. Recognizing that all simulators are
not intended to perform the same function, the FAA
has defined several lovels of simulation that have dif-
ferent criteria for evaluation.

Networked simulations can be evaluated in a simi-

lar manner. The individual network entities and the
network itself can be evaluated by qualified subject
matter exparts to determine its ability to perform a
specific set of tasks. If the network is found to ade-
quately perform these tasks, it would be rated as qual-
ified for that set of tasks. A network, under this
schaeme, could have multiple ratings, if it were in-
tended to perform multiple tasks. Note that the net-
work, in this case, refers to both the interconnection
of simulators - as well as the simulations themselves.
Addition or deletion of any single simulation would re-
- quire the network to be requalified.

We recommend that a mechanism and an asso-
ciated governing organization be established, perhaps
- under the auspices of the DIS, DMSO, |EEE to classify
devices relative to fidelity, fidelity differential, accura-
cy, and realism, and to provide benchmarks to deter-
mine which devices can faithfully operate together for
a given task. The governing organization must be
composed of qualified, subject matter experts, who
can evaluate the network from baoth an objective and
- subjective standpoint, As a starting point, we recom-

716

mend modifying the fidelity anchoring scheme cur-
rently being used for the BDS-D to account for the
simulation characteristics, network characteristics,
accuracy, and realism of the networked exercise.

The DIS standard represents an important step for
the simulation community. §t provides a viable means
of using simulation resources, be they for operational
testing or training, in an increasingly realistic manner.
But the use of the DIS standard will only be valuable
if the network interconnactions can be validated. The
measurament of fidelity differentiai is an important part
of validating network interactions. Without an under-
standing of fidelity differential and its ‘impact upon
team exercises, the DIS will amount 1o little more than
a proof-of-principle.
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. acceptable cue correlation error is not introduced to
a higher fidelity player because it is networked with a
lower fidelity player. :The fidelity differential can intro-
. duce correlation errors in three ways:19

1. Fidelity of network data is insufficient to sup-
port the required cue correlation.

2. Update rate of network traffic is insufficient to
© support the required cue correlation.

3. Fidslity differential between representations of
environment models (navigation, terrain,
etc.) -exceeds the tolerance of the required
cue correlation.

MEASURING FIDELITY AND
FIPELITY DIFFERENTIAL

Meaasurernent of the fidelity of a particular simula-
tion depends upon which definition of fidelity is used
and how It is applied. A general perception is asso-
ciated with fidelity, such that we assume a high-fidslity
solution is somehow better than a low—fidality solution,
Fidelity is a relative measurement, and must be deter-
mined in reference to & particular task or set of tasks.
An-enginearing simulator is generally a high-fidelity
replication of a real-world system, yet might be can-
sidered a low fidelity training medium, Often, itis not
fidelity that we are trying to measure, but the realism
or accuracy of the simulation, of which fidelity plays
a part.

The Universal Threat Systermns for Simulators
{(UTS8) program commissioned a front end analysis
that studied the issues of fidelity and validation.11 This
study found that fidelity may. be defined in several
ways:

1. How well the appearance and beshavior of an
object are represented.

2. Which modeling approach (analytic, dynamic,
emulation} was chosen.

3. How well the model matches reai—world data.

4. How realistic the user perceives the simuiation
to he.

These measurements, however, do not always
produce consistent results. - An analytical approach to
modesling {providing a pre-defined response to a given
input, possibly by means of lookup tables) was de-
scribed by the UTSS study team as low-fidelity (using

the second UTSS definition of fidelity} while a dynamic -

approach to the simulation, in which modeling of sub-
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-assemblies and internal interfaces is performed, was

considered high-fidelity. However, for cases where
limited data is available, the analytical approach will
most likely be the most accurate model, and therefore
high-fidelity if one chooses the third UTSS definition
of fidelity.

One might consider determining simulator fidelity

by examining the effect of specific cues on the per-

formance of a particular task. These same cues would
then be compared with their real-world counterparts
to determine correlation. A composite score could
then be calculated to determine overall fidelity. There
are generally accepted methods of measuring the cor-
relation between a simulated system’s performance
and the performance of its reai-world counterpart.12
The more controversial issue is concerned with mea-
suring the subjective quality of the simulation — per-
ceptual fidelity.

One of the most widely used measures of percep-
tual fidelity in flight simulation is the Cooper—Harper
rating. This rating scale assigns a value of one to ten
based on aircraft characteristics and pilot workload for
the selected task. The pilot performing the flying task
uses a decision tree and rating descriptors to assign
the rating value.

The Bedford scale, a modified Cooper-Harper
type rating (in conjunction with heart-rate monitering},
has been proven effective for measurement of- pilot
workload levels.13 Such subjective ratings may be ef-
fective for simulation fidelity measurements if they are
medified to pertain not to vehicle handling qualities or
workload assessment, but to the realism and accuracy
of certain qualities of a simulated system. One sug-
gested method of subjective measurement is the rat-
ing of two factors: the physical characteristics, and
the informational or stimulus and response options of
the aquipment.S These two measurements, for a giv-
an task, provide a fidelity factor. AAl's fidelity verifica-
tion model14 uses ratings in three categories for each
fraining task: task commonality, physical similarity,
and functicnal similarity. A device fidelity index can
then be derived from the individual ratings.

Ratings for specific training tasks have been used
to assess aircraft gualities, and a similar approach
could be effective for simulation fidelity measurement.
The compilation of a list of training tasks and condi-
tions was considered essential for a study of simula-
tion fidelity required for effective training transfer.19

- In general, the tasks to be trained in a simulated

environment are known by the end-user and drive
requirements and specifications for procurement pur-
poses.





