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Abstract

The U.S. military and its contractors are developing digitized command and control systems to provide military
units with information dominance over the enemy. Ironically, these digital systems have created training control
and feedback challenges for exercise Observer/Controllers (OCs) in all simulation environments. OCs have the
responsibility to assess and mentor exercise players on the effective use of digital systems. In addition, OCs must
control the exercise. To do this, OCs need the capability to monitor and store all player digital traffic, inject digital
messages and display digital information for post-exercise collective learning or after action reviews (AARS).
However, today’s OC may be unable to monitor player digital communications of key players or may be deluged by
information and unable to identify those digital actions or inactions that most affected the training event's tactical
outcome.

Under the sponsorship of the Simulation, Training and Instrumentation Command (STRICOM) and the Army
Research Institute (ARI), we are developing a prototype training support system to overcome control and feedback
problems associated with digitized units. We call the system the C4l Training Analysis and Feedback System
(CTAFS). We are developing the CTAFS under our Intelligent-Decision Aids and Training Assistance (I-DATA)
concept. We designed the CTAFS prototype to support digitized company team virtual simulation exercises. The
first CTAFS prototype monitors tactical digital communications on a LAN and permits the OC to role-play notional
units and inject control events into the exercise. Using an expert system, the second CTAFS prototype will alert the
OC to significant digital activities and disparities in situational awareness among the players. CTAFS will automate
the production and presentation management of C4l AAR products linking AAR displays to established doctrine and
standards. In addition, CTAFS will provide the OC with discussion guides to facilitate AAR discussions on what
happened, why it happened and how to improve performance.

This paper addresses the challenges of C4l digital training and presents information and lessons learned during our
research and development of CTAFS and its AAR capabilities for the C4l portions of virtual simulation exercises.
Additionally, the paper explores the role of C4l AAR systems in future C4l training environments.
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BACKGROUND our chances of matching the pace of training with the

. - ~_ advancements in technology.
The readiness of today's military depends on training

events that simulate real-world locations, equipmentCompanies such as TRW are delivering their C4l
scenarios and procedures. Today's military thrives osystem, the Force XXI Battle Command Brigade and
technology that promises to provide leaders, commandeBelow (FBCB2), with complete train-the-trainer
and soldiers with "Information Dominance" that enableprograms and numerous training packages for
common Situational Awareness (SA) and efficientindividual operators. FBCB2's strength comes from
Command and Control (C2) operations through the use dfs connected network of subordinate, adjacent and
networked digital systems. In recent times, the Army hakigher digital systems, which enable its tremendous
been focused on the initial development and testing adbility to gain and share information. For Example,
these new Command, Control, Communication,an operator may be completely competent with the
Computers and Intelligence (C4l) digital systems.operation of the FBCB2, but will be totally
However, training programs for the use and operation aheffective if the supporting communications
these new digital systems are becoming more important @schitecture precludes his ability to send or receive
we move toward widespread fielding of digital C2 and SAthe required information. Unfortunately, this is the
systems. Achilles Heel of C4l training since implementation of
meticulous and standardized simulations of the
This paper investigates a number of challenges relevant tactical Internet (T1) are still under development and

C4l training, exercise control and feedback issues. Ifhe interfaces between C4l systems and simulations
addition, this paper discusses a prototype system designggstems are still immature.

to overcome many of these C4l training challenges. One

of the challenges in developing a sound training programAnother digital training challenge that must be
for these new C4l systems is that since they are so newyercome is the divergence of simulation data.
appropriate tactics, techniques and procedures are stlllurrently, there are parallel but disjoined paths for
being developed and discovered. So where do we start, éach of the following essential data-flow elements:

it with the actual system or with the training program?

This is analogous to the question, "What came first, th®  The C4I digital data flow

chicken or the egg?" In this case, there must be a spiral
development process involving: 1) The actual system, 2
Training packages that support the system, and 3) Ne&w The Observer/Controller (OC) data flow
and better ways to use the system. For example, soldiejs
should receive C4l systems with complete training
packages that include a solid baseline of doctrine, Tactic§he C4l digital data flow for C2/SA messages, the
Techniques and Procedures (TTP). As soldiers use theggnulation's data flow, such as firing events, and the
new systems, they will discover new and bettefesting data flow are often on their own separate
techniques, which must be quickly incorporated intonetworks. In many cases, the OC's data flow is a
follow-on ~ training packages and documentation.completely manual process and isolated from the
Fortunately, electronic distribution mechanisms such agiher three networks. Unless there is an OC located

the General Dennis J. Reimer Training and Doctringyt each event location, OC data collection may not
Digital Library (ADTDL) provides instant and worldwide g¢cyr.

access to the newest doctrine and training materials

available (See the WebPages at: For the most part, C4l digital operations in
http://www.adtdl.army.mil/atdls.htjn The use of constructive simulations, such as the
electronic distribution systems such as this will increas®rigade/Battalion Battle Simulation (BBS), are

The simulation data flow

The testing data flow



http://www.adtdl.army.mil/atdls.htm

handled by hard wiring the digital systems togetherexercise participant is no longer available at the OC's
When the digital device and the simulation must provide-BCB2. In addition, C4l AAR organization and
each other with data to ensure exercise synchronizatiopresentation tools are very limited. However, the
an OC must provide that link through a manual "swivel-current system does provide the OC with the
chair" process. This means the OC must monitor both theapability to inject C4l exercise control messages
simulation device and the C4l digital device. Wheninto the exercise. For example, the OC has the
something happens on the simulation, the OC mustapability to send and receive C4l messages in a role-
interact with the simulation system to obtain theplayer's mode, such as higher and adjacent units.
"Simulation Event," then the OC must swivel over to the

C4l digital device and manually input that "Simulation Another challenge for effective C4l training is the
Event" into the C4l digital device. The OC must performdesign focus for many of today's simulation systems.
the converse operation when "C4l Digital Events" occutCurrently, the primary design focus is on replication
that must be input into the simulation. We callOf the real-world system and the simulation’s fidelity.
"Simulation Events" the Ground Truth (GT), becauseUnfortunately, they do not necessarily start with a
simulation events represent what actually happened on tfi@cus on the "training” aspects of the simulation
ground during the simulation. We call the "C4l Digital System. ~ Training seems to be an afterthought
Events" the Perceived Truth (PT), because C2 and S@verstegen, D.M.L. & Barnard Y, F., 1998).
messages represent the perceptions of the exerci§édining as an afterthought places many constraints
players. In constructive simulations where the C4lon the training system, such as available network
messages are integrated into simulation system, the cgpnnections, user interface dependencies, and
messages do not interact with actual tactical C4l devicedatabase initialization schemes/procedures.

(or even exact replicas of the C4l devices). For example, . .
the SPECTRUM simulation system has the capability toTh'S paper addresses a number of topics relevant o
send C2/SA messages such as CONTACT Reports t(0‘4I.t.ra|n|ng', exercise control and feedback issues. In
exercise participants. However, SPECTRUM's C2/SAadd't'On’ this paper addresses the deyglopment O.f a
messages are in a proprietary format and do not look likBrototype system called the C4l Training Analysis

tactical C4l messages nor do they link to the players' C y;tgzm (CTAFS). CTAFS falls unde_r an aglvanced
digital systems. training concept called Intelligent-Decision Aids and

Training Assistance (I-DATA) and is designed to

In the case of some virtual simulations, such as the Clog&vércome many existing/emerging C4l training
Combat Tactical Trainer (CCTT), developers havechallenges.

successfully integrated the C4l digital data-flow and the
TRAINING CHALLENGES FROM THE

simulation data-flow. However, the OC's data-flow is
only partially integrated and OC support functions for C4l EMERGENCE OF C4I DIGITAL SYSTEMS

issues are still limited. For example, CCTT has FBCB2
'r?Sta"e‘?' inside the. cCTT S|mglators. The CCTT"Informa’[ion Dominance" over the enemy and enable
simulation ~system |rl1terfaces with the' FBCBZ .andcommanders and soldiers to operate inside the
encapsulates FBCB2's C4l messages into D'Smbmegecision-cycle of their opposing forces.
Interactive Simulation (DIS) Protocol Data Units (PDUS)'Unfortunately this information dominance has a
These DIS PDUs contain C4l data and become part of ”Wegative sidé effect in terms of training.  For
simulation network. This integration of C4l data andexample C4l OCs:

simulation data provides connectivity and synchronization ' '
between the exercise participants and the simulation. In
addition, CCTT's computer generated friendly-units are
also part of this integration and based on various exercise
events will transmit actual FBCB2 messages from the® Receive extremely limited digitized data or
simulation directly to the FBCB2 devices operated by  conversely, they receive so much digitized data
exercise participants. This is an efficient integration of  that they become overloaded and lose their focus
the simulation data-flow and the C4l data-flow. The OC's  on training and mentoring.

data flow; however, is still immature.  For example,
CCTT's C4l OCs can only monitor C4l traffic from three
exercise participants at a time. If the OC wants to switch
to a different participant's FBCB2, it can take as long as 8 Must master complex processes that provide
minutes to reinitialize the system. In addition, each time  infinite display and data access options.

the system is reinitialized all C4l data is purged from thas  pyst "close-the-loop" between an exercise

She goal of the Army's digital systems is to provide

May not have the capability to monitor digitized
data.

Do not have the tools needed to identify critical
digitized information.



of appropriate exercise feedback for the exercisas signal delay, signal loss and signal corruption to
participants. both voice and digital communications within the

® Must always be mindful to incorporate performancev'rtual simulation EXErCISE. Ir_1 addition, _th‘? TIM
ncapsulates the communications data inside DIS

improvement processes into the exercise and.

especiallv the After-Action Review (AAR). ignal PDUs for_transmission on the_ simulation
P Y ( ) network (Manoski et al., 1997). This type of

® Must collect and organize exercise data intosimulation realism will be critical when soldiers
meaningful learning products for presentation duringmove from their procedural training with C41 digital

the AAR. systems to combat/tactical training while equipped
with C4l digital systems.
ADVANCEMENTS IN TRAINING REALISM
INCREASE DIFFICULTY FOR TRAINING AND Signal profiling may cause additional problems for
AAR SYSTEMS AAR systems that must have access to all of the

C icati dell il ke traini ¢ exercise data and must have access to the simulation
ommunication modeling will make training events more. ;.o roll'.  which determines if the radio

realistic, but will also increase the difficulty for training transmission was successful or not. In addition. the

and AAR systems. For example, signal profiling is AAAR system needs access to the "Why" of

process/concept to make communications training Wm?:ommunication failure. The AAR system must know
digital systems more realistic. In the tactical..WhO.. sent "What".to “Whom" and did the

envirpnment, most digitall sygtems operate overa Wirele%mmunications model block or prevent successful
Tactical Internet (T1). This wireless network is subject to, o 0 «ommunication

all of the capabilities and limitations associated with the

real-life Operation of tactical radios. Some of theseThe Simulation Testing Operations Rehearsal Model
limitations include signal attenuation, radio frequency(STORM) provides a simulated battlefield for the
(RF) masking and crosstalk. For example, if twopreparation and conduct of unit-level C4l and TI
distributed radio operators are trying to talk to each othetesting. STORM links the FBCB2 systems, via
but there is a large steep hill between them, they may ne4ctical communication models. Observations from
receive a good connection. This is an example of Rinjtial STORM testing suggested that the ability to
maSking. If the two Operators are beyond the range of th_?ace message paths and de|ays was essential for
radios, they are victims of attenuation. verification of proper Tl representation and C4l

training (Greenfield, B. & Hoang, T. 1998).

These types of communications I|m_|tat|ons_ do _nOtAdditionaIIy, the integration/interoperability of the
generally affect communications in virtual S|mulat|onArmy Battle Command Systems (ABCS) is
facilities because all of the units on that simulation arecontinuing at an exponential rate. Developers of

wired together by network cable. This is called "perfecrsimulators, C4l devices and simulation fidelity

communications" and occurs when unit commander§ystems must provide embedded connections for
decide not to use signal profiling. Signal profiling is the x o systems, intelligent tutoring devices and

simulation of realistic communication constraints. - Unitye tomance support systems (Institute for Defense
commanders have the right and responsibility to train o nalysis, 1999)

the skills and processes that they deem necessary.
However, perfect communications may create negativ®ur armed forces must contend with increased
training transfer since soldiers can successfully completgperational tempo due to more frequent deployments
missions without needing to worry about the normalproader mission requirements, fewer personnel,
constraints of the radio (Manoski et al., 1997). additional  digitization ~ requirements,  training

. . . . sustainment issues and resource constraints. The
When a simulation requires/allows participants of the,astation  Instrumentation Training  System
simulation to perform different actions in the simulatioanlTS) formerly Homestation Training

than rt:_wey WOUld/%OUId in the aocl:tual environment, ?ng Olnstrumentation (HTI), is one of the strategies the
two things must happen to reduce negative transfer: rmy is developing to provide solutions to the above

OCs have an additional workload to enforce propefisiaq challenges. Some of the proposed functionality
p.roce.dures that would normally be enforced by the‘of the HITS includes: the collection of unit

situation -or 2). the ree_lll—world constraints must be erformance data; integration of live, virtual and
simulated (i.e., signal profiling must occur). One exampl onstructive simulations; exercise management

onIT\lAS|gn$Ihpro_1l‘_|llll\r/llg s_yst<|am IS theITa.Ct'Caij!nteme(tj.MOdelcapabiIities; feedback on training performance and
(TIM). e simulates realistic radio conditions ¢ qqjye/comprehensive AAR capabilities.

within the Task Force XXI communications structure.
The TIM applies appropriate communications effects such



A key requirement of the HITS is to provide units with ¢
the same type of situational awareness that they would
receive on the battlefield. This means the HITS must feed
actual C4l devices with sensor information, friendly and

enemy locations, etc. and all of this must be within the
framework of realistic scenarios. Under the HITS,

exercise controllers must have the ability to manage the
exercise and inject events into the training that facilitate
the unit commander's training objectives and Missior®
Essential Task List (METL). In addition, the HITS

directs detailed data collection to exercise systems,

external systems and to all systems linked to the exercise.

This includes connections to the actual tactical Cdle
devices, as well as utilities for acquiring subjective and
objective input from OCs (Department of the Army,

1998). This requirement calls for a high degree of
interoperability and seamless interaction between actual
battlefield systems and all of the training devices.
necessary for realistic training. This will again require
developers of these tactical and training systems to
include connections to and interactions with AAR,
intelligent tutoring and performance support systems. A
example of this type of integration is a tactical C4l syste
that provides mechanisms known as "hooks." Thes
"hooks" enable the training system to gain access or hoq

presses, mouse clicks and the amount of time eac
operator viewed various displays.

into all of the system events such as operator buttogg

INTELLIGENT-DECISION AIDS AND TRAINING
ASSISTANCE (I-DATA)

digital
community is requiring these expert teachers to focus
less on the mission and more on the identification and

Exercise training tools with expert systems that
track the procedures and performance of exercise
participants by monitoring exercise events and
then comparing those events to rules. Computers
are well suited to this type of task, which leaves
the OC to perform duties that humans are well
suited for, such as mentoring and coaching.

Automated tools that compare and analyze
exercise data and events, such as the perceived
truth shared between players and ground truth
with the perceived truth.

A pre-planned set of expected/desired participant

responses based on exercise events and training
objectives and the automated identification and

comparison of the actual participant responses

with the expected and desired responses.

Automated systems that use the above
comparisons to automate the creation of trainer
alerts and AAR products.

"Exercise OCs are experts in doctrine and tactics.
rTa3enerally, they have years of experience in the tasks
ey are teaching, so they bring important strengths to
e training event such as intuition, wisdom and other
its that are purely human.
ngerous trend emerging with the training of today's

However, there is a

systems. The simulation and training

filtering of volumes of exercise data. The I-DATA
I-DATA is a concept that leverages information concept calls for computers to monitor, track, sort,
management utilities, near-real-time decision aids anfilter and analyze these massive amounts of data,
automated AAR products to assist the exercise OC. While the expert OC is left to focus on the exercise
DATA strives to provide the OC with the "Who, What, and specific events that require personal attention.
Where, When and How" of the exercise, both for ground

truth and perceived truth events. In addition, I-DATA "DATA Performance Improvement

also strives to provide the OC with the "Why" and the.l.he

"What does this mean to me" of the exercise. I'-DATA concept calls for the inclusion of

performance improvement products along with every
automated AAR product. Performance improvement
products include, but are not limited to:

The I-DATA concept identifies processes that enable

reduction of the OC's workload and provide tools for the®
OC to make efficient assessments and decisions. |-DATA
provides a framework for the monitoring and organization,
of exercise data as well as the transformation of exercise
data into usable information. Additionally, I-DATA

I-DATA Goals

Candidate open-ended questions to encourage
participation and self-discovery in the AAR.

Identification and presentation of the associated
Tactics, Techniques and Procedures (TTP) or
doctrine that dictated creation of the AAR

%Otgjveesmeit fr?cne]i;v;srk for on-going  performance product. This adds objectivity and
P P ' standardization to the AAR.
I-DATA Processes ® Suggestions for improvement. These can be

illustrations of historically successful methods,
presentation of "work-arounds," or TTPs that
help bridge the gap between the completed
training event and future events.

The I-DATA concept directs the development of:

® Automated tools to monitor exercise data and events.



Current CTAFS Prototype Capabilities

CTAFS currently supports the Variable Message
Format (VMF) messages for Appliqué Version 1.02a
and has the capability to monitor the VMF traffic of
Under the direction of ARI and STRICOM, we are key players on a LAN. CTAFS records and stores all
currently developing a prototype I-DATA system for the of its monitored players’ sent and received messages.
C4l digital portions of armor and mechanized infantryThen from one workstation, CTAFS enables the OC
Company/Team level Operations in virtual Simulationto Se|ective|y d|Sp|ay the C4l messages of any of the
environments. We are attempting to use the I-DATAmonitored players or key leaders in real time or in
concept to address many of the challenges associated WitRercise history. Additionally, the OC may instantly
training the proper use of the FBCB2 system. FBCB2 is gwitch between any of the monitored nodes (without
C2 and SA system that uses JVMF messages to providgsing any information), and unobtrusively page

its C2 and SA capabilities. The prototype system we arghrough the various overlays and reports within that
developing is called the C4l Training Analysis andpjayer's C4l digital system.

Feedback System (CTAFS).

DEVELOPMENT OF A PROTOTYPE I-DATA
SYSTEM

CTAFS provides a basic, yet critical ability for the
C4l OC to know exactly what digitized information
specific players sent or received at any point during

The CTAFS prototype is a Phase Il Small Busines,, oyorcise. Additionally, CTAFS provides the OC
Innovation Research (SBIR) project that calls for thewith the ability to instgr']tly displzfy any of that

development of a command, control, communicationS; ¢, mation during the exercise and/or during the

computers an(_j intelligence (C4l) AAR subsystem ©OAAR. For example, the OC can quickly select any of

support exercise control and AAR preparations folthe monitored or role-played nodes, such as the

digitized Company/Teams in virtual simulations. Company/Team Commander Then’ the OC can
search through that player's database for either sent or
received messages. Next, the OC can display that

CTAFS

information on the CTAFS workstation (see Figure
1).

PLAYER:

ﬂlcon'm CDR E" Database’%r)_

Create/Edit Messages

Create/Edit Overlays

Observer IDI 1st PL ﬂ

H ﬂ Page Downl Page Upl

Target URN

Directories
Overlays
Orders_Reques
Fires_Alerts
Reports
All Messages

Click to View Selected Message

Ar.

Received Messages

MSG Name
Contact_03

From

211744ZAPR98
211822ZAPR98
211820ZAPR98
211810ZAPR98
211805ZAPR98

Select a Received Message to Open

Click to Close Received Message:
Close

Figure 1. Complete OC access to C4l data in each exercise players' sent and received database

CTAFS enables the OC to carry out his exercise contrahessages as various role-played or notional entities

functions by allowing the OC to send and receive VMF(i.e., higher and adjacent units).

CTAFS provides



emulated Appliqué and FBCB2 functionality for the two-part research project. The next step in CTAFS
OC's communication with the exercise participants andlevelopment is the inclusion of an expert system and
the operation of the system. CTAFS advises the OC addditional functionality that will:

digital messages he receives from the monitored players
to any of the role-played entities. CTAFS is currently ae
perceived truth system. This means CTAFS concerns
itself only with an exercise’'s C4l C2 and SA messages;
CTAFS does not monitor ground truth data from the
simulation systems. CTAFS must have perfect
communications for proper operation or CTAFS must
be connected to the signal profiling system. The signal
profiling system must provide CTAFS with access to®
the intended message recipients, the actual message
recipients and the reasons for any communication
failures. The OC may access the C4l database of any of
the exercise participants either during the exercise for
control and monitoring duties or the OC may use this
process for the preparation and presentation of the
AAR. CTAFS also includes the capability for the OC
to electronically "bookmark" important C4l events so
that he may come back to them at a later time. CTAFS
display capabilities include all C2 messages as well ag
overlay and map information for the monitored and
role-played entities.

Current CTAFS Prototype Enhancements
The CTAFS capability to monitor VMF traffic on a
LAN is complete. However, that is only part one of a

Message Logs and
Analysis

Alert the OC to significant player digital actions or
inactions.

Automatically generate C4l AAR products, which
will be available for the OC's review and editing
immediately following the end of the exercise
(ENDEX).

Include embedded open-ended questions (based on
user actions, TTP)

Provide the OC with utilities for post-exercise
AAR preparation, organization and presentation.

Include OC utilities for assisting with the
performance improvement process. For example,
each automated AAR product will include open-
ended questions, measures of performance and
TTP.

Include during-exercise information management
utilities such as an on-demand Global Message Log
(see Figure 2).

Trans.

Msg# Msg Type Sender DTG Sent Receiver®G Rec. Time ACK NACK Prece

Fb oG] Viewowmph |
 AddasAid | SortorGroup |
e

Figure 2. An OC information management utility, the Global Message Log



CTAFS will optimize the OC's during-exercise identification of major procedural errors and disparities
workload through information management utilities in shared information/situational awareness.

such as the Global Message Log, timelines and message

statistics. All of which can be added to the AAR asVarious exercise events will trigger CTAFS' automated
AAR products (such as Plan View Displays, animationgnessage analysis system. For example, when CTAFS

of SA data, timelines, charts, graphs and text). detects a digital CONTACT Report, CTAFS will
automatically examine the exercise history at a pre-

The quality of the AAR is usually dependent on thedetermined time - for example 5 and 10 minutes prior to
expertise of the OC and very often, the OCs commentseceipt of the CONTACT Report. CTAFS will then
are unstructured and based primarily on subjectivecan each of the player nodes' Enemy/intel and
evaluations of player performance (Verstegen, D.M.LOperations Overlays. CTAFS will use this overlay scan
& Barnard, Y, F., 1998). However, since CTAFS will to produce an Overlay Entity List for each player.
provide the OC with automated AAR products and itsCTAFS will then compare these Overlay Entity Lists
expert system will link all of these AAR products to searching for discrepancies. If CTAFS finds
military measures of performance, CTAFS will supply discrepancies between these lists, it indicates a disparity
structure, standardization and objectivity to the AAR. among the situational perceptions of the players in the
Company/Team. CTAFS will immediately alert the
CTAFS will monitor and store the exercise's C2 and SA()C When the OC selects the "Alert Indicator" on the
message traffic. Then, CTAFS will use its embeddedcTAFS workstation, CTAFS will display the differing

expert system to reduce OC workload and creatgverlays and isolate the specific discrepancies (see
automated AAR products. CTAFS uses "OC Alerts" torjgure 3).

signal the OC when it identifies significant digital
communications, player changes to default C4l settings,

‘ !J‘ ALERT ’(l&~
verlay Mismatch
,EZR',/ CO/TM CDR, Enemy Overlay, “GO”

£ 3rd PL, Enemy Overlay, “NO GO”

~_ALERT!
. . Critical Enemy
(@] IR RiRdag Information is

! ' | ) Missjng!

1=

CO/TM CDR 3rd PL

Figure 3. OC alerts and automated comparison of collective situational awareness

CTAFS will perform these automated comparisonsobsolete system. Consequently, we have identified and
behind the scenes, while continually monitoringare working on two critical upgrades for CTAFS. The
exercise traffic and enabling the OC to page througlfiirst is an upgrade of CTAFS' messaging system to
player databases and control the exercise. CTAFS wikchieve compatibility with newer versions of FBCB2.
also provide the OC with tools to instantly add theseThe second CTAFS upgrade includes the integration

comparisons to the AAR. and analysis of ground truth and perceived data.
CTAFS will accomplish this GT and PT integration by
Near-Term Upgrades to CTAFS _building on lessons learned from an earlier project

CTAFS' completed functionality is based on Appliquécalled the Automated Training Analysis and Feedback
Version 1.02a. However, Appliqué Version 1.02a is ansystem (ATAFS).



simulation system itself. When the GT matches the PT
ATAFS is specifically a ground-truth system that exactly, CTAFS will only store the data. However,
provides near-real-time monitoring of GT exercise datavhen GT and PT are different CTAFS will alert the OC
and voice radio transmissions. ATAFS automates thand create visual comparisons for display.
production of GT post-event AAR learning products,
and provides utilities for the presentation of these AAR DISCUSSION

t ing the AAR.
products during the Based on CTAFS lessons learned and known obstacles,

ATAFS development was funded by STRICOM, thethere is still much work to be done. Here are a few
Defense Advanced Research Projects AgencpTAFS and C4l dlgltal training discussion pOintS.
(DARPA) and the Army National Guard. In addition,
DARPA and the ARNG funded ATAFS' phase three
developments under the Simulation in Training for .
Advanged Readiness (SIMITAR) Program. D%ringdevelopment, we will take raw VMF and ‘]VMF
CTAFS development, we have incorporated many of?€Ssages ~and — translate them into  graphical
ATAFS' lessons learned (as published in several AR|epresentations that enable the user to quickly identify

sponsored reports). The linking of CTAFS and ATAFS'[he ."SO What" (Ijlf th% valtiokushdigitari message?, without
capabilities will enable comparisons such as the one%"’“”ng.to scrofl-and click t rough pages o text to
etermine the important information. For example,

illustrated in Figure 3, with the addition that after .
CTAFS has analyzed player perceptions, it Wi”When CTAFS monitors a Personnel Status Report,

automatically compare them with the relevant grounacjrAFS will :_;u'JtomgFicaIIy compare the raw C.4| data
truth data from the simulation system. with the unit's Military Table of Organization &

Equipment (MTO&E). CTAFS will then provide the

For example, an Enemy/Intel overlay shows the enem@®C Wwith a graphical representation that is easily
situation, as the players perceive it. The GT locationgnderstandable and is suitable for inclusion as an AAR
are the actual locations of the enemy, as reported by tigoduct (see figure 4).

First, there must be a more efficient way to visualize
and understand C4l messages and data. During CTAFS
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Figure 4. Automated translation of C4l data into information for instant understanding and usability

Second, we are broadcasting a call for help within théJnless signal profiling and communication modeling is
simulation community to design simulation devices andouilt on an open architecture, AAR devices such as
C4l systems to support AAR and training activities. CTAFS will constantly have to battle with data access



challenges. For example, C4l AAR systems must knovthe battle. However, data availability is only the first
the identity of the "intended recipients" of a specificstep. The next critical step is the identification of the
message. When exercise controllers activate signabecific data that exercise participants used during the
profiling or communication models, the AAR system exercise and when. To do this C4l devices must
must also know the identity of the "actual recipients" ofprovide "hooking mechanisms" to the specific button
each specific message. When communication modejsresses, mouse-clicks, etc. of the C4l operators. Then,
prevent some or all of the intended recipients fromthe C4l device must send all of these operator events in
receiving the message, the AAR system must know theear-real-time to a central AAR collection point such as
reason(s) for the communication problem. AARCTAFS. This will provide AAR systems with a data
systems will use this information to assist the OCs wittcollection mechanism that is the next-best thing to
their training of proper C4l and Tactical Internet getting inside the soldier's brain. The AAR system wiill
procedures. then perform detailed data analysis, alert the OC to
critical events and create automated AAR products that
Third, we believe there needs to be a close link betwe%tart to answer the "Why" Of tactica| outcomes. Thls
the development of digital Training Support Packagesyill complete the six W's (Who, What, Where, When,
(TSPS), simulation SyStemS and AAR devices. Th|q-|ow and Why) With the answers to the six W's
will increase the chances that simulation training Wi"instanﬂy and undeniably displayed, the OC will be free

be focused on training objectives, METL tasks andgo focus the AAR almost entirely on the process of
critical skills. In add|t|0n, this will standardize performance improvement_

instructor support facilities and enable
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