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ABSTRACT 
 
Modeling and simulation (M&S) has taken its place as a key enabler in all phases of today’s military systems 
development and fielding, from research and development through training and operations planning.  The quality 
and value of M&S activities are dependent not only on the quality of M&S software, but also on the information 
that drives models and simulations.  When M&S is employed in a large-scale enterprise, data dependencies among 
models and simulations emerge.  These range from sharing data among models and simulations to using model and 
simulation outputs to drive other models and simulations. 
 
In the Joint Strike Fighter (JSF) Program, M&S is a key enabler to all activities, from design through training.  
Hundreds of models, simulations, and modeling environments (such as computer-aided design systems) enable a 
web of interrelated activities and require a corresponding information flow.  The JSF pioneered an information 
management approach utilizing metadata to facilitate the understanding and appropriate use of data.  Traditional 
metadata management approaches focus on describing the content and format of individual information resources.  
The unique aspect of the JSF information management approach is the addition of metadata that captures the lineage 
of data, allowing information traceability from external sources and through the chain of M&S activities.   
 
This information management approach has been incorporated in the Resource Access System (RAS), which is part 
of the overall JSF product data management system.  RAS is used to locate, access, and register data about the JSF 
weapons system and other systems with which it interacts.  RAS uses metadata for information location and 
retrieval and for validation of data integrity conditions.  We defined an Extensible Markup Language (XML)-based 
data interchange format that is used to package information resource metadata along with the data content and share 
these across activities.   
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INTRODUCTION 
 
We live in an information age, and the international 
defense community has come to recognize the value of 
information as a resource.  The value of information, 
like that of any other resource, is contingent upon its 
availability, usability, and the trust that the user is 
willing to place in the quality of the information.  One 
of the most fundamental challenges facing any 
program is how to capture and maintain information 
during program execution.  The volume of data on a 
large program can be in the terabytes and almost 
certainly is stored in multiple formats in a distributed 
collection of repositories.   
 
The US Department of Defense emphasizes this focus 
on information as a resource through its Net-centric 
Data Strategy (DoD CIO, 2003b).  This strategy 
provides a vision of data that enables effective 
decisions and data that is “advertised and available for 
users and applications when and where they need it.” A 
key element of the Net-centric Data Strategy is a focus 
on metadata (data describing data).  The Net-centric 
Data Strategy provides a shift away from the 
traditional metadata focus on data standards, where the 
goal is for information systems to use the same internal 
representation of data, to a focus on metadata to 
facilitate the discovery and assessment of information 
resources.   
 
In this paper, we will describe an approach to 
managing information resources using metadata.  This 
approach has been described in a series of Simulation 
Interoperability Workshop papers (Hollenbach & 
Harnett, 2000; Hollenbach & Graves, 2002; Graves, 
Barnhart, & Hollenbach, 2003; Scrudder, et. al., 2003).  
This approach is consistent with the management of 
information as described in the JSF Modeling and 
Simulation Support Plan (JSFPO, 2000). We extend 

the scope of metadata outlined in the DoD Net-centric 
Data Strategy.  The extensions are necessary when a 
large number of highly related information resources 
exist.  In such an environment, additional metadata is 
necessary to characterize the lineage (sometimes 
referred to as pedigree or provenance) of data.  An 
M&S-rich development environment, such as exists on 
the JSF program, exemplifies this need.  Additional 
metadata is also necessary to fully understand when a 
given information resource is appropriate for a given 
use.  For data to be appropriate for use with a given 
model or simulation, it must be consistent with the 
underlying assumptions embedded in the model 
algorithms.  This idea is a key concept in validation as 
described in DoD verification, validation, and 
accreditation (VV&A) guidance (USD (AT&L), 2001). 
 
The information management and metadata concepts 
described in this paper were developed through the 
Joint Strike Fighter (JSF) program, specifically for the 
management of data associated with the product 
development process.  The JSF Program will produce 
the affordable, next-generation strike aircraft weapon 
system for the U.S. Navy, Air Force and Marines along 
with a number of international partners.  Three variants 
will be built – conventional takeoff and landing, short 
takeoff and vertical landing, and carrier-capable.  The 
JSF program is a prime example of a simulation based 
acquisition program (U.S. DoD Acquisition Council, 
1998; Frost & Thomen, 1999; Lutz & Keane, 1999; 
Karangelen, 1998; U.S. DoD Acquisition Council, 
2000), where literally hundreds of models, simulations, 
and modeling environments are in use, all of which 
rely on and produce information resources.   
 
Figure 1 depicts the objective process for managing 
information across JSF product development activities, 
including modeling, simulation, and analysis activities. 
This figure provides an overview of the range of 
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information necessary to support these activities in a 
major program such as the JSF.  To address the full 
lifecycle of a system such as JSF, data about much 
more than just the air system under design and 
construction must be managed.  As can be seen in 
Figure 1, the scope of data includes data about other 
systems with which the JSF will operate (both friendly 
and hostile) and large quantities of data about the 
environment in which the JSF will operate.  This figure 
also shows the importance of managing the tool-
specific datasets used by and produced by modeling, 
simulation, and analysis activities. 
 
The data needs and outputs of these models, 
simulations, and tools are tremendous, with significant 
overlaps and dependencies among the data produced 
and consumed by the tools.  A glimpse into this 
complexity can be seen in Figure 2, which shows just 
one example of an analytical data “food chain” across 
models and simulations used by the JSF program.  The 
types of data and sources of data cover a wide range.  
Data must be obtained from external authoritative 
sources (e.g., for threat data and environmental data) as 
well as produced internally (for JSF product data).  The 
formats of data cover the gamut from structured files of 
text, to complex binary data, to relational databases. 
 
Although acquisition is the primary focus of the JSF 
program at this stage, the metadata concepts developed 

and described here have much broader potential 
applicability.  The same challenges of managing large 
numbers and a wide variety of information resources 
pertain to any activity that utilizes M&S, whether it be 
acquisition, testing, or training.  The same metadata 
and information management concepts that will suffice 
for a large scale acquisition program such as JSF will 
prove valuable for managing information resources in 
smaller scope efforts. 
 
Existing Metadata Standards 
 
Our goal was to use existing metadata standards where 
they were available and to establish new metadata 
representations only where no standard existed.  We 
found that standards were plentiful for describing types 
of information resources, and even for describing 
individual instances of information resources.  The 
primary information resource metadata standards 
incorporated into our metadata specification are the 
Dublin Core Metadata Element Set (NISO, 2001) and 
the DoD Discovery Metadata Standard (DoD CIO, 
2003a), which draws from the Dublin Core and 
extends it substantially.  In the area of VV&A, we 
made extensive use of the Data Quality Templates 
from the DoD VV&A Recommended Practices Guide 
(DMSO, 2001).  However, when it came to metadata to 
describe the lineage of information resources, we 

Figure 1.   Notional JSF Product Development Information Flow 
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found that there was a lack of standards and 
recommended practices. 
 
Documenting the Metadata 
 
The results of our effort are documented in a formal 
metamodel specification. A metamodel is a model of 
metadata classes, attributes, and relationships.  The 
metamodel specification is comprised of the defined 
metadata terms, a specification of their relationships, 
and a data interchange format for the transmittal of 
metadata (optionally along with the content of 
information resources).  In addition to textual 
definitions of all the metadata terms, this 
documentation provides a rigorous specification of the 
metadata structures in the form of an IDEF1X entity 
relationship model (NIST, 1994).  In addition to the 
IDEF1X model, the metamodel specification provides 
a tabular listing of the metadata.  Although it does not 
contain all of the relationship information of the 
IDEF1X diagrams, this tabular representation does 
allow us to describe additional information including 
what portions of the metamodel are mandatory and 
which of the attributes are displayed to the user of a 
system implementing the metamodel.  The data 
interchange format, known as the Information Set 

Interchange Format (ISIF), is an Extensible Markup 
Language (XML) Schema. 
 
 

METAMODEL ELEMENTS 
 
In the following discussion, we will define each of the 
major concepts in our metamodel.  Each of the 
concepts will be described, and a high-level IDEF1X 
data model will depict the relationships between those 
concepts.  Because of space limitations, only the major 
concepts will be shown (as labeled boxes) in the data 
model.  The full metamodel has a set of descriptors 
(attributes in IDEF1X terms) that describe each 
concept.  We will discuss some of those in the 
following paragraphs.  The relationships are depicted 
as lines between the boxes.  A dot on the end of a line 
indicates that there may be many instances of the 
concepts shown at that end for each instance of the 
concept shown at the other end.  The IDEF1X notation 
in the diagrams has been extended to show where 
additional point of contact information (shown as ovals 
labeled POC) can exist.  A point of contact may be 
either an individual or an organization.  Attributes of a 
point of contact would include a name, phone, address, 
and email. 
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Core Elements 
 
The three core elements of the metamodel are 
information resource, information resource class, and 
information navigation node.  These three elements 
form the foundation upon which the rest of the 
metamodel is constructed.  Figure 3 shows these three 
concepts and the relationships among them. 
 

Information Resource 
An information resource is an individual configuration-
managed item composed of data along with the 
metadata that describes the data.  The data content of 
an information resource may be a set of parametric 
values (ranging from a single value to an entire dataset 
of values), an algorithmic representation, an executable 
model, or a document.  While an information resource 
may be an entire dataset, it may just as easily be used 
to represent some “slice” (some portion of one or more 
tables) in a relational database.  In this abstract sense, 
an information resource is declared where a common 
set of metadata exists.  This is a key concept in the 
metamodel that allows one to apply the metamodel to 
the management of complete datasets, as well as 
portions of datasets (down to individual parameter 
values if appropriate).  The individual attributes of an 
information resource include its name, description, 
storage location, version identification, purpose, status, 
and access constraints. 
 
Information Resource Class 
An information resource class is a group of 
information resources that have common properties, 
relationships, and meaning (semantics).  This 
abstraction allows the user to declare the common 
characteristics and relationships for entire groups of 
information resources, such that they do not have to be 
repeated for each instance of that class (i.e., the 
individual information resources).  The individual 
attributes of an information resource class include its 
name and description.  Each information resource is a 

member of a single information resource class.  In 
effect, the information resource class defines a 
template for a collection of resources.  An example of 
an information resource is type of simulation input file, 
e.g., a Brawler aircraft file.  The information resources 
associated with this information resource class would 
be the individual Brawler aircraft files managed by a 
program. 
 
Information Navigation Node 
To support the user navigating a set of information 
resources, the metamodel contains the concept of an 
information navigation structure.  An information 
navigation structure is a collection of nodes and the 
navigation paths between those nodes.  As can be seen 
in Figure 3, each information navigation node may 
have a set of associated information resources.  
Likewise, there is a constrained set of information 
resource classes that are associated with an information 
navigation node.  We refer to the combination of an 
information navigation structure and an identification 
of the information resource classes associated with 
each node in the navigation structure as an information 
model.  While we envision that the primary path for 
navigation for most information models would be a 
tree-based hierarchy, the metamodel also allows (by 
the nature of the many-to-many relationships between 
information navigation nodes) for additional cross 
connections between nodes.  A common 
implementation of this pattern is a Web site with a 
hierarchical set of pages that contain hyperlinks 
between some subset of the pages.  It is important to 
note that the information model does not dictate where 
information resources are stored; it provides a way of 
organizing them for discovery and navigation.  The 
location of an information resource is described as a 
metadata attribute of the information resource. 
 
Gauging Data Quality and Appropriateness for Use 
 
While the attributes of an information resource may 
contain a broad statement of the purpose of the 
resources and the limitations on its use, a more 
rigorous specification of these concepts is required.  
This is a major extension beyond what is found in the 
existing metadata specifications cited earlier.  Figure 4 
shows how these concepts are represented in the 
metamodel, and the following paragraphs describe 
them in more detail. 
 
Data Quality 
A quality assessment may be associated with an 
information resource (or a set of information 
resources).  This quality assessment is the result of 
VV&A activities and may contain both quantitative 

Figure 3.  Core Metamodel Elements 
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and qualitative descriptors of data quality.  This quality 
assessment may be in the context of a specific tool.  As 
we will see later, tool is an abstraction that includes 
models and simulations as well as any other tool that 
may consume or produce data.  This association of 
information resources and models is consistent with the 
VV&A concept that a model and the data used in a 
model cannot be judged as valid in isolation.  A quality 
assessment may result in the production of an 
information resource (e.g., a data quality assessment 
report that would be managed and described just as any 
other information resource).   
 
Information Resource Use Constraints 
 
The use constraint portion of the metamodel 
establishes those conditions under which use of an 
information resource is appropriate.  A use constraint 
may specify applicability over a ranges of dates, to 
specific variants of a subject system (e.g., to only the 
carrier version of the JSF), to a certain operational 
context, or to a limited range of any specified 
parameter.  An example of this last constraint type 
would be the case in which a dataset was only 
applicable for a range of altitudes.  An operational 
context constraint would specify the range of scenario 
conditions under which an information resource is 
valid (e.g., only for major regional conflict in a given 
geographic area).  Any information resource may have 
a combination of use constraints applied. 
 
Lineage of Information Resources 
 
To fully understand the appropriateness of use of an 
information resource, one must know the sources of 
information that went into the creation of that 
information resource.  While some existing metadata 
standards provide the ability to link information 
resources together, in terms of one resource being the 
source of another, that information is sometimes 
lacking.  This is almost always the case in the M&S 
domain.  Knowing that a dataset was used to produce 

other datasets is often not enough; one needs to know 
the models or simulations that were used to create the 
dataset.  This is potentially the difference between 
simply obtaining data from an authoritative source and 
obtaining the right data from that source.  In addition 
there are sometimes specifics about the model or 
simulation run (such as setup parameters or termination 
conditions) that ultimately determine the 
appropriateness of the information resource(s) created 
by the run for other uses. 
 
To meet these needs, the sections of the metamodel 
shown in Figure 5 were created.  The central concept 
in this portion of the metamodel is a process execution.  
The information resource source concept in the 
metamodel is used to capture what process 
execution(s) resulted in the creation of an information 
resource.  The process execution input portion of the 
metamodel is used to record what information 
resources were the inputs to a process execution.  For 
example, if a simulation execution used three 
simulation input files and produced two output files, 
the inputs would be recorded as process execution 
inputs and the two outputs would be recorded as 
information resource sources. 

As mentioned earlier, the metamodel concept of tool is 
an abstraction that includes models and simulations.  
However, other tools must be considered, such as tools 
used for data preparation and those used to perform 
data reduction and analysis.  In most cases, the 
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Figure 4.  Data Quality and Use Constraints 
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metamodel will be populated with data about process 
executions that represent model or simulation runs.  In 
this case, the tool associated with the process execution 
is a specific model or simulation version.  However, 
process execution can also be used to capture 
information about other processes, such as data 
preparation from external authoritative sources or data 
analysis to produce final results.   
 
Assessing Data Consistency 
 
Using the set of source and input relationships defined 
through the process execution metadata, one can 
construct a complete model of the lineage of 
information resources.  This is especially useful when 
the production of information resources from raw data 
through final analyzed results goes through many steps 
(process executions), such as was illustrated in Figure 
2.  This information becomes extremely powerful over 
time when information resources change.  The 
metadata records can be examined to determine the 
impact of those changes, identifying where model runs 
should potentially be re-executed sequentially to 
produce new end results.  Figure 6 shows an example 
of an information resource lineage tree that could be 
captured using the metamodel.  In this example, we can 
see that a change in information resource IR1 has a 
potential impact on other information resources.  In 
this case, process executions PE1 and PE3 potentially 
need to be rerun to reproduce information resources 
IR5 and IR8. 
 
 

This example also illustrates how the metamodel is key 
to addressing data coherency issues.  In Figure 6, we 

see that information resource IR3 is used in processes 
PE1 and PE2.  Thus, we must make sure that a 
consistent version of the information resource is used 
in both processes.  If inconsistent versions of IR3 are 
used for the two process executions, the result is 
information resources produced higher in the 
production tree that are not coherent.  In this example, 
the validity of information resource IR8 is at stake.  A 
concrete example would be to consider where CAD 
information is used as an input to two analysis chains 
that eventually produce radar cross section and 
aerodynamic performance data.  The lineage could 
then merge back together if this radar cross section and 
aerodynamic performance data were inputs to a higher 
level engagement model.  If different CAD files were 
used to produce the radar cross section and 
aerodynamic performance data, then the engagement 
results would be invalid. 
 
Templates for Lineage 
 
Many modeling, simulation, and analysis processes are 
not one-time events, but rather recur over time with 
different sets of data.  Training events are a good 
example of this pattern, where the same set of tools are 
used to prepare data, conduct the training, and analyze 
training benefits, but the data used and produced will 
vary for each training audience. 
 
To support this pattern, the metamodel incorporates the 
concept of process templates as shown in Figure 7.  
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The process construct can be viewed as a class, where 
process executions represent instances of that class.  
Whereas individual information resources are the 
inputs and outputs of process executions, information 
resource classes are the inputs and outputs of 
processes.   
 
This establishes the “normal” production process for 
information resources of a given information resource 
class.  Once this metadata is populated, the metamodel 
user has a powerful quality control capability with 
which to gauge the completeness of metadata for 
individual information resources.  If one knows that a 
given process uses one set of information resource 
classes as inputs and another as outputs, the metadata 
for individual information resources of those types and 
individual process executions can be examined and 
important questions can be addressed: 

• If a process execution has been recorded, 
have all the expected types of inputs and 
outputs been recorded? 

• If an information resource has been recorded 
has the process execution and all the inputs 
that were used to produce it been recorded? 

 
This metamodel can also be used to prompt the user for 
the complete set of metadata when new entries are 
made.  For example, when a process execution is 
entered, the user can be prompted to enter metadata 
about the appropriate input and output information 
resource, based on their process-information resource 
class relationships. 
 
Access Control Metadata 
 
The final section of the metamodel addresses the 
permissions for groups of users to modify both 
metadata about information resources as well as the 
information resource data content.  Figure 8 shows this 
portion of the metamodel.  For all of the concepts 
shown on the right-hand side of the diagram 
(information navigation node through process 
execution), the metamodel contains attributes that 
capture whether a member of user group has the ability 
to add, modify, delete, and have visibility of the items 
of that type.  For information resources, the semantics 
also include whether the user group members have the 
ability to add, modify, delete, and have visibility of the 
data content for the information resource.  The 
attributes also establish which user group members 
have the ability to form associations between the 
categories of items, e.g., to assign information 
resources to information navigation nodes. 

 
IMPLEMENTING THE METAMODEL 

 
Establishing a metamodel has little value, other than as 
an academic exercise, until it is actually implemented 
to manage information.  The JSF program, specifically 
the product developers at Lockheed Martin 
Aeronautics Company (LM Aero), developed the 
Resource Access System (RAS) to manage the wide 
range of product data, and other related data required 
for analysis, design, production, and testing of the JSF 
system.  RAS is in the early stages of deployment.  The 
RAS uses the metamodel described in this paper as its 
basis for managing metadata.  The multiple repositories 
that store JSF enterprise information have a wide range 
of data and metadata storage implementations.  These 
repositories vary greatly in their underlying data 
models.  Figure 9 is a top level depiction of the use of 
an information model by the RAS system to locate and 
access data residing in multiple servers on a network.  
This architecture enables integration of separate 
repositories and multiple individual information 
models.  As can be seen in Figure 9, the RAS provides 
a Web-based portal to the metadata and data content 
managed by a wide range of applications, including the 
Metaphase product data management (PDM) system, 
the DOORS requirements database, the PVCS 
configuration management tools, the JSF Digital 
Library (JDL), and the threat systems database. 
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The RAS system provides a uniform interface to the 
configuration-managed data within the JSF program.  
The interface is consistent, and is based on the 
metamodel, regardless of the storage location of the 
data and the system used to natively manage the data.  
Users are able to access the information resource data 
with searches based on other metadata attributes such 
as the information resource class or releasing 
organization. 
 
The information management reality within most 
enterprises is that data is distributed and managed in 
multiple systems.  RAS is positioned to connect and 
bridge individual data servers with three options for 
maintaining the metadata specified by the metamodel.  
The metadata can be managed in the individual PDM 
federates, it can be managed within the RAS 
application, or the responsibility can be shared among 
these systems.  The obvious advantage to storing and 
managing all the metadata in the RAS application is 
that it is a single point of implementation.  The 
alternative of managing all the metadata in the PDM 
federates requires modifying multiple PDM systems.  
The current version of the RAS system implements the 
core of the metadata specification, and alternative 
architectures are still being evaluated. A necessary (but 
not sufficient) condition for maintaining metadata 
consistency across a distributed enterprise is a common 
metamodel (as we have defined here) and a transmittal 
format for sharing metadata among information 
systems. 
 
 

TRANSMITTING DATA AND METADATA 
 
Since data is typically managed in a distributed 
manner, a transport mechanism must exist.  To elevate 
this transmittal from the level of data (numbers and 
values without context) to information, the metadata 
must accompany the data.  In some cases (such as the 
transmittal of an information model), the transport of 
only metadata is required.  We use the term 
information set to represent this concept of a set of 
metadata, potentially accompanied by the data content.  
An information set is a collection that contains a set of 
related information resources (both data and metadata), 
information resource metadata, information resource 
classes, and/or an information model.  An information 
set may take one of three forms: 
 

Content-containing Information Set - an 
information set that contains both the data 
component and the metadata component of any 
information resources it contains.  This set may 
optionally contain an information model that is 
associated with the information resources. 
 
Content-referencing Information Set - an 
information set that contains only the metadata 
component of any information resources it 
describes.  It references the data component of the 
information resources through the location rather 
than by inclusion.  This set may optionally contain 
an information model that is associated with the 
information resources described by metadata. 
 
Information Model Information Set - an 
information set that contains only an information 

Figure 9.  The JSF Resource Access System 
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navigation structure and, optionally, associated 
information resource classes. 

 
To support the transmittal of all three types of 
information sets, we defined a single XML-based 
Information Set Interchange Format (ISIF).  XML is a 
machine-readable mark-up language.  Markup tags are 
used to describe the nature of the data and to control 
application processing.  XML facilitates machine 
interpretation and the cost-effective development and 
maintenance of translators.  XML documents facilitate 
separation of transaction protocols, such as storage and 
retrieval, from data content, and content from format.  
The ISIF is defined using the XML Schema language.  
Information sets compliant with ISIF are represented as 
XML files.  XML validation processing can be used to 
validate that an XML document satisfies the ISIF 
schema and determine if integrity constraints are met.  
The RAS makes extensive use of XML processing to 
validate data integrity conditions.  The use of XML for 
data and metadata representation does not preclude 
including data in non-XML tool-specific formats as 
part of data content.   
 
 

CONCUSIONS 
 
We have defined an approach for managing 
information resources using metadata.  These metadata 
concepts extend traditional metadata standards by 
addressing the lineage of data that exists in most 
enterprises and by providing additional metadata to 
characterize data quality.  The JSF program has 
successfully demonstrated that these metadata concepts 
can be implemented to manage information resources 
of a wide variety of types and resident in a wide variety 
of repositories.  Although the JSF experience is 
focused on product development, these metadata 
concepts have much broader potential applicability. 
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