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ABSTRACT 

 

The government, education and business sectors have a common and critical need to dramatically accelerate the 

transition of employees from novice to expert and improve human performance. Accelerated learning and learner 

engagement are two areas of interest with few conclusive reports but great potential to drive business results. Recent 

investigations within military-relevant training environments suggest that electroencephalography (EEG) signatures 

of attention, memory, and workload can be validly assessed during learning and linked to learner engagement. The 

concept behind these measures is to track—in real time—perceptual, attentional, and cognitive workload states that 

would indicate increased learner engagement and performance. As part of a research project with the Air Force 

Research Laboratory, TiER1 Performance Solutions investigated principles of learning acceleration in the context of 
a training course for teaching supervisors how to detect and respond to cyber insider threats. This paper reports on 

two recent experiments conducted to investigate the design of TiER1’s accelerated learning approach and improve 

our product. The first study compares the TiER1 accelerated training system (e.g., custom learning pathways, 

quizzes, game-based interaction, and feedback) to conventional multimedia training, while the second evaluates 

using objective psychophysiological measures to detect cognitive state changes of learners who receive the 

accelerated training system versus those who train using equivalent modules of conventional multimedia training. 

Results from the first study showed very experienced learners could test out of content they already knew. However, 

post-test assessment scores showed no significant differences between the two groups. In the second study, 

psychophysiological measures relating to cognitive workload were better able to demonstrate differences between 

the traditional and the game-based training material than performance measures alone. These objective measures of 

cognitive workload were also supported by subjective report data (e.g., NASA-TLX), further demonstrating the 
utility of using such measures when evaluating serious game design. 
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INTRODUCTION 

Training content is ever expanding. The number of 

skills and breadth of knowledge that military personnel 

are required to learn grows each day. Great benefit 

would occur if we could develop methods to accelerate 

learning. Accelerated learning is a major goal in almost 

every part of the work force (Moe, 2009; Jacobson, 

2005; Office of Management and Budget, 2005). In the 

military, in fact, the need "to dramatically accelerate 
the transition from novice to expert in key military 

tasks" is seen as absolutely crucial to the continued 

effectiveness of U.S. fighting forces around the globe 

(Department of Defense, 2009). This paper describes a 

project aimed at investigating a research-based 

approach to speed up learning and to increase overall 

learner effectiveness through a game-based learning 

environment. The domain chosen to apply and evaluate 

these acceleration techniques was cyber insider threat. 

Specifically, we wanted to try to accelerate the learning 

of workforce supervisors so that they could potentially 
mitigate the threat of an employee intentionally 

stealing information or harming cyber networks. These 

types of skills are in critical need among supervisors in 

the workforce, yet there is very little opportunity to 

practice and gain experience. Game-based learning 

environments provide a possible approach to train these 

skills and support higher learning performance. 

 

The Department of Defense (DoD) currently does not 

have a systematic plan for training its personnel about 

cyber insider threat. The Verizon Risk Team 

summarized the source of cyber breaches into the 
following categories: 

­ 92% from external sources  
­ 17% from insiders  (approx. 100 breeches)  
­ < 1% implicated business partners 
­ 9 % involved multiple parties 
These statistics represent 7 years of data, 1700+ 

breaches, and over 900 million compromised records 

(Verizon, 2011). The Verizon report provides a 

sobering picture of the seriousness of cyber insider 

threat in the business world, however we know of no 

such accounting that has been made in the DoD.  

 

External threats to cyber networks receive the most 

attention, but malicious abuse of network access by 

employees can be even more devastating. Whereas 

cyber threats are easily identified through technical 
solutions, it is much harder to identify employees who 

intend to commit an insider crime. Supervisors need 

training to help them recognize the behavioral signals 

that an insider threat exists. 

 

As part of a research project with the Air Force 

Research Laboratory, TiER1 Performance Solutions 

investigated principles of learning acceleration in the 

context of a training course designed to teach 

supervisors how to detect and respond to cyber insider 

threats. We developed a training system known as 
Accelerated Learning for Cyber Insider Threat 

Reduction (XL-CITR) and used theories from 

accelerated learning and learner engagement to 

evaluate this system for both DoD and commercial use. 

 

Supervisors were selected as the population of interest 

for this training for two important reasons. First, 

interviews with supervisors and personnel specialists in 

the Air Force revealed that little, if any, of their 

training addressed the identification of the 

psychosocial behaviors that may alert them to potential 

malicious insider activity. The closest knowledge base 
that was identified was dealing with disgruntled or 

difficult people. While the current training offerings 

address some of the components found in the available 

malicious insider models, they cover only a fraction of 

what supervisors need to know to more accurately 

assess potential cyber insider threats. Second, 

supervisors have at least some knowledge of the daily 
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behaviors of their employees. With appropriate 

training, they may pick up potential threat indicators 

that cannot be identified by technological means. 

 

An equally important outcome of this work was to 

explore quantitative methods to measure engagement 
of the learner in a game-based learning environment, 

sometimes referred to as "immersive learning 

simulations" or "serious games". The eLearning Guild 

(2008) defines these solutions as "an optimized blend 

of simulation, game element, and pedagogy that leads 

to the learner being motivated by, and immersed into, 

the purpose and goals of a learning interaction. Serious 

games use meaningful contextualization, and optimized 

experience, to successfully integrate the engagement of 

well-designed games with serious learning goals." 

Game-based learning environments are believed to 

increase student engagement (Bergeron, 2005). 
However, measures of engagement are typically 

subjective. Psychophysiological measurements such as 

electroencephalography (EEG) and eye-tracking 

sensors have led to advances in scientists' 

understanding of the kind of learning retained. Through 

accelerated learning approaches and innovative ways to 

measure learner engagement, we hope to establish new 

guidelines for learning applications, just as one might 

use a user-in-the-loop iterative strategy when designing 

adaptive training systems (Fidopiastis & Nicholson, 

2008).  
 

This paper reports on two recent experiments 

conducted to investigate the design of TiER1’s 

accelerated learning approach and improve our 

product. The first study compares the TiER1 

accelerated training system (e.g., custom learning 

pathways, quizzes, game-based interaction, and 

feedback) to conventional multimedia training, while 

the second evaluates using objective 

psychophysiological measures to detect cognitive state 

changes of learners who receive the accelerated 

training system versus those who train using equivalent 
modules of conventional multimedia training.  

 

STUDY I 

The goals of Study I were: 1) to compare the XL-CITR 

training system to conventional multimedia instruction 

(CONVEN) using the same content; 2) to guide further 

improvements to the system's overall interface, content, 

and presentation; and 3) to inform the design of Study 

II. Data collection for the study focused on relative 

learning effectiveness, affective response to type of 

presentation, and time to completion of the instruction.  
 

METHOD 

Participants 

With the assistance of the Colorado Homeland Defense 

Alliance (CHDA), a total of 33 participants in the 

Colorado Springs area were recruited to participate in 

this study. Colorado Springs was selected based on its 
proximity to several military installations and the cyber 

mission at Air Force Space Command. Throughout the 

recruitment process each participant was asked the 

same set of questions to gauge the specific criteria for 

which we were looking. For instance, participants were 

asked if they had previous supervisory experience or 

are currently supervisors as well as whether they have 

served or currently serve in the military. This was to 

ensure that each person in the study had an appropriate 

background for XL-CITR training.  

Materials 

The Program Quality Questionnaire (PQQ) was used to 
solicit the perceived quality of different aspects of the 

training program (e.g., interface design and 

interactivity) from participants. 

Design and Procedure 

Each of the 33 participants:  

1) took a brief pre- and post-test of general cyber 

security knowledge, 

2) completed one of two versions of a 2-4 hour 

training program on detecting insider threats 

to cyber security, and  

3) participated in a group discussion. Participants 
were paid forty dollars as a way to 

compensate them for their time, which 

averaged approximately 180 minutes per 

participant.  

 

Each qualified participant was randomly assigned to 

one of two groups (16 participants in the XL-CITR 

condition and 17 in the CONVEN condition). While 

the multimedia-based version (CONVEN) did not 

contain the role-play simulations provided by the XL-

CITR system, the content of those simulations were 

replicated in web-based summaries, thus allowing the 
participants in the CONVEN group to experience the 

same material as those training with XL-CITR. At the 

beginning of the training session, each group 

completed a pre-assessment to provide individual 

baselines on the course's learning objectives. For the 

XL-CITR version, participants were accelerated into 

specific training lessons based on pre-established rules 

for performance on the pre-test. The CONVEN version 

simply captured the pre-assessment data and allowed 

participants to move through each course in the 

distance learning style normally administered during 
annual Air Force ancillary training. At the end of the 
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training session, each group was given a post-

assessment. Participants also completed the PQQ to 

assess their perceived quality of each training format.  

 

Following the completion of the PQQ, all participants 

were brought together for a panel-facilitated discussion 
in which the purpose of the research and the 

experimental conditions were explained, and 

participants were encouraged to provide feedback on 

their respective training formats. The high-level points 

from the discussion were noted for later analysis and 

the feedback was used to improve the design of the 

XL-CITR version of the program before Study II.  

 

Dependent measures for Study I included performance 

on both pre- and post-test assessments, gains in pre-to-

post scores, responses to the assessment of program 

quality, and time to completion of the programs. The 
hypotheses for Study I were: 

­ H1: Post-test performance scores: XL-CITR 

Condition > CONVEN Condition. 

­ H2: Increases in pre-test to post-test performance 

scores: XL-CITR Condition > CONVEN 

Condition.  

­ H3: Participants’ average ratings on the Program 

Quality Questionnaire:  XL-CITR Condition > 

CONVEN Condition. 

­ H4: Average time to completion of program: XL-

CITR Condition < CONVEN Condition. 
 

RESULTS 

Table 1 shows the demographics of the participants 

selected for the study. Participants were primarily 

male, over the age of 41, and had served in the military 

for over 15 years. All of the participants had 

experience supervising at some point in their career, 

but most were not currently supervisors.  

Table 1. Demographic Data  
 

Gender Male- 81.8% (n=27) 

Female- 18.2% (n=6) 

Age 

19-25 6.2% (n=2) 

26-30 6.1% (n=2) 

30-40 6.1% (n=2) 

41-50 54.5 % (n=18) 

51-60  27.3% (n=9) 

Years 

Served in 

the Military 

0-5 years 6.1% (n=2) 

6-10 years 9.1% (n=3) 

16+ years 84.8% (n=28) 

Currently 

Supervising 

None 69.7% (n=23) 

1-5 18.2% (n=6) 

6-10 6.1% (n=2) 

11-15 3% (n=1) 

16+ 3% (n=1) 

Previously 

Supervised 

1-5 15.2% (n=5) 

6-10 15.2% (n=5) 

16+ 60.6% (n=20) 

 

Table 2 presents the mean total time it took for 

participants to complete the XL-CITR and CONVEN 

version as well as mean pre- and post- test scores of 

each condition. Standard deviations are in parenthesis. 
 

Table 2. Mean Time to Completion,  

Pre- and Post-Test Score for Both Training 

Programs 

 

 Time to 

Completion 

Pre-test 

score 

Post-test 

score 

XL-CITR 

Version 

145.74 

(53.33) 

66.56 

(11.12) 

 

91.50 

(7.01) 

 

CONVEN 

Version 

54.99  

(9.96) 

62.88 

(10.32) 

 

89.06 

(6.10) 
 

 

Hypothesis 1 (H1) was tested using an independent 

samples t-test (t(31) = -1.07, p = .29) which 

demonstrated that post-test performance scores were 

not significantly different across the XL-CITR version 

and CONVEN version.  

 

The second hypothesis (H2) was examined using an 

independent samples t-test to evaluate the pre- to post- 

test performance scores across both conditions, and 

were not significantly different (t(31) = .30, p = .77).  

 
The third hypothesis (H3) looked at the participants’ 

ratings from the PQQ that was collected. The results 

revealed the mean values were slightly higher for the 

CONVEN condition on each of the dimensions but not 

significantly different than the XL-CITR condition. 

 

Lastly, time to completion (H4) of the training program 

was significantly lower for the CONVEN condition 

(average completion time in minutes = 54.99, s.d. = 

9.96) than for the XL-CITR condition (average 

completion time in minutes = 145.74, s.d. = 53.33).  
 

DISCUSSION 

The Study I results showed different findings than we 

expected. Both sets of participants increased their 

overall proficiency in the training content, with no 

significant variation in final scores or score increases 

between the two conditions. However, the participants 

in the XL-CITR condition took significantly longer 
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than participants in the CONVEN condition. Because 

of the additional content and game segments in XL-

CITR, it is not surprising that the CONVEN version 

was completed in a shorter time. Perhaps a more 

appropriate hypothesis should relate levels of learner 

engagement to the types of training material, instead of 
focusing on speed.  Based on the length of the two 

different conditions (XL-CITR versus CONVEN), it 

was unrealistic to think that everyone would be experts 

and have accelerated out of enough modules to make it 

shorter than the CONVEN version.  

 

For subjective results, CONVEN participants rated 

their reaction to the training presentation as slightly 

more positive than those participants in the XL-CITR 

condition. This result was initially puzzling until we 

evaluated the demographic data of participants. Over 

81% of our participants in this first study were in the 
41-60 age group. The more positive rating of the 

CONVEN condition may have been influenced by this 

age demographic. In panel discussions with 

participants, the older participants were not as 

interested in a game-based format. These older 

participants apparently preferred a training style that 

matched what they had historically been given within 

the Air Force. Throughout the panel discussions, many 

participants also highlighted that the younger 

generation in the military today would likely enjoy the 

game-based format in XL-CITR more than the older 
generation. In fact, of the six younger participants (19-

40) they all seemed to enjoy the XL-CITR version 

more. These results heightened our awareness to a 

generational difference that exists surrounding media 

and training delivery methods. These results informed 

us that a diverse sample for Study II needed to be a 

priority for our own understanding of developing 

game-based learning environments in the Air Force and 

commercial world. As a result, our team moved the 

location of Study II, originally planned for the same 

Colorado Springs location, to Dayton, Ohio, where 

Wright-Patterson Air Force Base is located. Based on 
the diverse military and civilian personnel at Wright-

Patterson, we assumed we would obtain a 

representative sample that would more closely match 

the intended population of this training. 

 

STUDY II 

A goal of augmented cognition research is to use 

psychophysiological measures such as EEG, pupil 

diameter and gaze tracking to identify, in real-time, 

perceptual, attentional, and cognitive workload states 

that may be helpful or detrimental to Warfighter 
performance (Schmorrow and Kruse, 2004). Recent 

investigations within military-relevant training 

environments suggest that EEG signatures of attention, 

memory and workload can be validly assessed during 

learning (Berka et al., 2007). Furthermore, EEG 

measures offer a reliable means to accurately quantify 

key aspects of information processing (Berka et al., 

2004; Poythress et al., 2006). These studies suggest 

that changes in EEG power spectra, as well as event-
related EEG changes, are identifiable and correlate 

with levels of skill acquisition in simple and complex 

tasks. Thus, these measures are useful in matching 

mental capabilities to task and learning requirements so 

that mastery over the subject matter is maximized 

while mental effort, when necessary, is minimized 

(Feldon, 2004).  

Augmented cognition research specialists from the 

Interactive Simulation Laboratory at UAB helped 

perform the comparison study between the two refined 

training systems evaluated in Study I. The goal of this 

second study was to objectively assess the cognitive 
state of learners during the onset and the offset of 

specific design elements of XL-CITR training 

(fundamentals, quizzes, role-play simulations, and 

feedback) and compare those same quantitative 

measures with ones obtained from matching modules 

of a conventional multimedia version (implemented 

with e-learning software) using the same content. The 

result of such approach is an objective means of 

evaluating learning content and improving the 

effectiveness and efficiency of the iterative serious 

game development cycle.  

An augmented cognition framework, using EEG and 

eye tracking sensors, was used to assess the workload 

and the engagement levels of learners as they 

progressed through abbreviated, generalized versions 

of XL-CITR and the CONVEN version used in the 

previous study. This assessment allowed design 

elements to be mapped onto intra- and inter-participant 

psychophysiological differences. That is, the 

experiment established individual baselines for the 

psychophysiological response measures and identified 

changes in them during randomly assigned onset and 

offset exposure to the various program design 
elements. If successful, the pattern of these changes in 

workload and engagement can be used to guide 

subsequent iterations of XL-CITR development. 

 

METHOD 

Participants 

A total of 31 male and female volunteers from the local 

military population (active duty, retired, or 

government-civilian) in Dayton, OH participated in this 

study (demographic data shown in Table 3). 

Participants were recruited through the local base 
networks and business groups. 
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Table 3. Demographic Data  
 

Gender Male- 80% (n=24) 

Female- 20% (n=6) 

Age 

19-25 16.7% (n=5) 

26-30 20% (n=6) 

30-40 26.7% (n=8) 

41-50 23.3 % (n=7) 

51-60  6.7% (n=2) 

61+ 6.7% (n=2) 

Years 

Served in 

the Military 

0-5 years 43.3% (n=13) 

6-10 years 16.7% (n=5) 

11-15 years 6.7% (n=2) 

16+ years 20% (n=6) 

None  13.3% (n=4) 

Currently 

Supervising 

None 77% (n=23) 

1-5 16.4% (n=5) 

6-10 3.3% (n=1) 

11-15 3.3% (n=1) 

Previously 

Supervised 

1-5 16.7% (n=5) 

6-10 13.3% (n=4) 

11-15 6.7% (n=2) 

16+ 26.7% (n=8) 

None 26.7% (n=8) 

As mentioned previously, the demographics and PQQ 

results of Study I informed the location change to 

Dayton, Ohio to ensure a more diverse sample. Based 

on the results, the age range was well-represented over 

the four conditions.  

Materials 

Subjective Self-Assessments: The same survey of 

program quality (i.e., PQQ) evaluated in Study I was 

used in this study. In addition, the NASA- TLX, a 

subjective workload assessment using a multi-

dimensional rating procedure, was added. The NASA- 
TLX derives an overall workload score based on a 

weighted average of ratings on six subscales, including 

Mental Demands, Physical Demands, Temporal 

Demands, Own Performance, Effort and Frustration. In 

this study, we were interested in the subjective scores 

of subscale ratings. Participants responded twice, once 

for the XL-CITR module and once for the conventional 

multimedia training module. These subjective 

measures supported the psychophysiological measures 

of workload.  

Equipment 

EEG. The B-Alert X10 wireless EEG system 

developed by Advanced Brain Monitoring (ABM) was 

used in this study. The system combines a battery-

powered headset with a sensor placement system, 

following international standards. The full system is a 

lightweight, easy-to-apply cap that can acquire and 

analyze ten channels of high-quality EEG data. 

Monopolar sensor site locations on the system 

included: F3, F4, C3, C4, P3, P4, Fz, Cz, Poz, with 

mastoid references. The head pack contained 

miniaturized electronics that amplify, digitize, and 

wirelessly transmitted the EEG data.  

Eye Tracking. Blink rate, pupil dilation, and scan path 

are convergent measures for mental workload (Sciarini, 
Fidopiastis, and Nicholson, 2009). The Arrington 

Research Viewpoint binocular eye tracker system was 

used to track eye movements during the study. The eye 

tracker system uses a wearable eyeframe with 

eyecamera and the illuminator integrated into it as 

shown in Figure 1a. It allows the system to 

dynamically track as the operator changes head 

position.  

Figure 1. (a) Arrington Research Viewpoint eye 

tracker system. (b) Pupil center detection for 

accurate eye tracking. 

Design and Procedure 

Upon entering the testing room, participants completed 

all IRB approved documents. Participants were then 

fitted with the wireless EEG. An impedance check of 

all sensors confirmed that the sensors settled to under 

40 Kohm. Participants then performed a set of baseline 
tasks (a 3-choice vigilance task, an eyes-open rest task, 

and an eyes-closed task) to calculate the cognitive 

states of engagement and workload of the learner. Once 

the EEG baseline was completed, the participant 

underwent a calibration procedure to align the eye 

tracker coordinate system to the monitor displaying the 

XL-CITR content. In the calibration procedure, 

participants directed their gaze to 16 predefined points, 

one at a time, on the display, while the eye tracker 

recorded their eye position. 

As in Study I, two versions of the same training content 
were used and displayed in different orders depending 

on the condition. Participants were exposed to both a 

lesson from the XL-CITR training (XL-CITR Module 

A or B) and a lesson from the conventional multimedia 

training (CONVEN Module A or B). Each person was 

randomly assigned to one of four experimental 

conditions (GRP 1-4), balancing order of presentation 

and content set: 
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­ SII-GRP1: XL-CITR Module A, then CONVEN 

Module B 

­ SII-GRP2: XL-CITR Module B, then CONVEN 

Module A 

­ SII-GRP3: CONVEN Module A, then XL-CITR 

Module B 

­ SII-GRP4: CONVEN Module B, then XL-CITR 

Module A 

Dependent Measures  

The dependent measures for this study included the 
pre- and post- tests, the EEG measures (EEG percent 

workload, EEG percent engagement, frequency and 

intensity changes at each EEG location), the eye 

tracking measures (blink rate, pupil diameter), the 

subjective assessment of the PQQ, and the perceived 

workload based on the NASA-TLX subscales.  

 

RESULTS 

Testable Assumptions (TA) and Hypotheses (H) 

SII-TA1: The overall EEG measure of percent 
engagement will provide a measure of comparative 

differences between XL-CITR and CONVEN.  

SII-TA2: The overall EEG measure of workload will 

assist in further differentiating between performance on 

XL-CITR and CONVEN.  

SII-TA3: The NASA-TLX perceived magnitude of 

load subscales (mental, physical, temporal, own 

performance, effort and frustration) will provide 

convergent evidence of effects found by the EEG 
measures. 

SII-H1: Average scores on EEG measures of percent 

engagement: XL-CITR > CONVEN. 

SII-H2: Average scores on EEG measures of workload: 

XL-CITR < CONVEN. 

SII-H3: Perceived magnitude of load for subscales 

mental, physical, temporal, effort and frustration: XL-

CITR < CONVEN. Own performance: XL-CITR > 

CONVEN. 

SII-H4: Participants average ratings on the Program 

Quality Questionnaire:  XL-CITR Condition > 

CONVEN Condition. 
 

Prior to training with XL-CITR or CONVEN, 

participants scored similarly on the pre-test, average 

64, s.d.= 23.84 and 63, s.d. = 13.34, respectively. After 

training on XL-CITR first participants scored an 

average 5 points higher on the post-test, 91, s.d. = 7.81 

versus 87, s.d. = 11.14. However, this result was not a 

statistically significant difference.  

 

Table 4 shows the means and the standard deviations 

for questions on the PQQ that mark significant 

differences in participants’ perceptions about each type 
of training method. Each 5 point Likert scale question 

designates positive responses as 5 and 1 as most 

negative. A one-way ANOVA was performed to 

identify those questions indicating significant 

differences between the two types of training. The 

results of the ANOVA are also represented in Table 4. 

These results show partial support for SII-H4. 

 

Table 4. Program Quality Questionnaire 

 

Program Quality 

Questionnaire Training 

  XL-CITR CONVEN 

Interactivity: Rate the 
users interaction with 

training 

4.23(1.01) 3.23(1.28) 

 

F(1)= 11.34 p = .01 

I would choose this 

format in the future 

for learning about 

cyber security. 

4.1 (.92) 3.5 (1.25) 

 

F(1) = 4.46 p = .04 

How would you rate 

the level of 

interactivity of the 

training? 

4.7 (.70) 3.9 (1.05) 

 

F(1) = 12.06 p = .01 

The training held my 

attention. 
4.03 (.61) 3.6 (1.00) 

 
F(1) = 4.07 p = .05 

I found the training 

interesting. 
4.43 (.68) 3.9 (.84) 

 

F(1) = 7.26 p = .01 

 

For questions rating training methods on interactivity, 

attention, and interest, participants reported 

significantly higher scores for the XL-CITR training. 

Further, 66% of the participants who experienced the 

XL-CITR Module A reported that they would choose 

this format in the future for learning about cyber 

security, as opposed to 31% who recommended the 

CONVEN Module B. Fifty-five percent of those who 
experienced XL-CITR Module B reported that they 

would choose this format for future learning, while 

49% would recommend CONVEN Module A.  

 

The average scores for the perceived magnitude of load 

for the NASA-TLX subscores, as well as the EEG 

measures of percent engagement and workload are 



 

 

 
Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC) 2011 

2011 Paper No. 11121 Page 9 of 10 

displayed in Table 5. These results were further 

analyzed using a two-way 2 (Training types: XL-CITR, 

CONVEN) x 4 (Training Version) mixed ANOVA 

with repeated measures on the training type variable. 

There were no significant main effects or interactions 

for physical, temporal, and frustration subscores of the 
NASA-TLX. As well, there was no effect of EEG 

engagement.  

 

Table 5. Mean Scores for NASA-TLX and EEG 

Metrics 

NASA-TLX XL-CITR CONVEN 

Mental 54.00 

(19.80) 

39.50 

(23.06) 

Physical 20.83 

(14.09) 

19.17 

(13.27) 

Temporal 31.17 

(20.03) 

28.17 

(17.49) 

Performance 30.67 

(20.37) 

27.50 

(15.74) 

Effort 50.83 

(23.20) 

38.67 

(23.08) 

Frustration 32.17 

(21.96) 

28.17 

(19.36) 

EEG XL-CITR CONVEN 

High 
Engagement 

46.7093 
(11.60) 

45.7093 
(11.55) 

Workload 51.063 

(8.86) 

49.50 

(8.747) 

 

There was a main effect of Training Type on mental 

demand, F(1, 26)=13.07, p = .001 and effort, F(1, 26) = 

6.30, p = .019. Participants perceived their mental 

demand and effort greater when training using XL-

CITR. There was also an interaction between Training 

Type and version of the training on the performance 

subscale, F(3, 26) = 4.40, p = .012. Performance on 

XL-CITR was perceived as better than CONVEN for 

Modules A and B of the testing conditions. The EEG 

metric of workload, showed a main effect of Training 
Type, F(1, 26) = 8.81, p = .006, where participants 

training with XL-CITR showed overall higher 

workload.  

 

DISCUSSION 

While results from the pre- and post-test scores did not 

show significant differences between XL-CITR and 

CONVEN, participants reported that they prefer XL-

CITR as a future delivery system for cyber threat 

detection training. Participants also reported that they 

found the XL-CITR platform more interactive, 
interesting, and captivating than CONVEN. The EEG 

measure of engagement monitored the changing 

demands for sensory processing and attention resources 

during each training session. Despite participant reports 

of being more engaged in the XL-CITR training, the 

metric did not differentiate between the two training 

types. Thus, SII-H1 was not supported by this study. 

 

The results of the NASA-TLX mental demand and 

effort suggest that persons who trained using XL-CITR 
perceived their mental and perceptual activity as higher 

and that they had to mentally work to accomplish their 

level of performance. This higher mental workload was 

objectively supported by the EEG workload measure. 

While EEG workload does distinguish between XL-

CITR and CONVEN and provides support for SII-H2, 

it does so in the opposite direction, as do the NASA-

TLX subscale measures of mental demand and effort. 

The NASA-TLX performance subscale does partially 

support that persons perceive their performance as 

better than traditional training supporting SII-H3, but 

only under certain conditions.  
 

There were three important outcomes of this study:  

1) sensors such as the EEG can be used in field training 

exercises and evaluation with minimal intrusion into 

the training environment; 2) psychophysiological 

measures such as EEG can provide objective measures 

of overall, as well as specific comparisons between 

training types; and 3) underlying theories used to guide 

the use of psychophysiological measures for training 

evaluation (e.g., Cognitive Load Theory-CLT) may 

need further refinement as more field studies and new 
results from the field of Neuoroeducation provide 

better information on how the brain learns. For 

example, while CLT would suggest that efficient 

learning is indicative of lower workload (Kalyuga, 

Chandler, and Sweller, 1999), our results suggest that 

mental demand and effort may play a role in positive 

training effects during single training efforts. In this 

regard, arousal or a state of alertness may not be 

indicated solely by measures of attentional engagement 

(e.g., EEG), but by the other measures such as 

perceived mental effort of the learner. This research 

does show that objective measures such as EEG 
workload can provide support for qualitative data as 

well, thus providing convergent evidence as to the 

actual cognitive state of the learner.  

 

On all PQQ questions of interactivity, participants rate 

XL-CITR as better than CONVEN. Cognitive Theory 

of Multimedia Learning (CTML) suggests that 

interactivity is a key component to deeper learning of 

multimedia-based training (Mayer and Moreno, 2003). 

The level and type of interactivity, may lead to higher 

positive cognitive workloads that can become objective 
metrics when evaluating serious game design. This 

aspect of game development should be explored in 

future work. 
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Further, Kahneman (1973) suggests that the more 

mental effort we expend on a task, the more attention 

we place on that activity. This heightened attention 

necessary for improved performance may not be totally 

explicated by a single psychophysiological measure. 

Our analysis of the eye tracking data (e.g., pupil 
diameter changes and gaze pattern) may lend 

convergent support that arousal as defined as mental 

effort is a valid metric for evaluating serious games for 

training. Taken together with the EEG metrics, we may 

be able to develop a methodology for best practices in 

evaluating serious game-based trainers for military 

applications using psychophysiological measures.  

 

Based on the results of Study II, next steps in 

evaluating the XL-CITR platform include: 1) 

understanding what aspects of interactivity lead to 

better transfer and retention of the training material; 2) 
adding an assessment for transfer and retention of 

training; and 3) developing guidelines for serious game 

development that requires in field testing of software.  
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