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ABSTRACT

The return of American warfighters to their bases and their garrisons presents an opportunity to bolster scarce
training resources and expertise with new assessment technologies. America made a similar investment in the 20th
century as it shifted its intelligence budget to supplement human intelligence gathering with technologies that
unobtrusively captured data concerning the activities of foreign powers. Here, we present a unifying vision of
several emerging technologies that can improve military training. Following a human systems engineering approach,
we first define the functional requirements of future training and readiness assessment systems, describe the
architectural requirements for providing those functions, and then describe systems for the Marine Corps and Air
Force that instantiate this architecture. Next we focus on two fundamental and new components of this emerging
architecture: sensors that capture human performance data unobtrusively, and big data analytics that make sensor
data meaningful and actionable. Finally, we identify several scientific and technical challenges encountered during
the initial implementation and planned testing of these architectures.
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INTRODUCTION

American warfighters are returning home to their bases and garrisons. While they are spared from large-scale
deployment, they will build and maintain their readiness for the next conflict. Historically, instructors and unit
leaders have assessed warfighter readiness using checklists of training tasks completed, and judgment calls about the
transfer of training from exercises to battle. These methods exploit the observational powers of experts well.
However, expertise is scarce; it is costly, and its impact on the conduct of training is slow and unreliable (because
experts sometimes disagree). Further, expertise is no longer the only tool for the jobs at hand: training and assessing
readiness.

Consider this analogy: the intelligence community successfully replaced many human operatives with data
collection technologies and analytics to scale American intelligence operations. We supplemented the spies of the
Cold War with sensors in space, sky, ground, and sea. Similarly, the defense community has begun to apply
emerging technologies for data collection and data analysis, to increase the volume of data it collects during training,
the amount it learns from those data, and the return on its investment in training and readiness assessment.

In this paper, we examine this trend from a human systems engineering perspective. We first define the functional
requirements of future training and readiness assessment systems, describe the architectural requirements for
providing those functions, and then describe two systems -- implemented for the Marine Corps and Air Force -- that
implement that architecture. Next we focus on two novel components that are fundamental to this emerging
architecture: sensors that unobtrusively capture data about human state and performance, and big data analytics that
transform the voluminous sensor data into measures that drive training adaptation and assessment. Finally, we
identify several challenges of this shift towards data-rich, data-driven training and readiness assessment.

FUNCTIONAL REQUIREMENTS OF AN ARCHITECTURE FOR TRAINING & ASSESSMENT

Adaptive training and readiness assessment requires a large number of measurement and management functions.
Developing systems to provide these functions is an exercise in human systems engineering, an interdisciplinary
method that applies systems engineering processes to develop socio-technical and social systems. Consistent with
that method, we begin by enumerating the functions required to provide adaptive training and readiness assessment.
To structure the presentation, we cast the functions into the familiar OODA Loop (Boyd, 1995), a cycle that
comprises four phases: Observe, Orient, Decide, and Act (see Figure 1).

To Observe is to gather information that drives decision making and action. In training and assessment, emerging
systems must capture data concerning:
e Trainee State: A record of the trainee's current physical, physiological, and neural condition state; cognitive
state (or knowledge and skills); and psychological state.
e Trainee Action: A record of the trainee's observed behaviors in the training or operational context.
e Trainee Interactions: A record of the actions of trainees with their units.
e Environment State: A record of the actual conditions of training or operation in which trainees acted and
interacted. (That is, it requires a record of training as delivered, not as designed).
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Figure 1: Essential functions of training and readiness assessment, represented within the OODA Loop.

To Orient is to contextualize observations in the service of making training decisions. The data that constitute
context represent the current competency of the student, the competencies required of the task they train to perform,
and the difference between these, which are training objectives. More specifically, the requirement for future
assessment and training systems is to build, persist, and apply to observations these contextual data:

Student Model: The history of the trainee's state, and of the training and operational events in which it was
measured.

Task Model: A description of the tasks or mission that are the subject of training and readiness decisions.
(In the intelligent tutoring systems literature, this is sometimes called an expert model).

Obijectives: The goals of a training event or criteria against which readiness is assessed.

Conditions & Standards: The criteria for satisfactory performance

To Decide is to choose a training action or an assessment of readiness. To make these decisions requires functions
that support or make decisions concerning:

Training Conditions: This includes training venue (e.g., classroom, simulator), the trainee's role and goal
(e.g., as an MH60-R pilot, operate targeting radar to support fires), the interactions required for success
(e.g., coordinate sensor and weapons operators to target a Fast Attack Craft), and constraints on these
conditions (e.g., in daylight, from an altitude between X and Y).

Instructional Strategy: How to administer briefing, training, After Action Review (AAR), and other training
events.

Training Schedule: When to administer training to build or maintain skills.

Assess Readiness: Selecting the appropriate assessment approach (i.e., measurement instrument, collection
technique), and what readiness level to assign given performance and context.

To Act is to administer training or to formally submit an assessment of readiness. Thus, the requirements, at the
highest possible level of abstraction, are:

Deliver Training
Report Readiness
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We are particularly concerned with adapting training to the individual and the unit. By adaptation, we mean
choosing between training actions (e.g., selecting the next curriculum, course, scenario, or problem), and choosing
within training events (e.g., controlling the behavior of synthetic entities, the state of the environment, or
instructional events such as feedback), a distinction that VVanLehn (2006) refers to as outer loop and inner loop
adaptation. To adapt training in these ways requires at least the information specified above concerning the current
(observed) state of the trainee, the context in which the trainee must perform, and the training and assessment
actions considered in the decision.

ARCHITECTURAL REQUIREMENTS & IMPLEMENTATIONS

We are engaged in the
development of two systems -- Layer Functionality
one for the Marine Corps, one for
the Air Force -- that use emerging
sensor and analysis technologies
to satisfy a subset of the functional
requirements, above. We see
surprising similarities in  the sDiscovery Analytics: Dataimputation,
organization and implementation Machine learning, Causal analysis, Search
of assessment and training Applications sProduction Analytics: Custom functions
functions of these systems. Here,
we describe that common
structure, or architecture (shown
in Figure 2), then turn to a brief
description of each system. Task logic +Task scheduling
*Task distribution

*Readiness Ul

Presentation sTraining Ul
sResearch Ul

*System Control: Readiness reporting,
Training control, Communications

*Task workflow

This architecture consists of six
layers: (a) physical sensors, (b) Data extraction
computer infrastructure, and (c) Data integration *Data transformation
software for data ingest and sData loading
normalization, (d) coordination of
system tasks (i.e., task logic), (e) +Transport

applications, and (f) presentatiqn thsical Devices *Processing
to users. These layers are found in

other network systems for data *storage
capture, analysis, and process *Neuro/Physio
control. Here, they are customized *Behavioral
both to the application -- training Sensors *Social

and assessment -- and to the scale

of Dbig data captured from . . . .
neuro/physio, behavioral, social, Figure 2: A layered architecture that satisfies the functional

and environmental sensors. The requirements for future training and readiness assessment.

term "big data", as we use it here, denotes a system that may generate 1GB per second per person of data from
sensors such as electroencephalography (EEG) devices, which capture electrical activity along the scalp at 1024 Hz;
electrocardiography (ECG) devices, which record heart activity at 1024 Hz; eye-trackers operating at several
megabytes (MB) per second; raw video computer vision analyses of facial patterns and physiological state; voice
signals at several MB per minute; GPS locational data; and text chat.

sEnvironmental

The physical device layer must be optimized to store, transport, and transform data at this scale and rate. The
physical device layer must include storage and high bandwidth transport characteristic of modern big data systems,
whether they are implemented as centralized or distributed systems. Further, this architecture must provide the data
extraction, transformation, and loading services required to capture and stream persistent sensor data, as well as the
analytic functions to transform those data into measures, recommendations, and actions. These components are
commonplace in intelligence, surveillance, and reconnaissance systems; medical imaging; telecommunications; and
internet-scale search.
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Below, we describe two implementations of this architecture: PercepTS and HUMAN. We then survey the two
components that distinguish these and other emerging systems: advanced sensors of human and environmental state,
and big data analytics.

Case Study: The PercepTS Architecture

The Office of Naval Research (ONR) has been exploring the use of adaptive training technologies in a methodology
that follows the OODA loop process of Figure 1 for training sensemaking in the Perceptual Training Systems and
Tools (PercepTS) research program (Schatz & Nicholson, 2012). Figure 3 below shows an example implementation
of a layered architecture for training assessment within the PercepTS prototype system designed to work in
conjunction with the Marine Corps Deployable Virtual Training System (DVTE) (Nicholson, et al., 2014). The
modules that correspond to each layer of Figure 2 are as follows: a) The Sensors layer includes eye, head motion,
and peripheral device tracking. They hook to b) Physical Devices for transport and computing systems that provide
c) Data Integration in data polling and common data format layers. d) Task Logic is performed in view culling and
visibility query layers. ) The Dynamic Tailoring System is the Application that controls the training experience. f)
Presentation Uls are displayed in the Virtual Battlespace (VBS) rendering engine and supplemental
Instructor/Trainee displays. As of the submission of this paper, the prototype system components have been
developed in a laboratory environment and are being assembled into an integrated system. Demonstration and
testing results from a field setting will be provided in the conference presentation.

s DGR

a)&b) Eye Head UAV Binocular
Tracking Motion Motion Motion
Data Tracking Tracking Tracking
Data Data Data
[ [ l |
K
<)
Data Polling Layer (VRPN Server)
VBS
Common Data Format Layer —>| Interface
Bino Plugin
View Culling Layer (What view am | using?)
() (o) !
N "
Instru%tor Dvllilamic v?fs
Operatin Tailoring <— Visibili i > Interface
& splavs smemg Visibility Query Layer (What am | looking at) Plugin

Figure 3. Example: PercepTS Data Fusion Approach

Case Study: The HUMAN Architecture

The architectural concept in Figure 2, above, is largely implemented and running daily in the Human Universal
Measurement and Assessment Network (HUMAN) laboratory, operated by the Air Force Research Laboratory
Warfighter Interface Division (AFRL/RHC) at Wright-Patterson Air Force Base. HUMAN is designed to prove the
utility of neuroergonomic technologies for sensing, assessing, and augmenting human performance in Unmanned
Air Vehicle (UAV) missions and cyber operations (see Figure 4). The systems in that laboratory implement the
architecture thusly: a) The sensor layer provides technology for capturing neurocognitive signals (EEG), eye & head
movement, respiration, heart activity (EKG), galvanic skin response, user actions on the keyboard & mouse, and
simulation data. b) The physical layer provides a conventional, closed (not externally networked) client-server
network with gigabit Ethernet connections for high throughput and large storage capacity. ¢) The data integration
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layer consists of commercial and custom sensor signal processors and Extensible Stylesheet Language
Transformations (XSLT) for data transformation into a standardized Human Performance Markup Language
(HPML,; Stacy, et al., 2006) format, as well as a Java Messaging Service (using Apache ActiveMQ broker) and
Apache Camel to enable subscription access and transport of processed data. d) The task logic layer (which is
planned, but not yet implemented) will
augment UAV operations and cyber
mission execution by orchestrating the
provision of data to applications and
applications to users. €) The application
layer classifies operator workload and
performance in real time. f) The
presentation layer visualizes this workload
and underlying physiological data to
support  research  and, eventually, ) ‘ E ~
supervisory action. 3 P == N \ Ll - .sense
Two types of technologies enable these - 2 - Erans
systems and other, future systems that  ERie e -t
apply the architecture we have defined - -
above. Sensors of human state, human
behavior, and context (or environment)
feed the measures with which training
adapts and readiness is assessed. Big data
analytics enable researchers to define
actionable measures from those data
sources, and training systems to compute
them efficiently. In the next sections, we
survey these sensors and analytics.

- s 3
Figure 4: AFRL’s HUMAN laboratory applies the architecture,
above to implement a testbed for sensing, assessing, and
augmenting human performance in UAV and cybersecurity
tasks.

SENSORS

Two measurement instruments currently dominate military training and assessment: written tests and human
observers. The Armed Services Vocational Aptitude Battery (ASVAB) and less formal written tests are relatively
inexpensive to administer and moderately predictive of performance in military career fields. Instructor and leader
assessments of warfighter performance in training exercises and operations are more of a mixed bag. Experts bring
judgment to the task of assessing overall competency or readiness on the basis of a few samples of human
performance. They are, for example, reportedly capable of assessing the competency of an operations center by
listening to the flow and tenor of communications. However, expert observers are relatively expensive, and they are
not always reliable and effective. The costs include not only salary and travel costs, but the time needed to develop
expertise. Experts sometimes disagree in their assessments, but the level of inter-rater reliability is typically
unknown in any given training (c.f., MacMillan, Entin, Morely, & Bennett, 2013). The scarcity of experts limits the
number of interactions they have with trainees, and this lowers training effectiveness. Finally, experts rarely can
influence the course of training reliably in real time; thus they cannot reliably achieve adaptive training.

A third class of measurement instruments has arisen in recent years: sensors capable of capturing data concerning
the state and behaviors of the individual and the collective, and sensors of the environment (or context) in which
warfighters act. We carry some of these instruments with us routinely in the form of accelerometers, orientation
sensors, GPS sensors, cameras, audio sensors, and heart rate monitors that reside in our smartphones, smartwatches,
and exercise gear. Others sensors increasingly are embedded in our environment, such as intelligent, networked
lights, locks, and thermostats that populate the growing “Internet of Things.” All of these sensors are relatively
inexpensive, as evidenced by the low cost of the newest smartphones (e.g., the $99 cell phone sporting the Firefox
Operating System). In recent research, data from these sensors feed a variety of new measures that effectively
estimate state, proficiency, or future performance of warfighters in context. Blackhurst, Gresham, and Stone (2012)
envisioned the use of such sensors and measures to sense, assess, and augment human performance of the
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“quantified warrior” in operations. On the home front, combining sensors of humans and artifacts is termed the
“Internet of Things + Humans” (O’Reilly, 2014). The same approach can enable training adaptation and improve
readiness assessment. Here, we review recent advances in measurement from the level of body to behavior to social
interaction.

Neuro/Physiological Sensors and Measures

The performance of individuals is some function of their expertise at a task, the task environment, and their physical
and psychological state. Neurological and physiological sensors capture data concerning physical state and support
some inferences concerning psychological state (Schmorrow, Estabrooke, & Grootjen, 2009).

These devices include relatively intrusive, skull-mounted electroencephalograms (EEGs), which record the location
and magnitude of brain activity involved in cognition; relatively unobtrusive, wrist or chest-worn
electrocardiographic (ECG) sensors of heart rate; and absolutely unobtrusive sensors, implemented as software that
processes video of the head and captures heart rate, blood oxygen level, and facial expressions (McDuff, Gontarek,
& Picard, in press).

The applications of these sensor data range widely. Luu, et al. (2014) applied EEG data to develop a reliable
measure of intuition, defined as incipient recognition of ambiguous visual images. As part of ongoing research and
development efforts funded by the United States Air Force and Office of the Secretary of Defense, Pappada and
colleagues developed and validated a technology that provides real-time, second by second, monitoring and
measurement of workload using only variables derived from EEG and ECG data (Pappada, et al., 2013, 2014). The
technology correctly classified workload during simulated remotely piloted aircraft operations more than 83% of the
time relative to the more intrusive standard, the National Aeronautics and Space Administration (NASA) Task Load
Index (TLX) survey (Hart & Staveland, 1988), and 95% accuracy relative to categorizing workload dichotomously
as high or low load.

These applications offer insights into the instantaneous state of individuals, the arc of their state over time, and their
response to conditions in the task environment. They do so without interrupting tasks (i.e., unobtrusively), but at a
cost in the volume of data generated (e.g., 1024 Hz for EEG and ECG) to be filtered, employed in calculations of
measures, and stored.

Behavioral and Environmental Sensors & Measures

Measures of performance are necessarily measures of action in context. The venues for training and for assessing
readiness vary from the classroom, to online venues, virtual environments, and live exercises. The sensors for
assessing behavior in these contexts are also diverse.

Classrooms typically employ written tests; Sharable Content Object Reference Model (SCORM) online instruction
uses the online equivalent; virtual environments (i.e., simulations) capture the experience or environment using
emerging standards such as the DoD’s Experience Application Programming Interface (XAPI,
http://www.adInet.gov/tla/experience-api/) and Virtual-Reality Peripheral Network (VRPN; Taylor Il et al., 2001)
which represent the measurable (i.e., meaningful) actions of trainees, and capture behavior through simulation
controls and less widely used sensors such as eye-tracking and capture of voice communications; live exercises
employ instrumentation such as the Instrumented Tactical Engagement Simulation System (ITESS) to record
warfighter location and shots.

Data from these sensors is converted to measures of performance on meaningful tasks using ad hoc methods or open
standards (Stacy, et al., 2006), where those measures may range from simple counts of shots and kills to
sophisticated causal sequences of measures that support diagnosis of performance failure (or success) in the long
chain from target detection to identification, kill, and battle damage assessment. However, these measures, too,
come at a cost in data transmission, processing, and storage, notably measures that use video and audio data (e.g., at
several megabytes per minute per person).
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Sociometric Sensors & Measures

Readiness is primarily an assessment of the unit, from a small fire team to the full force. The readiness of the unit is
not, of course, the sum of the readiness of its members. The synchronization of movement, the efficiency of
communication, the provision of leadership and backup support (Salas, Sims, & Burke, 2005) are emergent
properties of the team that develop as the team matures.

Sensors of teamwork include many of those used to measure individual behavior, listed above. However, devices
custom-designed to capture data concerning the collective are now available. These include socociometric badges
that sense audio, movement, position, orientation, and other features of human-human (Pentland, 2010, 2014) and
human-machine interaction (Jones, et al., 2012).

The intriguing work lies less in the sensors than in the data mining and classification methods developed to assess
team state and predict outcomes. For example, Alex Pentland has applied data concerning voice amplitude and body
motion to predict the exchange of business cards and invitations to date (Pentland, 2010), and to predict the
productivity and creativity of teams (Pentland, 2014).

These sensors are already at work in military research projects. For example, data from the accelerometer on
sociometric sensors was used to compute measures of the synchronization of movement of small units of infantry
practicing how to conduct an ambush. The accelerometer provided data that indicated whether the wearer was
sitting, standing or moving. For each 10-second window, a score from 0-10 was generated for these three categories.
The study found that units led by experts transited to and from destinations in few (but long) moves, and achieved
great synchrony of movement between members. Units led by novices moved more frequently and that movement
was less often coordinated (Pratt & Knott, 2014).

Duchon and Patterson (2014) mined exercise communications to discover (i.e., measure) emergent leaders. The
measure leveraged communications that were automatically coded transcripts for a combination of indicator phrases
indicative of reasoning and uncertainty. The method identified as emergent leaders those who exhibited the most
reasoning and least uncertainty, and these individuals were, in two-thirds of all cases, identical to those whom
observers independently identified as emergent leaders.

These new team measurement methods should help us to escape the inadequate methods of assessing readiness by
aggregating individual data, and the costly and somewhat unreliable method of applying observer judgment to the
problem.

ANALYTICS

It will be particularly challenging to understand and apply big data from highly instrumented training and readiness
events. The challenges lie in the quality of data, which will inevitably be incomplete and thus difficult to analyze;
the natural variability in performance and training conditions, which complicates comparison of trainees to each
other and to performance criteria; the size of the data, which makes search difficult during discovery and
application; and the richness of the data, which can obscure meaningful, actionable, causal relationships among the
incidental correlations. The analytics layer of an architecture must include components that address each of these
issues.

Big data imputation methods must be provided to estimate the value of missing data, such as the location of trainees
during network outages in exercises, or behavior observations missing from the training record. The quality of data
imputation techniques has improved markedly in recent years from the traditional practice of applying an average
calculated from a similar population in similar contexts. For example, Honaker and King (2010) imputed values for
missing data in survey data using a method that produced 30% better results by accounting for complex relationships
between distributions of multiple variables. These methods have not been optimized for large datasets, to our
knowledge. Big data implementations of data imputation methods will be required for the proposed architecture.

Big data machine learning methods must be provided to identify structure in highly variable data concerning humans
and their environment. Unsupervised methods discover statistically reliable correlations of features in data. For
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example, Principal Components Analysis and Gibbs sampling are being tested in research to discover the knowledge
that is represented by performance scores on complex tasks (Carlin, Dumond, Freeman, & Dean, 2013), the
difficulty of test items on that knowledge, and the expertise of students. Latent semantic analysis (LSA and related
methods) is being used discover the terms that best summarize student characteristics from their writings. Simple
clustering methods are widely used to discover groups of cases that are similar on their features. While
unsupervised methods reduce the complexity of data (down to a few topics, components, clusters, or features), those
reductions are only guaranteed to be statistically significant and not necessarily meaningful or actionable in any
operational sense. This can pose problems of interpretation and application.

Supervised machine learning methods guarantee comprehensibility of results by taking as input some assessment
(e.g., good, bad) or classification for some of the data, then computing a function that estimates that assessment or
classification for all of the remaining data. This approach is as accurate as the (usually human) assessment or
classification. It is realized in a great number of algorithms, such as artificial neural networks and support vector
machines. Machine learning algorithms are now being implemented for large scale distributed processing
environments. Notable among these are the Mahout machine learning project for scalable, distributed systems (see
https://mahout.apache.org/); and the Defense Advanced Research Projects Agency (DARPA) Open Catalog, a
toolkit ~and  publication  library  sponsored by  DARPA’s  Information Innovation  Office
(http://www.darpa.mil/OpenCatalog/). The latter also contains software for efficiently searching out learned patterns
of behavior in big data (c.f., Levchuk, Roberts, & Freeman, 2012).

A particularly difficult challenge is to discover patterns of events that are not only reliable, and meaningful, but are
causally related. Such causal patterns help trainees and trainers understand where, when, how, and by whom
decisions were made and executed. By incorporating causal explanations into analysis of training and readiness
data, it is possible to deliver feedback that is more meaningful (Jensen, Chen & Nolan, 2005), accurate, and
actionable. More specifically, causal patterns support diagnosis of the root cause of performance failure (and
success) and inform feedback that targets the true source of performance failure (and success). They also can
support feedforward guidance to prevent failures, compensatory actions by Semi-Automated Forces (SAFS),
adaptations of the performance environment to enable training to continue in the face of otherwise disastrous student
or system failures, and so forth. Intriguing advances in causal analysis apply Bayesian logic to large datasets to
discover chains of events whose elements are necessary, sufficient, and consistently ordered. For example, Jensen, et
al. (2008) have demonstrated computational methods of automatically discovering causal dependencies and natural
experiments that test them in domains as diverse as academic publishing, the movie industry, and peer-production
systems.

SCIENTIFIC AND TECHNICAL CHALLENGES

We have defined an emerging architecture for training and readiness assessment, one that is fit for the new
environment of ubiquitous sensors and big data, one that the services can implement and develop during this period
of relative peace and intensive training. Implicit in this vision are challenges of programmatics, technology, and
science.

Programmatics: The infrastructure, software, and analytic services proposed here are an investment in the future
force. Their purchase will come at some cost to competing programs. Some of these are training programs that
return good value now. However, they do not incorporate the potential for continuous, data-driven improvement that
are engineered into solutions like those above, in which performance data deepen over time, analytics are refined,
and actions to assess, train, and aid performance become progressively more effective and accurate.

Technical: To store and apply diverse data -- from the physiological, to the behavioral, social, and environmental --
requires a common language, one that conveys the content and context of training and assessment data and
measures. PercepTS encountered this challenge of matching the fidelity and syntax of the metadata recorded and
transmitted across its layers and components, some of them independently developed components or legacy
technologies. Similar issues arose in the design of the HUMAN lab. To unify the diverse sensor data and accelerate
development of measures, it adopted the Human Performance Markup Language (HPML; Wiese, et al., 2006; Stacy,
et al., 2006), which formally represents methods for calculating measures and assessments of human state and

2014 Paper No0.14064 Page 9 of 11


https://mahout.apache.org/
https://mahout.apache.org/
http://www.darpa.mil/OpenCatalog/

Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC) 2014

behavior. DoD’s Experience API (xAPI, http://www.adlnet.gov/tla/experience-api/background-and-history/), is a
complementary technology for capturing data at the level of the training experience.

Scientific: We are at the front of a new wave in measurement and assessment capability that is due not so much to
revolutionary sensors as it is to ubiquitous sensors. The availability of data from these sensors is a promising, but
pricey prospect. Research is needed to develop statistics, machine learning techniques, and experimental methods
that efficiently define and compute measures that bring value to training and assessing warfighters. A case in point is
the development of a real time workload measure for the HUMAN lab (Pappada, et al., 2013, 2014). While
successful, this research required significant efforts in data transformation, analysis, and machine learning to hone in
on a reliable and generalizable measurement formula. As the data grow in variety and size, the tools in the DARPA
Open Catalog (above) and similar repositories will be increasingly useful to accelerate measure development and
computation.

CONCLUSION

This article describes a new generation of systems for training and readiness assessment, systems enabled by
emerging sensors and big data analytics. We have laid out the functional requirements for agile training and
readiness assessment, using the OODA loop as an organizing framework. We have defined a layered structure of
technologies that satisfy these requirements, and described two instantiations of this architecture -- PercepTS and
HUMAN -- that prove the concept and the value of the architecture. We have surveyed the sensors that feed these or
other emerging systems, sensors of the neuro / physiological state of individuals, their actions in the environment,
and the social interactions of teams. We have enumerated the types of analysis tools that will be required to develop
and compute measures of human performance from these big data. Finally, we have identified several
programmatic, technical, and scientific problems that present challenges in the near future of data-rich, data-driven
training and readiness assessment.
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