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ABSTRACT

The United States Department of Defense (DoD) employs virtual and game-based training simulators to train its
servicemembers on both individual and collective cognitive and psychomotor tasks. The current employment of
these training simulators is typically conducted in a stand-alone manner, with distributed simulation remaining the
exception due to interoperability challenges. The OpenSimulator (OpenSim) is a popular open-sourced virtual world
simulator that currently provides a persistent three-dimensional social community for its users. Under the Army
Research Laboratory's (ARL) Military OpenSimulator Enterprise Strategy (MOSES) research program, OpenSim is
being developed to serve as a prototypical distributed military virtual training environment for tactical operations.

Virtual worlds for military training is an emerging domain. As such, detailed analysis of critical architecture
parameters is required in order to optimize the performance of both the simulator's servers as well as the multitude
of client connections. Unfortunately, due to a lack of extensive virtual world performance analysis, OpenSim server
administrators often make arbitrary resource allocations to support their environments and training scenarios.
Negative consequences to this approach are that typically too few resources are allocated to an overwhelmed server,
resulting in an unresponsive environment, while too many resources are allocated to an underutilized server, when
those resources could be more effectively applied elsewhere. In this paper, we analyze network bandwidth's effect
on virtual world simulator performance so as to support the future creation of a predictive model that will determine
the optimal amount of resources required to support a target number of concurrent users in the virtual world. This
analysis, and the future development of our predictive model, will provide the OpenSim developer community with
the knowledge required to best allocate resources to support expected server load.
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INTRODUCTION

The U.S. Army continues to employ and refine its use of simulation-based training (SBT) in novel ways (Mishkind,
Boyd, Kramer, Ayers, & Miller, 2013), in large part due to its proven effectiveness in training (Sotomayor &
Proctor, 2009); (Lisk, Kaplancali, & Riggio, 2011); (Blow, 2012) and the need to decrease the cost of training.
While the current employment of SBT is typically conducted in a stand-alone manner, a relatively new approach the
Army is adopting is the use of persistent virtual environments for training, where these environments are defined as
"persistent immersive simulated environments in which a participant uses an avatar (a digital representation of
oneself) to interact with digital agents, artifacts, and contexts” (Dawley & Dede, 2013). One of the unique qualities
of this simulation based training approach is the true distributive nature of virtual world training for Soldiers.

The Army has been an early adopter of virtual worlds for training (Schulzke, 2013), even as the technology is still
relatively immature and evolving (Lele, 2013). However, recent advancements in simulation technology have
enabled the rendering of sufficiently realistic environments in virtual worlds that can support effective training
(Wong, Nguyen, & Ogren, 2012). Due to its distributed nature, virtual world training represents a major potential
cost reduction to military training (Dutta, 2013); (Stafford & Thornhill 11, 2012) and thus has attracted intense
interest from the Department of Defense.

In light of the potential cost savings, as well as preliminary research indicating that virtual worlds may be effective
for military training (Lackey, Salcedo, Matthews, & Maxwell, 2014), the Army's Learning Model explicitly calls for
the increased use of this technology for training. In response to this mandate, the U.S. Army Research Laboratory
(ARL) has established the Military Open Simulator Enterprise Strategy (MOSES) project to examine the efficacy of
virtual worlds for military training (Ortiz & Maxwell, 2015). The project has heavily leveraged the open-source
OpenSimulator platform to create a robust prototype framework in which to conduct training effectiveness research.
The MOSES project's research goal is to determine whether or not persistent virtual environments are suitable for
military training, particularly at the collective echelon and for distributed training activities.

Virtual worlds for military training is an emerging domain, with limited research devoted to the employment of this
technology for collective training. Up to the present, virtual worlds have been primarily employed for training either
at the individual level, focused on tasks such as public speaking anxiety (Kothgassner, et al., 2012), or for collective
learning activities, such as a classroom, conference or virtual event. As an example, the Linden Lab's Second Life
virtual environment was used to host approximately 800 conference attendees attending a virtual, distributed
conference (Shami, Erickson, & Kellogg, 2011). While the pedagogical approach to using virtual worlds for training
continues to evolve, current research is addressing the notable absence of any embedded instructional strategy in
virtual worlds (Vogel-Walcutt, Fiorella, & Malone, 2013) and the creation of a robust training effectiveness
framework (Landers & Callan, 2012). The MOSES research team is preparing to examine the suitability of virtual
worlds for collective military training by conducting the required software development of essential capabilities,
such as realistic models (weapons, ammunition and their effects), terrain and artificial intelligence as well as
exploring the optimization of the architecture required to support distributed, non-deterministic training.

As we attempt to employ the MOSES virtual world at higher echelons of training, architecture limitations must be
addressed. The foremost challenge remains the number of human avatars that may operate simultaneously in the
virtual environment. In our prior research (Mondesire, Stevens, & Maxwell, 2015), we discovered that server
configuration, specifically the number of cores dedicated to the MOSES server, had the greatest effect on simulation
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performance than any other variable examined. In this paper, we seek to expand our research to both optimize the
performance of the simulator's server(s) as well as the multitude of client connection machines. To do so, we
examine the effect that network bandwidth had on virtual world simulation performance. Network bandwidth will
serve as an independent variable for the future development of a predictive model that will allow us to allocate the
optimal amount of resources to maximize the number of human participants training in the MOSES virtual world
environment. We analyze network bandwidth's effect on OpenSimulator resource demands in order to support a
targeted number of concurrent users in the virtual world. With this analysis, and a future predictive model, the
MOSES team will be able to better allocate resources to support expected server load in support of future virtual
world training events.

BACKGROUND

This work analyzes the effect of network bandwidth on the three-dimensional, virtual world simulator
OpenSimulator (OpenSim). OpenSim is an open-sourced, persistent simulator developed with the goal of providing
its users with an immersive virtual world focused on social activities. Inside the simulator, users can socially interact
within content-rich environments, dynamically change their appearance, and modify the environment in real-time
(Overte Foundation, 2014). Figure 1 is a screenshot of users interacting inside an OpenSim virtual space.

_—

Figure 1. A Screenshot of users interacting in OpenSim.

The simulator is heavily influenced by the popular and established social virtual environment, Second Life® (
Linden Research, Inc., 2015). Both products share software libraries and external applications to give users
compatible and similar experiences in both virtual worlds. To date, hundreds of thousands of users have supported
OpenSim by hosting their own simulators, contributing to the open-sourced development, content design, and
interaction with the environment.

The simulator's persistence and on-demand environment changes are two features that make this product attractive
to the military training community. By being a persistent simulator, OpenSim is designed to allow changes to its
environment to persist indefinitely and support long durations of simulator runtime without restarting. In addition,
the simulator supports dynamic, real-time changes to the environment. This feature allows users to load content into
the virtual world and change the environment without pausing the simulator.

ARL has created the MOSES project to leverage the key features of OpenSim for military-based virtual world
training. For military training research, MOSES runs multiple instances of OpenSim and manages these discrete
virtual spaces as a connected world, where users can seamlessly navigate from one different environment and
scenario to another. Already, the ARL MOSES project has contributed to the creation of a military virtual world
through the development of an open-sourced virtual space management system, detailed hardware analyses of the
simulator, simulation-based training effectiveness studies, and architectural changes to improve OpenSim's
scalability.
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The MOSES project strives towards adapting OpenSim into an effective large-scale virtual trainer, where hundreds
or thousands of military personnel can interact within a single, simulated space to conduct collective training.
Unfortunately, at present, OpenSim does not scale well beyond one hundred concurrent users. Previous MOSES
research has explored increased hardware vertical scaling in OpenSim (Mondesire, Stevens, & Maxwell, 2015;
Mondesire, Stevens, & Maxwell, 2015). From these research efforts, the virtual world community has learned that
dedicating more server CPU cores to an OpenSim server has a greater positive effect on scalability than vertically
scaling up by simply upgrading the server's CPU capability to more modern technology.

The work presented in this paper continues this vertical scaling investigation and analyzes the impact of network
bandwidth on OpenSim's scalability. With an understanding of the role that network bandwidth has on OpenSim
performance, the minimum network requirements for hosting a simulation-based training event, how many users the
different network types can support, and the expected latency for each data transfer rate can be determined. More
specifically, this network analysis provides insights on the type of military networks MOSES can be deployed on
and sets expectations on how many personnel can participate in the virtual world under specific bandwidth
limitations.

METHODOLOGY

To determine the impact of network bandwidth limitations on a virtual world simulator, OpenSim's performance was
evaluated on a range of bandwidth restrictions. Specifically, OpenSim’s scalability was analyzed when the simulator
was limited in megabits per second (Mbps) data transfer rates of 3G (1.4Mbps), 4G (6 Mbps), residential broadband
(25 Mbps), and commercial T1 (55 Mbps) network speeds, averaged for both upload and download speeds. This data
rate range was selected because it covers the typical spectrum from cellular access point to commercial network
speeds common to OpenSim hosting. Additionally, MOSES may be deployed on a gigabit military network that
limits OpenSim data rates due to other traffic concurrently residing on the network; this throttling can range from
slow and shared cellular data rates to dedicated, commercial speeds.

Simulator Server Configuration

An OpenSim simulation follows a client-server architecture, where the simulator is hosted by an instance of an
OpenSim application (the server) and each user (the client) is realized in the simulation by running a separate viewer
application. The server application processes everything to run the simulation, including, but not limited to, physics
calculations, location updates, user logins and credential verification, user-to-user communication, and network
message transfers. The viewer is the interface between the user and the simulator. The viewer renders all graphics
the user sees and provides the controls that directs the user's avatar movements and actions. With this architecture,
the server and each of its connected viewers constantly exchange network data to provide simulation updates and
synchronize the simulation's state. The impact of various network bandwidth limitations are investigated in this
paper because data synchronization is known to anecdotally affect OpenSim scalability, performance, and the user's
experience. In this presented work, we attempt to quantify these impacts by following the scientific method.

During this experiment, the OpenSim server was physically hosted on a 2015 Intel Prototype server with 120 Intel
Xeon E7-4890v2 CPU cores and 1.5 TB of RAM, connected to a 1 gigabit shared commercial network through a 10
gigabit switch. The OpenSim server instance was hosted on a Proxmox virtual machine (VM) running Ubuntu Server
14.04 LTS 64-bit, where the VM was allocated 8 CPU cores and 32 GB of RAM. This VM configuration is the
typical hardware allocation used to host a MOSES simulation environment (a region). During each simulator
experiment run, the VM was assigned 3G, 4G, residential broadband, or commercial T1 bandwidth limitations
through its virtual ethernet (nic) card.

Each instance of OpenSim hosted a 256 square meter region with over 7000 primitive objects (prims) pre-placed
throughout the space. The prims made up the content of the region, adding landscapes, buildings, and objects that
avatars could collide and interact with. This test region represented the typical MOSES region that is used for virtual
conferences, meetings, and training events.

Simulation Load and Client Configuration

To place realistic and repeatable load on the simulator, simulated human user avatars (bots) were used during this
experiment. The bots were realized by modifying the open-source OpenSim and Second Life client-application
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Phoenix Firestorm Viewer. The modification allowed the popular viewer to be scripted to support automated avatar
logins, movement, and posturing. By modifying the Phoenix Firestorm Viewer, interactions between the simulator
and the clients generated similar network traffic and avatar movement behaviors as human-users.

With the viewer modification, each avatar in the simulation space required one instance of the viewer to be launched
and loaded. Once logged in and loaded into the simulator, the modified viewer continuously selected and performed
random actions for the remainder of the simulation run. The bot behavior pool included: move forward, backward,
turn left, turn right, crouch, stand still, and jump. Each movement sent a command from the viewer to the server,
stimulating network traffic and placing processing load onto the simulator.

For this experiment, two AMD Bulldozer servers were used to execute the bot applications and thus simulated the
expected load of a distributed training event. Each Bulldozer ran a native install of Ubuntu 14.04 Desktop with
Gnome and contained 48 AMD Opteron 6100 CPU cores and 500GB of RAM, hosted on a separate network from
the OpenSim server. By hosting the viewers and server on separate networks and developing bots that continuously
communicated with the server, simulator loads were similar to those of human-users; consistent and repeatable
through bot scripting.

Experiment Procedure

The goal of this experiment was to determine the effect that network bandwidth had on the virtual world's
performance. To gather statistics for the bandwidth and simulation analysis, automated testing that controlled both
the simulator and the bots was performed. The following sequence of instructions was executed 10 independent
times for each of the four network bandwidth levels, for a total of 40 simulation runs:

1. A VM was configured with a network bandwidth limitation (3G, 4G, residential, or T1).

2. The VM was started.

3. Aninstance of OpenSim was launched and initialized.

4. Simulator performance was continuously collected at one second intervals, using an automated script.

5. Every 30 seconds, a new instance of the viewer was launched from one of the two client (Bulldozer)
servers to automatically log in a bot into the simulation’s test region, with the maximum number of avatars
to be launched set to 60.

6. Once all of the bots attempted to log into the server, the simulator waited for 2 additional minutes to allow
pending logins to complete the process.

7. The simulator halted statistics gathering and shut down the OpenSim instance.
8. All of the bot viewer instances terminated on the two Bulldozers.
9. The simulator’s VM was shut down.

Data Collection

For each experiment trial, performance data collection was enabled when the OpenSim server was fully operational
and ready to accept logins from avatar accounts. This data collection mechanism allowed the state of the simulator
to be captured in a quantifiable manner at a one-second interval. In previous vertical scaling analyses, metrics such
as simulator frames per second, physics frames per second, total frame time, and process and host CPU and memory
utilization have been used to compare performance speed-ups with hardware configuration changes. In this work,
the measurement focus switched to avatar count and the simulation uptime in relationship to fully realized avatars in
the virtual space. These two measures were employed due to the data latency bandwidth limitations placed on the
login process of avatars and the rate at which simulation update messages were communicated between the clients
and server. Furthermore, avatar count is used because each avatar introduces additional network load the simulator
processes at any given time, meaning avatar count is used as an indicator of load. Also, simulation uptime is used to
measure the duration required to processes each incoming avatar.
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RESULTS

The purpose of this study was to examine the effect that network bandwidth had on virtual world simulation
performance. This experiment employed one independent variable, the network bandwidth allocated for virtual
world server and simulation operation. The independent variable had four discrete levels: 3G, 4G, residential
broadband and T1 commercial broadband bandwidth allocations. These four levels were chosen in order to
accurately replicate the typical bandwidth options a simulation operator would encounter when developing a virtual
world training exercise and were discussed in detail in a previous section. The dependent variables examined were
the maximum number of avatars introduced into the virtual world, the time required to load the maximum number of
avatars and the time required to load the first five avatars into the simulation. The experimental procedure was
executed forty times - with ten samples collected for each bandwidth allocation setting. For each bandwidth
allocation, dependent variable data was captured in one-second intervals. The experimental procedure was executed
identically for each bandwidth allocation.

Maximum Avatar Count

The first dependent variable analyzed was the maximum number of avatars introduced into the virtual world. This
metric was chosen for examination due to the criticality placed on supporting all unit members composing a
collective echelon who must utilize the virtual world for collective training. Our current primary use case is infantry
maneuver training at the company echelon and below, with the training objective focused on movement, maneuver
and communication. Thus, if an echelon is composed of 18 unit members then all 18 trainees must be able to train in
the virtual world; partial collective training is not acceptable to the military Therefore, the higher the avatar count,
both the higher the echelon that may train in the virtual world and the higher the probability that the entire echelon
may train collectively. Table 1 and Figure 2 depict the virtual world's maximum number of avatars supported for all
four bandwidth allocation levels. This maximum measure was calculated by averaging the maximum number of
avatars observed across the 10 runs of each tested network bandwidth.

Table 1. Maximum Avatar Count Descriptive Statistics
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Figure 2. Maximum Avatar Count
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ANOVA found a significant main effect of bandwidth allocation on the maximum number of avatars supported F(3,
39) = 170.99, p < 0.0001. ANOVA was conducted at a = 0.05. Post-hoc pairwise comparisons using the Tukey
HSD test indicated that the mean maximum avatar count for the 3G bandwidth allocation was significantly lower
than the other three levels, p < 0.0001. However, there was no significant difference discovered in the maximum
number of avatars supported between the 4G, Residential Broadband or T1 Commercial bandwidth allocations.

Time to Load the Maximum Number of Avatars

The second dependent variable analyzed was the time required to load the maximum number of avatars into the
virtual world. This is another metric of significant interest to the military as the number of exercise participants may
exceed 100 at the company echelon. It is not acceptable to delay training so as to systematically inject avatars into
the virtual environment in an artificially controlled and manually intensive manner. In short, the virtual world must
be able to support both rapid and asynchronous entrance of exercise participants. Thus a lower time required to load
the maximum number of avatars was better. Table 2 and Figure 3 depict the virtual world's time required to load the
maximum number of avatars for all four bandwidth allocation levels.

Table 2. Time (seconds) to Load the Maximum Number of Avatars Descriptive Statistics

3G 4G Broadband Commercial
Average 462.8 519.7 496 496.1
Standard Deviation 114.3 37.4 6.9 7.0

Time to Load the Maximum Number of Avatars
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Figure 3. Time to Load the Maximum Number of Avatars

ANOVA did not indicate a significant main effect of bandwidth allocation on the time required to load the
maximum number of avatars F(3, 39) = 1.50, p = 0.23. ANOVA was conducted at o = 0.05. Therefore we conclude
there was no significant difference discovered in the time to load the maximum number of avatars supported
between the 3G, 4G, Residential Broadband and T1 Commercial bandwidth allocations. This result was not

surprising since the maximum number of avatars differed between bandwidth allocation levels, as previously
discussed.

Time to Load the First Five Avatars
The final dependent variable analyzed was the time required to load the first five avatars into the virtual world. This

dependent variable was selected for analysis because it is an efficient, yet accurate, method to compare bandwidth's
effect on scenario initialization. For a typical virtual world training event, we estimated the average number of
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exercise support personnel required to be approximately five. Pre-execution, these five exercise design personnel are
responsible for the creation, modification and maintenance of the virtual environment in preparation for and support
of a high quality virtual experience. During execution, their ability to rapidly enter (and exit) the virtual world is
paramount in order for a quality training event to occur, as these personnel typically serve as the simulation's
opposing forces (OPFOR) and civilian role-players, depending upon the training scenario selected. We also believe
that this load emulates the scenario initialization burden based upon our experience. Thus a lower time required to
load the first five avatars was better. Table 3 and Figure 4 depict the virtual world's time required to load the first
five avatars for all four bandwidth allocation levels.

Table 3. Time (seconds) to Load the First Five Avatars Descriptive Statistics

3G 4G Broadband Commercial
Average 203.8 163.2 146.3 143.9
Standard Deviation 23.4 21.4 14.8 19.7

Time to Load the First Five Avatars
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Figure 4. Time to Load the First Five Avatars

ANOVA found a significant main effect of bandwidth allocation on the time required to load the first five avatars
supported F(3, 39) = 19.10, p < 0.0001. ANOVA was conducted at o. = 0.05. Post-hoc pairwise comparisons using
the Tukey HSD test indicated that the mean time required to load the first five avatars for the 3G bandwidth
allocation was significantly higher than the other three levels, p < 0.001. However, there was no significant
difference discovered in the time required to load the first five avatars between the 4G, Residential Broadband or T1
Commercial bandwidth allocations.

CONCLUSION

The purpose of this research was to examine network bandwidth's effect on virtual world simulator performance so
as to maximize the number of trainees that may participate in a virtual world training event. Virtual worlds for
training represent a novel employment of simulation-based training. The military has dual requirements to both
increase the quality of training while at the same time reduce its cost. In order to achieve the latter objective, we
must first determine a method whereby virtual worlds may support a higher number of concurrent users than what is
currently possible. Significant simulation architecture challenges must be addressed to meet this goal. This paper
addresses one of those challenges, network bandwidth, by examining its effect on the simulation's performance. The
results of this study will directly contribute to the future development of a predictive model that encapsulates all of
the major variables affecting the number of users that may participate in a distributed virtual world training event.
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The results of this research are noteworthy, as we explored the effect that network bandwidth had on virtual world
simulation performance. This experiment employed network bandwidth as the independent variable. Bandwidth's
effect was analyzed through four discrete levels, corresponding to the most frequently available levels encountered
by simulation practitioners: 3G, 4G, residential broadband and T1 commercial broadband. The dependent variable
was virtual world simulation performance, further decomposed into the maximum avatar count, time to load the
maximum number of avatars and time to load the first five avatars.

We discovered that network bandwidth had a significant effect on the maximum number of avatars that could
operate in the virtual world simultaneously. The 3G bandwidth allocation supported a significantly less maximum
number of concurrent users than the other three bandwidth allocations. This is an important finding as effective
collective training must include all of the members of the collective echelon. In essence, we demonstrated that 3G
bandwidth will support a lower echelon of training than the other three bandwidth allocations analyzed.
Furthermore, we discovered that network bandwidth had a significant effect on the time required to load the first
five avatars supported. Similar to above, the 3G bandwidth allocation performed significantly slower than the other
three bandwidth allocations. This is noteworthy as we estimated the average number of exercise support personnel
required to be approximately five. Thus this finding highlights that the 3G bandwidth allocation does not support the
virtual world exercise overhead burden as efficiently as the other three levels. Finally, we found no difference in the
time required to load the maximum number of avatars between different bandwidth allocations. This finding was not
surprising as we determined in this paper that the maximum avatar count was found to be a function of the
bandwidth allocated.

By determining the impact network bandwidth has on simulator scalability, this paper extended previous research
endeavors that explored and analyzed vertical scaling in virtual worlds and produced a number of key observations.
First, the scalability cost of deploying a virtual world simulator on a wide range of bandwidths is now known. The
results confirmed that the number of active and concurrent trainees interacting in the virtual world does have a direct
relationship to the simulator’s network bandwidth speed. Second, although simulator scalability significantly
increased from a 3G to 4G bandwidth increase, the system experienced diminished returns quickly as residential and
commercial broadband speeds did not produce significantly different scalability improvements than 4G. From this
conclusion, virtual world administrators now have an example of the feasibility and impact of deploying their
simulators on slower, less expensive networks. Similarly, administrators also now have a demonstration of
diminished scalability returns when a simulator is given faster, more expensive bandwidths. Finally, this network
analysis confirms that there is a relationship between network bandwidth and the scalability of the tested virtual
world simulator. Because this relationship exists that links an increased bandwidth to increased trainee count, future
predictive modeling will be based on network bandwidth, in addition to server hardware allocation and concurrent
users, for higher accuracy. Future work and research focuses on generating this predictive model to provide the
community with a method of estimating the maximum amount of concurrent users the virtual world can support
while maintaining a positive user-experience.
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