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ABSTRACT

Information effects such as psychological operatiocomputer network operations and the use of maslian
influence tool are of increasing importance to taily users. However, current modelling and simatati
environments have a limited representation of tleegeects, having evolved to represent the physivéronment
and physical warfare effects. Human role playeesadten used in exercises to simulate informatibeces but this
is expensive and does not consistently provide ecurate and detailed representation of the infdomat
environment. As a result, commanders are not ctiyrable to deploy information warfare effects wgicurrently
available training systems. Future simulations mhestable to provide improved representations ofratal
environments including information effects suchdesupting communications or networks, spoofing sages and
the use of social media for information operatipogoses.

Under funding from the United Kingdom Ministry ofefence, Defence Science and Technology Laborafs#f)(
Thales UK have undertaken research as part of yin¢h&ic Environment (SE) Tower of Excellehdato the
implementation of information warfare within simtitm. In order to investigate information warfariéeets, the
team developed a test-bed using off-the-shelf corapts. The test-bed has been used to investigedees of use
cases based around information operations and ropédiations scenarios.

As well as discussing the experimentation and thetjgal consequences for integrating of informaticarfare into
Simulation and SEs, the paper considers the impitatien of Information Warfare in the context of BES. The
MSaaS concept, as developed within NATO Modellimgl &imulation Group (NATO MSG) 136, promotes the
delivery of simulation capability as services witkell-defined functionality and interfaces. The résdrom the
research shows that this approach is desirable wimenlating information warfare effects as it emabphysical,
network, information and cognitive effects to be maged independently in an extensible open framework
Recommendations for the practical integration dbrimation warfare services into current simulaticrs also
provided.
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BACKGROUND
Introduction

The use of information in warfare is nothing nemdéed, Sun Tzu remarked thstipreme excellence consists in
breaking the enemy's resistance without fightifig; illustrating that information was a powerful compean of
conflict even in 500 BC. While the use of inforneatihas remained a constant within military operatjothe
ubiquity of information technology has enabled taily commanders to use information in new ways.eRec
geopolitical events have illustrated that inforroatieffects can be implemented alongside traditionditary
effects; giving rise to terms such as hybrid waff§2] and information confrontatidri3]. For the purposes of this
paper, and in lieu of a single agreed definititre, following definition of information warfare ised; “The process
of protecting one’s own sources of battlefieldoimation and, at the same time, seekingdémy, degrade,
corrupt, or destroy the enemy’s sources dttléfield information” [4]. Within information warfare, the
operations undertaken can be as diverse as Complaevork Operations (CNO), Psychological Operations
(PSYOPS) or Media Operations (Media Ops) or a coatin of all of these activities.

United Kingdom (UK) military doctrine is based analthe principle of Joint Action [5] where infornmat effects
are employed alongside and in concert with physicatinetic effects. Joint Action also include tboncept of
Full Spectrum Targeting where a holistic approachpplying effects is taken and the most appropipétysical or
information effect is selected by the commandellitdty commanders increasingly possess the optoaniploy
both physical and information effects against thangets in a coordinated and integrated fashiemthErmore,
these targets may be increasingly non-military ature and could include physical infrastructurempater
networks, broadcast media, social media and titadgs and opinions of an audience within the bspihce.

The Modelling and Simulation Problem Space

While information warfare is of increasing importan and becoming more integrated into conventiométary
activity, Modelling and Simulation (M&S) systemsroently have a limited ability to represent botk thformation
environment and information effects. This is unsigipg; the genesis of our M&S systems and thedenpinning
standards was during the Cold War. At this timesiptal engagement-based effects designed to daaradggrade
adversaries were prioritised, with physical termainviding the basis for the operating environmamtl a singular
‘Red Force’ populating the world. These systemsewaell suited to their task, but their legacy istthhe
information environment is currently only represshin part within simulation, if at all.

The operating environment is increasingly multi-dimional in nature, with military commanders negdio
understand, manoeuvre and apply effects within re¢waerlapping domains. These include the needttack,
defend and exploit information held on computemmeks, understand and influence the attitudes guiians of
both individuals and groups, and understand, tangetevelop critical civilian-owned infrastructuseich as sites
used for power generation.

Instead of Blue (friendly) and Red (enemy) fordbs, battlespace now includes a large populatiativafrse actors,
audiences and adversaries. These include botreiifhl individuals and groups. Groups may rangsiie from

2 Hybrid warfare refers to a blend of traditionalitary activities with information activities.

% Actions short of war but which use informatioreithieve an advantage over a competitor or adversary
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tens to thousands of people and may include entisediverse as Non Governmental Organisations @)GDreet
gangs, organised crime, religious groups, tribes railitias. Allegiances may fluctuate between thgesups; and
their attitudes and opinions towards key topicsl Wwi#écome elements that will need to be represemntighin
modeling and simulation environments. While theraprg environment has become increasingly compbex,
M&S environments have not kept pace with this caripy.

The ‘as is’ and ‘to be’ situation in terms of thepresentation of information warfare within M&S ®ss is

highlighted below in Figure 1.
‘ Audiences
Networks and actors

&)

e @
ﬁ é Organised ’ Local

Crime ‘
forces
\ T / NGOs

Fires and Manoeuvre based Wide range of physical / information effects
Blue and Red Force Range of audiences, actors and adversaries

Figure 1. Representation of effects and audiencathim modelling and simulation system; the ‘as i& on the
left, with the ‘to be’ on the right.

The current approach for representing the inforomagnvironment within M&S events relies upon hunmate
players to input the relevant expertise. Howe\rgs is a manpower-intensive activity and may resuibformation
warfare elements being inconsistently represemtetrepeatable or not fully integrated with convemal elements.
The consequence of not replicating these aspeftstigly is that our warfighters will be unable fally
understand, defend against and exploit the infaonatomain.

UK Research

Work conducted as part of the UK Ministry of Defen@K MOD), Defence Science and Technology Labayato
(Dstl) Synthetic Environment Tower of ExcellenceE($ower) provides underpinning research into the ab
simulation to support training, concept developmand experimentation, mission planning/preparattest and
evaluation. The SE Tower contains three Techni@l@ns (TCs) which are supported by Dstl and thepker
base, including industry and academia. Methods tandnologies related to the Synthetic Natural ahgskal
Environment form part of Technical Column (TC2).id ncludes the Synthetic Composition and Represiemnt of
Natural and Physical Environments (SCORE) reseprofect which is conducting research into the repngation
of the environment; both ‘at rest’ and in real tifi®re team members of SCORE include XPI Simuldtioh(Lead
Contractor), Thales UK Ltd, QinetiQ Ltd and Craldié&Jniversity. The project has also engaged a walge of
other companies as ‘Associates’.

Work undertaken by Thales as part of this teamuihetl a structured package of work scoping the snatuof

information warfare within simulation systems. Sappwas also provided to NATO Modelling and Simidat

Group (NMSG) 151 “Workshop on Cyber Effects in Campaign and Missgimulations” meeting in Portsdown
West in July 2017. This paper includes materiainfrimnese studies and practical experiments whicle ima¥ been
previously published.
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Under the SE Tower TC1, Architectures Interoperigbdnd Management of Simulation (AIMS), work haseh
undertaken to develop the concept of providing Mot and Simulation as a Service (MSaaS). Meminéréhe
AIMS team also including contributed to NMSG-13@odelling and Simulation as a Service (MSaaS) Rapi
deployment of interoperable and credible simulatgmvironments.’ This paper draws upon material from both the
AIMS and SCORE research programmes.

POTENTIAL CONCEPTUAL APPROACHES
Challenges in the Implementation of Information Weare Simulation

Modelling and simulation practitioners face a numbé challenges as they consider how informationfava
simulations might be implemented. Information wesfaas a number of characteristics which makefficdit to
simulate. These are summarised as follows:

» Subtle and complex {nformation warfare by definition is a nuanced authtle business, with its effects
not immediately visible. It may be more complexnmmdel than physical warfare. Information warfare
effects may be difficult to visualise within M&S pgport systems (such as exercise control systems or
instructor stations);

* Slow to propagate —Some informationeffects relating to PSYOPS or Media Ops may be slow
propagate; with the end state not reached weeksoniths after activities are instigated. This mageo
challenges for exercise designers when using iraal simulation, and lead to the need to run infdioma
warfare elements of an event in accelerated time;

* Independent of space —Some information effects can propagate through iphlysspace quickly,
particularly those relating to computer networkseveheffects can have a global reach. This proviades
challenge when considering which physical areaetecs for a simulation event — a network environtnen
may not have an obvious place in physical space;

» Second order or ‘ripple’ effects —Information effects may have secondary or ‘ripméfects on other
environments. For example, offensive CNO on powémastructure may cause damage or destruction to
the infrastructure, with a second order effectlmndttitudes of the local population.

» Standards —Existing simulation standards do not appropriatelgresent elements of the information
environment, or the second order interactions betvetements.

As a result, the need to represent informationceffenay result in the need to fundamentally changeapproach to
modelling and simulation systems. The options abddl are discussed below.

Potential Top Level Approaches

There are a number of top level approaches whickddoe adopted for the modelling and simulatioimérmation
warfare. These include:

» Abstracting complexity through approaches such agaming. The Camberley Kriegsspiel [6] used in the
UK provides a turn based adversarial wargame widoks not rely upon technology and allows
information warfare elements to be abstracted. @hesve proven extremely effective for leadership
development and to encourage intellectual agilityt probably could not be scaled up to supportelarg
exercises without significant role player support;

» Building entirely new environments which seek todwmloall aspects of a society, including socio-eenito
elements. This approach is likely to be expensiveé time consuming to come to fruition and from a
commercial perspective would result in ‘lock in’acsingle supplier. There may also be a limiteditghid
interface between these worlds and existing modelimd simulation systems;

e Undertaking a modular approach which seeks to appexisting M&S systems with additional
functionality representing the information enviroemh This requires effort to understand the archites
and standards required to underpin the integraifomformation warfare components with conventional
M&S systems.
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The SCORE project team has explored the third e$ehoptions, and in particular the use of MSaaidtegrate
information environments into existing M&S enviroamnis.

Describing the Information Environment

As noted above, information warfare is by its nataomplex and subtle. Through analysis of NAAIDed Joint
Doctrine for Information Operationg] and a series of thought experiments, the team $aagmderstand how the
information domain could be described. This wagnded to form the basis for an architecture arowhith
subsequent experimentation could be conducted.

As a key underpinning principle, the informatiorase should be understood as an environment ossefribomains
in its own right; where military actors can manoejwontest ‘ground’, apply effects and have effexgplied to
them by adversaries. Only by treating the infororatenvironment as a dynamic and contestable enmieoh or
environments will M&S systems provide the nece$gaealism, and allow commanders to apply a wigercsrum
of effects. NATO doctrine [7] includes the concepfta series of six layers, which form part of thi@mmains,
creating a ‘multi dimensional’ environment. Thisliastrated below in Figure 2.

Cognitive Domain

Virtual Domain

Physical Domain

Figure 2. Adaption from [7] of NATO model containgpthree domains and six layers.

The physical domain is the most straightforwardi excludes the physical environment such as teaathweather,
as well as a series of networks. Networks may bhelgomputer networks, communication and also physic
networks associated with utilities (e.g. water, powupplies). Some of these may exist to a degifer\M&S
systems, particularly those associated with radimrounication systems. Other Information Technolbgged
networks are unlikely to be represented within @mtional M&S systems.

The virtual domain includes information; this mayclude military orders or commands, and media based
information. The cognitive domain contains bothiviglals (through people and persona) and groupogh
social). Persona includes emotion based aspedisasuthoughts, beliefs, desires and perceptionagakith logic
based decision making. The social layer scalesughiom the individual to represent groups andcaaigations. A
representation of both key individuals (for Key tlea Engagement (KLE) for example) and groups wddd
required within an information warfare simulatidrhis cognitive domain may be represented withinveotional
M&S systems to a limited degree, or not at all.

Work previously carried out as part of The TechhiCaoperation Program (TTCP) Joint Studies and ysisl

(JSA) 2 Key Technical Area (KTA) 3 proposed a layased model which contains four layers [8]. Thidescribed
below in Figure 3.
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Figure 3. TTCP JSA2 KTA 3 Model from [8].

Here the bottom layer is the physical domain wiphgsical warfare effects are provided. Above this inetwork
layer and information layer which also includesexdp of the cognitive domain outlined in the NAT@del in the
form of an entity’s opinion. The top layer, the odiye/decision making layer, includes the othexne¢nts of the
NATO cognitive domain into a single cognitive layecused on decision making.

Under SCORE, the team further developed this mtaleinderstand its component elements and the aitens
between layers. An element of this was the conagjpiformation items; individual pieces of infornt that could
be moved between the layers, and information esfitictors who are able to produce and distrilmfitgrnation. A
development of the TTCP JSA 2 KTA 3 model and @nstituent elements is shown below in Figure 4.

o

Information Layer Information Items (owned by an entity/entities) Information Entities - Organisations or people that
Military orders, Malware, news article, PSYOPS promulgate information - bloggers, news agences,
leaflet, meme media ops cells

Figure 4. Development of TTCP JSA 2 KTA 3 model.
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The layer model has value in that it identifiestthaeries of separate simulation components {indhse layers)
could provide the environments and effects requarfedn information warfare simulation. It also piges a useful
framework within which to assess existing simulasidor their ability to support each layer. Thimncept was
further developed by the team within an MSaaS pgnad

The Modelling and Simulation as a Service Approach

MSaasS is a concept where simulation applicatioespaovided ‘as a service’. MSaaS provides the dppdy to
deliver composable and easily re-configurable satioth environments assembled from common componénts
also offers the opportunity to more rapidly synctise and deploy the resulting simulations ‘on dedh§j. Work
under NMSG-131“Modelling and Simulation as a Service (MSaaS): Newancepts and service-oriented
architectures”and NMSG-136 Modelling and Simulation as a Service — Rapid dgplent of interoperable and
credible simulation environmentsupported by the team through the AIMS contraas, $ought to understand the
technical and organisational basis of MSaaS.

The UK MOD simulation strategy [10] envisages tlse of modular run-time simulation components wtdah be
assembled according to the user need. The re-ussnuflation components across products and projects
encouraged, and common capabilities are desiregrder to reduce costs and provide more opportsnifioe
simulation interoperability. In this context, MSaa®vides an extensible and flexible framework aduwvhich
common components or services can be built. Indesfrinformation warfare simulation, MSaaS couldyide a
framework around which a set of common componenteovices representing each of the layers destiib¢he
previous section could be constructed. Specificattys would allow other components representing tion-
physical layers to be appended to a core ‘convealtigimulation representing the physical domaintHis context,
the each of the layers would be represented asdallaroacomponent providing a service to other eldsaiithin the
simulation.

In the longer term, the MSaaS approach may fatlitaformation warfare simulations to be rapidlgesbled and
deployed in accordance with end-user requirememstiijey training, experimentation, mission prepanaor

analysis based). For example; a CNO focused endeosdd seek to select and integrate the physicdlreetwork
layers as a priority, whereas a PSYOPS focusedwsald select and integrate a high fidelity cogrtlayer.

The evolution of the layer model to a model basedd modular services is show below in FiguretisTncludes
a range of other services which the team identifiedld be needed to support the execution of in&diom warfare
simulation events, such as monitoring and contndl scenario development and deployment tools.

Information Scenario
Environment development
Service tools

Physical Cognitive

Simulation

Environment Environment
Control tools

Service Service

Figure 5. MSaaS based information warfare simulationodel.
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The SCORE project team undertook a series of thoexgberiments to understand and test this MSaa&ilrasdel,
and specifically the interactions between the waicomponents, before proceeding to practical éxeetation as
described below. Three thought experiments werdwcted:

* A Media Ops scenario, where a Media Ops cell wemviged by both the physical and information
services. The Media Ops cell targeted an informaitiem at the cognitive service of an audienceguh
the network service.

» An offensive CNO scenario, in which a CNO team ¢aigpme physical infrastructure using malware. The
malware (an information item) is targeted at anngn@etwork component, through a friendly network
component. The malware is then passed from the gnetwork component into the physical component.

» A defensive CNO scenario in which a CNO team lamkiény access to the network service by an enemy
CNO team.

Having identified through the thought experimeiitattMSaaS approach offered a place for each oéldments
within the thought experiments, it was decidedrucped to practical experimentation, using an MSgg8oach to
provide a framework for further development of thedel.

EXPERIMENTATION
Experimentation Rationale

In order to better understand the implications efivgring an information warfare simulation from dubar
services, the team generated a test environmehtnwithich to assemble components representing éhdces
identified above. The purpose of the experiment natsto assess each of the components for thd@ksliy to
provide the services needed, but to understandstitability of approach as an architecture for jimg an
information warfare simulation. Secondary objectiwgere to understand the interactions between #®us
components in order to understand interfaces aamtlatds, and to better scope the implicationsHerpractical
construction and deployment of these simulatiorte fest bed constructed is intended to provide imggsupport
to other experiments within the SCORE project.

Test Bed Components

Test bed components were identified that could igethe candidate functionality required, that weasily
available to the team, flexible and scalable, armchkv provided the functionality identified withirhé thought
experiments described above.

- Physical Environment. The physical environment was potentially the m&tsaightforward to provide,
given the wide range of existing simulation todiattrepresent the physical domain. In line with thé
MOD simulation strategy and the principle of re-ugeexisting assets, the Defence Virtual Simulation
(DVS) tool was utilised. This provides a virtuainsilation based around the Virtual Battlespace 3ys3e
(VBS3). VBS3 also provided an easy to modify sceneditor, and some basic behavioural functionality

- Network Environment. The team sought to use a tool which could reptasertechnical networks within
the CNO thought experiments described above, indus fixed line telecoms, wireless and internaséd
capability. A key requirement was that this netwaskvice would need to be able to be effected (e.g.
damaged and destroyed) so as to be a fully cobtestavironment. A network emulator was identifeesd
the best type of tool to meet this requirementsTgrovided the flexibility to construct a rangengtwork
types, existing network models, the ability to detgr or damage network nodes, a Graphical Usefdoter
(GUI) to visualise the status of networks and théeptial to introduce hardware into the ecosystém a
later point. The Common Open Research Emulator [E)QRriginally developed by the US Naval
Research Laboratory (NRL) was selected to prouiie component. Using CORE, a neutral commercial
cell phone network environment was built over thggical domain with network nodes (e.g. cell towers
geolocated with points in the physical environment;

- Information Environment. This component required the capability to storerimfation items and serve
them to the various entities within the test bech ik-house product, MeshDB, was used to serve
information types to entities within the simulation a client-server basis. For the purpose of titéal
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experiment described within this paper, simple imfation types in the form of orders or commandsewer
included within this component;

- Cognitive Environment. The team identified early in the study that findiagsuitable tool or tools to
represent the cognitive component would be chalfegngOptions included agent based behavioural
modelling tools, Artificial Intelligence (Al) basethodules or utilising behavioural or decision makin
based elements of other components. However, abdaicomponent with both the capability to model
decisions and attitudes, opinions and interfacé wiher simulation components could not be idesdifi
As the intent for this experiment was to understtredfeasibility of a MSaaS based model, the simdple
based models within DVS were used to represendé¢ieesion making element of the cognitive component
appended by an ‘ifithen’ script produced by therteaamed P5. Attitudes, beliefs and opinions wete n
represented within this experiment; the impleméoadf this element is discussed further below.

The test bed included a number of other elemertesd included a Common Scenario Editor (CSE), whiah
used to define and serve the scenario to the otiraponents using Military Scenario Definition Laage (MSDL).

A simple Human Machine Interface (HMI) was alsoateel to allow non-physical effects to be viewedegistry
and a repository were also integrated into the lbest, hosted in a commercial cloud, providing discg and
storage of simulation content respectively. Theé besl utilised Distributed Interactive Simulatidd$) protocols to
pass data between components, as a number of legdegystems were used which use DIS. Figure 6wbelo
illustrates the architecture used within the experit.

q )
MeshDB Viewer Cognitive
L ) Component - P5
q )
HMI
Information
\ J
— Component -
- N Mesh-DB
Common
Scenario Editor
\ J
Network
Component -
CORE
Registry
Repository

Figure 6. Test bed structure and components.
Use Cases
A series of use cases were executed using thbedsiThese included:
* Instantiation of a simple cognitive component basedn perception.A simple perception based model

was created showing where a sub-unit commandeeveeli his personnel to be, which differed from the
ground truth. This delivered a simple cognitiveiemvment providing a decision making capability;
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* Interaction between network component and physicaénvironment. A line of sight based model was
instantiated within the physical environment baaealind both terrain occlusion and weather, whick wa
linked to the network environment. This was usediémonstrate a loss of communications between a
spotter who was occluded by the terrain, with ttiect being observed within the network environment

* Interaction between physical, network and cognitivelayers. Degradation of the network component
through physical damage to a cell tower in the mayscomponent caused by a detonation event. The
linkage between the network and physical componergant that damage was transferred to the network
layer, reducing the effectiveness of the towerdespmessages within the network model. Damageeto th
network layer delayed the passage of orders froe sub-unit to another. This in turn created a sg&con
order effect within the cognitive layer, with thebsunit in question being unreactive to orders.

Findings

The experiment demonstrated the potential viabilftgn MSaaS based approach with different compisnen
providing information warfare services, and demiaistd some simple use cases where effects coutdaas
through the different components dynamically. A tuemof wider lessons were learned which could afféity to
modelling and simulation practitioners. These ideld:

e Scenario generation and deploymeniThe use of the CSE and MSDL demonstrated thatfanmation
based scenario could be populated using existiagaso tools using existing standards. An undedsien
was also gained of how to programme messages sobeaseen the different components. However,
MSDL (and in future the Command and Control Syste@#nulation Systems Interoperation (C2SIM)
standard) is likely to need to be extended to emam® other elements of information warfare sceaarod
currently covered by the standard;

» Content population. The introduction of three non-physical componexisting alongside the physical
environment significantly increases the amountasftent that needs to be generated. Conventional
simulations tend to be populated with geospati@rimation (e.g. the topography of physical terranyl
Order of Battle (ORBAT) information. Information wfare simulations are likely to need to draw upon
wider non-traditional sources of content, which rbayas varied as open source or classified infretsire
information and social or open source media infagfoma This has the potential to increase the tiaken
to generate and populate scenarios, and may hgakdepolicy implications if personal data is used
populate environments. Furthermore, M&S practitismaay not be able to utilise classified informatio
relating to Critical National Infrastructure to pdate hard networks such as power or utilities.Hidithe
experiment, the team utilised fictitious infrastiwe for this reason;

e Supporting tools. During integration, the team realised that an h#k required in order to visualise
information effects and entity states, as this fiamality was not supported by the existing compugae
Especially where information warfare simulationawlupon non-modelling and simulation native tools
(such as Al models for the cognitive component)y semponents will need to be delivered which
visualise information effects. For the cognitivergamonent, these could draw upon intelligence based
products, such as the Shade shift, showing aftiliedf audiences and actors within the battlespake.
visualisation of these effects will be a key fadtocommunicating the value of information warfare
simulations to end users;

* Network environment. The experiment demonstrated that a network entutatald provide a
representative network component and that netwodes (e.g. cell towers) could be correlated with
entities in the physical environment. This allovilkd destruction and degradation of elements of the
network and a demonstration of ‘ripple effects’hiit a dynamic environment. Due to time constraints
only a ‘neutral’ network environment could be ceshtFurther work could generate ‘friendly’ and ‘eme
network environments to allow attack and defenemados to be generated, and expand into other
network types. The HMI provided by these toolsls®a useful capability in visualising the network
environment and any effects;

* Information environment. MeshDB provided a centralised information storéhimi the experimentation
infrastructure. This provided a scalable informats@rvice to the other components, and it was
successfully demonstrated that information itemdapercolate through the other components. This
demonstrated that a library based information emvirent could constitute the information component;
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» Cognitive environment. The experiment provided a very basic rules-baseditive environment. This
remains the most immature of the components demaiadt and provides a technically challenging
component to represent. Further work is requiresttipe this element and its interaction within more
complex use cases.

CONCLUSIONS

As information warfare becomes an increasingly @ mart of military operations, Simulation systeamsl SEs will
need to evolve to better represent it. However,ifigmation environment and information effecte dny their
nature ambiguous and difficult to simulate, esgbcis they relate to human behaviours and thopghtesses. In
order for commanders to exercise a wider spectriimfarmation effects integrated with physical effe dynamic
environments are required within which forces camaguvre and implement effects.

MSaaS provides a possible approach for representiege dynamic environments to provide simulatidn o
information warfare, assembled from different comguts. It offers the potential to generate scalatftermation
warfare simulations that can be quickly broughtethgr and tailored to end user needs. Tools toigeosome of
these components, such as those for the networkroenvent, are relatively plentiful. For the cogwéi
environment, mature solutions appear to be in shgoply; but could leverage Al technology. Thisnegns the
most challenging area to address.

Supporting tools such as those required for exercttrol, scenario generation and After Action iBev(AAR)

will also need to be developed to support the degptnt and delivery of information warfare simulatso In

particular, these may need to be extended to dHoftr and subtle’ type effects to be visualizedgayticipants and
M&S practitioners. Current standards for scenammegation and simulation interoperability may needbe

extended to incorporate information warfare effegarticularly messaging targeted at populationspag of
psychological operations and media operations. €wngeneration for these environments may havexptore

wider sources of information such as the use ohgumeirce media; these sources may have restriatiotiseir use
for reasons of security or personal data.

In summary, the use of MSaaS to provide informaticarfare simulation becomes a challenge of intémnat
between dissimilar components, and a challengeopiilating unfamiliar environments with the righpeyof data.
Information warfare is not going away; and the egten of our current M&S environments will needpimceed at
pace to represent it.
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