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ABSTRACT

Modern simulations and distributed training methods such as BYOD (Bring Your Own Device) pose unique
challenges of security and data management. Problems in the space include: maintaining a common and standardized
ledger of trainee data, securing individual BYOD hardware, securing application communications, and securing
delivery of training content.

Using blockchain technology can address these challenges. Blockchain technology is defined as a distributed ledger
of transactions made practically immutable by algorithmic consensus of encrypted data across multiple nodes on the
network. It is possible to create blockchain records of simple transactions or advanced, Turing-Complete, computation
(smart contracts). Smart contracts are open, trustless pieces of code which are deployed in a distributed system and
computationally verified. Combining these smart contracts with advances in homomorphic encryption and
cryptographic signing would allow system designers to address the aforementioned challenges in flexible ways
appropriate to the training domain.

There are drawbacks and limitations to consider with blockchain technology as well. An immutable ledger comes with
a large data footprint due to ever increasing historical data. Participating anonymously is often considered an important
feature of blockchain; however, this anonymity may not be desired for access-controlled environments. Energy
requirements with a traditional blockchain can be significant. There are several emerging techniques to address these
issues such as ledger pruning, closed access blockchains and energy efficient algorithms.

We’ll explore these technologies in greater detail and then review the existing implementations and assessments of
these techniques along with their drawbacks to validate their potential. Design recommendations will be provided to
existing training solutions based on blockchain technology and finally, we’ll audit our recommendations to quantify
the value these technologies would add in terms of security and auditability.
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CHALLENGES IN THE TRAINING DOMAIN

In the modern simulation and training era, demand has significantly risen for data with quicker access, improved
security and sustained reliability to power an ever-increasing variety of use cases. Bring Your Own Device (BYOD)
is an emerging trend (French, et. al 2014) across the spectrum of both government and commercial network types but
poses specific challenges in the training domain. When accessing training data through consumer purchased hardware,
measures are required to be taken to ensure proper access is granted to that data. Specialized Training, regardless of
classification, can be sensitive in nature and therefore access by unintended parties is highly undesirable. Security of
current and archived data must also be considered so that personally identifiable information is not accessed by third
parties.

Learning management systems have their own set of familiar challenges. Turnkey training programs require precise
resource management while also having the flexibility to accommodate a varying number of participants as the
program continues over time and the need to accommodate changes in training demands due to schedule changes,
varying trainee progress and asset availability arises. When training with the intent to certify, accurate records keeping
is necessary to ensure students have been properly trained before being placed in a working environment with safety
concerns for active users and the ability to address the required training throughput. An example of this would be
aircraft maintenance. An aircraft maintainer should be properly trained and certified before being requested to make
repairs on a system where even the simplest mistake has the potential to jeopardize lives.

Aircraft maintenance data itself has an impact in the training domain and presents challenges to overcome. Due to
the safety critical nature of many aircraft parts it is important to ensure that maintenance alerts are being raised at the
appropriate thresholds and that all maintenance actions are recorded real-time and traceable to all parts. This data
would need to be recorded, uploaded and monitored real-time using the most efficient, traceable and reliable methods
to ensure fleet readiness and maximize safety. Aircraft maintenance data can be of a considerable size. With the
volume of data available, machine learning techniques can be used to improve prediction of part failures (Wade, et. al
2015). In addition, it may be possible to use this data to provide improved and focused training to the aircraft
maintainers.

With all these challenges in the training domain, modern techniques and the latest technology can be used to improve
efficiency, security, and reliability. One of these emerging technologies that we believe can be leveraged to significant
benefit is blockchain. Blockchain has just begun to be researched in earnest and has been applied to many use cases;
however, blockchain has yet to be significantly utilized in the training domain. With a technology that has been as
disruptive as blockchain, we believe that it is important to consider its potential utility.

INTRODUCTION TO BLOCKCHAIN

Blockchain was introduced by Satoshi Nakamoto (Nakamoto, 2008) in a published whitepaper. It is a digital ledger
in which transactions are recorded chronologically and publicly. Blockchain is not simply a database for information
but instead a transaction network that can be used to transfer data of varying sizes. Once a transaction request is
submitted it is broadcasted to a group (of variable size depending on the transaction) or network of participants. From
there the transactions are verified across the network and the data is pushed forward creating a new “block” or
consensus representing that transaction. Once a block is verified the transaction is complete. The blockchain method
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provides a simple, secure, and traceable source in which to request, transmit and validate digital data. As the
transactions are processed they are authenticated through various network consensus methods.

Figure 1. How a simple Blockchain transaction works.

A variety of blockchain structures can be used to allow data to be viewed during the transaction at different security
levels based on requirements established within the group. The structures include: public, encrypted, anonymous, and
programmable. The public structure allows all parties involved to have complete access to the data while the encrypted
structure can be secured so that the ledger can be viewed only as allowed by the original author. The anonymous
blockchain protects the identity of all participants so that individuals cannot be identified based on their inclusion in
the group. In addition to these variety of blockchain structures there are some aspects which are common to all
blockchains. Consensus is one of the main innovations of blockchain. To reach consensus all participants must agree
and validate the entries in the ledger. Once consensus is reached immutability can be achieved. Data entries are
preserved and carried forward to the next verification participant. Using mathematical algorithms, the history of data
cannot be changed. Programmable blockchains or smart contracts allows an autonomous code or script to run to
validate the information--this may be beneficial when considering automation of the transactions. Smart contracts
would allow for infinitely configurable, consensus-based distributed computing; they work by using a predefined set
of terms (the “contract”) that acts as the ledger; once a triggering event is hit—this may be a variable like price or an
expiration date—the contract executes itself according to the predefined set of terms. For more information on smart
contracts and blockchain see Kosba’s work on the Hawk smart contract system (Kosba, et al 2016).

IDENTIFYING ADVANTAGE AND DISADVANTAGES OF BLOCKCHAIN

Blockchain technology is a powerful, decentralized, immutable, ledger of data. This leads many to inquire, what are
the advantages of using blockchain technology over a traditional database solution?

There are a few key benefits of using decentralized and smart contract-based databases over a standard, centralized
database. The main benefits distinguishing a blockchain from a normal database are the pre-defined rules on how to
put data into the database, blockchain’s immutability, traceability and accountability of transactions, it’s replicability
and availability. Blockchain is an immutable audit trail where trust is placed on the technology and its processes
instead of an individual, governance or corporation.

Used in conjunction with other technological advances, blockchain technology utilizing smart contracts, will allow
for more efficient decision making based on a large amount of reliable data from an immutable, distributed ledger.
Although blockchain has the potential to be a foundational technology to future developments, the technology is still
in its infancy and with that, problems and confusion exist and will remain for a considerable amount of time. While
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our portrayal of blockchain presents an emerging, opportunistic and potentially disruptive technology, a counter
conversation needs to be discussed, as well as potential risks identified.

Emerging and Foundational Technology

As with any new and quickly emerging technology, there are several risks to consider while the technology is
growing from infancy. True blockchain-led transformational technology applied to any domain, and specifically
simulation and training, is still many years away (Iansiti, 2017). Every day challenges and lessons learned are
building the knowledge base of how to use this technology effectively. While the impact blockchain will have is
expected to be significant, it may take decades for blockchain to influence the economic and social infrastructures in
place. Trust must be developed in a system that is touted as “trustless.” To say that a system is trustless means that
there is no trust needed in third parties. All central authorities have been replaced by autonomous and verifiable
code. It will take time for convincing proofs to emerge that these systems truly do not require trust.

Blockchain has recently been getting a lot of attention in the media and tech communities are claiming that
blockchain is over-hyped leading those outside of the community to believe it can solve all technical problems
(Tansiti, 2017). Based off this, pre-development and design analysis must be thorough to ensure a blockchain
implementation is appropriate per the use case and there is not a push to implement new technology when a secure
database is sufficient.

Resource Usage

As with most advancements where potential is identified, the blockchain technology is rapidly growing. Because of
the growing community, we have already discovered solutions for blockchain that were once unachievable. One of
those identified is the utilization of the resources. Traditional Blockchain Consensus revolved around a process called
mining. Transactions are recorded into a blockchain, with consensus achieved by a proof-of-work system (mining).
This proof-of-work system inflicts a significant computational cost on network participants for maintaining the
blockchain (The World Bank, 2017). In this, users must dedicate vast amounts of computing resources to verify their
transactions. Not only does this require massive amounts of computational resources, it also has effects on
performance as well as downstream effects such as an increased carbon footprint.

Opportunities are evolving, and new consensuses methods have been identified to remedy this issue. One of the
solutions to this is called Proof-of-stake. For an example of this see Kiayias’ work on the Ouroboros method (Kiayias,
et al 2017).

Association to Cryptocurrencies

The word “blockchain” cannot be discussed with novice individuals without a mention of Bitcoin and
cryptocurrencies. Blockchain technology started as the innovation that powered the cryptocurrency Bitcoin. Being the
first well known and heavily publicized application of blockchain, Bitcoin quickly made blockchain a tech buzz word.
With that positive push from Bitcoin, there has been an influx of industries looking to advance blockchain technology
and subsequently the knowledge and training of blockchain outside of cryptocurrency has been advancing
exponentially. On the negative side, massive fluctuations and extreme volatility in the cryptocurrency market and the
negative publicity associated with cryptocurrency has caused recurrent hysteria and the spread of misinformation. Due
to the lack of knowledge that Bitcoin and blockchain are not synonymous, the blockchain reputation and discussion
can often be seen parallel to that of Bitcoin.

Design and Development

Architecture design and software development of a blockchain has proven to be challenging. As with any new
technology, the community has not developed consistent standards. In addition, development must be a slow, well-
thought out process that creates a dependable system to ensure all databases are consistent. For a profit-driven business
where results are expected immediately, the development time could result in loss of revenue. However, forward
thinking companies that can afford to push innovation, will benefit due to proper software development standards
implemented instead of pushing “fix issues post-production” applications. There are some early attempts at defining
a standard, notably the Hyperledger framework started by the Linux foundation (https://www.hyperledger.org) and
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advanced by the Hyperledger Fabric system developed by IBM (Androulaki, et al 2018). These early attempts have
only just started gaining traction and will take time to determine if they will be adopted on a wide scale.

Immutability

Immutability can be defined as something that is unchangeable. When we apply this definition to the context of
blockchain technology, immutability refers to the unalterable nature of all data that is included in a blockchain. For
example, once a transaction and all its corresponding data has been recorded on a blockchain, it can no longer be
changed. This has huge implications in terms of the inability to change or hack data. To the inverse of that, blockchain
just proves the data has not been tampered with, it does not prove that the data was correct at the point of entry.

Anonymity

Participating anonymously is considered an important feature of blockchain because of the peer-peer network
technology with each user acting as a node on the network. The core technology behind blockchains are the nodes
working together anonymously to validate the transitions, removing the need for a centralized authority. However,
this means that all nodes participating on the blockchain network, have visibility to all previous transactions that have
been stored in a block on the chain.

When working in secured simulation and training environments, especially those that allow for BYOD, anonymity
and visibility to all data may not be ideal or legal. To remediate this dilemma, blockchain technology can currently be
developed and utilized in two distinct ways; public blockchains (also referred to as unpermissioned) and private
blockchains (also known as permissioned).

In public blockchains, such as Bitcoin, all participants engaging in the network have full visibility to see all
transactions. In contrast, private or permissioned blockchains are closed and only accessible for a those chosen to enter
the network will have permissions to engage in the blockchain. The transparency is therefore only given for
permissioned participants and are more beneficial for those environments with sensitive or classified data.

Bring Your Own Device Environment

An additional benefit to using blockchain is that it can support the Bring Your Own Device (BYOD) environment.
This environment allows users to connect to the network with their own computer and participate in available
transactions when needed. This type of setup can be particularly useful when it comes to using blockchain as a
distributed training system. However, the BYOD environment increases security risks and challenges to keeping the
transaction network secure and restricted.

BLOCKCHAIN SOLUTIONS

We have discussed the risks of blockchain, however, the future technological advancements have the potential to
change the way societies exchange value and data. Specifically, the training and simulation industry can benefit from
researching and developing prototypes utilizing smart contracts and other advanced techniques.

Smart contracts are one component of aforementioned blockchain technology — implemented in the Solidity language
on Ethereum or Fabric on solidity. How can this transparent, distributed ledger be used not only for information
assurance but also for information security? It is possible by augmenting the ledger computations with three other
techniques: secure multi-party computation, federated learning and homomorphic encryption. The combination of
these techniques allows third parties to access and manipulate encrypted data while producing an auditable trail on the
blockchain where the smart contract is implemented.

To review, smart contracts allow exchange of data in a transparent, conflict-free way without a middleman. Nearly-
Turing complete computation occurs on the distributed ledger by multiple parties who execute the same deployed
smart contract code and compare results. The result is stored on the blockchain or can be output/modified further.
While some secure or anonymous computation can be accomplished with particular blockchain technologies (e.g. ZK-
Snarks for Ethereum) it is not strictly required that these implementations are used to assure anonymity of data.
Information security can be achieved by encrypting information before it is put into the ledger.
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Federated Learning involves sending a model to a source of data and updating the model locally before sending it
back to the creator of the model. When a model is initialized, however, it can be initialized in such a way that allows
reconstruction of the training data upon receipt of the model with updated weights. This can be overcome by
initializing a model spec “in the blind” using a trustless third party. Smart contracts can be that trustless third party.
Multi-Party Computation enables parties to jointly compute a function over their inputs while keeping those inputs
private. Homomorphic encryption allows computation on encrypted data; the outcome of this computation is an
encrypted result that can be subsequently decrypted to produce the same result as if the computations had been
performed on unencrypted data. Fully Homomorphic Encryption, first described by Gentry, means that any
computational operation is possible where other somewhat homomorphic encryption schemes are limited to certain
operations. FHE is computationally intensive but careful implementation allows certain operations to be computed in
tractable amounts of time (Gentry et. al 2011) (Damgard et. al 2008). Homomorphic Proxy Re-Encryption allows a
third party to re-encrypt data that has been encrypted by one party and change it without introspecting to make it
decryptable by another party.

Various combinations of these techniques provide powerful tools for data brokerage and analysis — data can come
from multiple sources with those sources retaining privacy of their data even when stored in a distributed ledger. Why
not just use a database filled with encrypted data? The delegation and distribution provide information assurance and
fault-tolerance in the way that distributed version control is preferred to centralized repository structures — so called
“privacy preserving classification” or encrypted, federated machine learning (“OpenMined”, 2017). Homomorphic
encryption allows a smart contract to become a trustless 3rd party where data can be tracked, transformed, proxy re-
encrypted, or transferred in the open while preserving the privacy of the content. Certain classification methods satisfy
privacy requirements without the need for HE (Bost et. al 2015) but any type of computation can occur as long as
fully homomorphic encryption is used to realize a blind Turing machine. Not every type of classification or analysis
will require encrypted federated learning, but it provides a concrete example of how and why blockchain smart
contracts fundamentally change how data can be utilized. There is transparency, non-repudiation and delegation of
transaction information but also assurances for data confidentiality and data integrity.

DESIGN RECOMMENDATIONS

Now that we have discussed blockchain technology and its advances as well as advances in cryptography we can apply
these technologies to an example use case. We believe that these technologies are well suited to benefit many use
cases, but we will focus on the use case of aircraft maintenance data archival and processing. As stated earlier, this
use case has a central authority who processes aircraft sensor and usage data to provide meaningful analysis such as
maintenance recommendations, preventative maintenance suggestions, and focused training exercises. This central
processor interfaces with several sovereign entities who each have an interest in keeping sensitive maintenance data
secure and private from each of the other sovereign entities that have their data processed by the central authority.

Standard Methods For Maintenance Data Storage and Analysis

In a typical setup for the aircraft maintenance data processing use case, a secure database would be set up to contain
all the data. The central authority would manage that database, likely housed in a remote secure data storage facility.
Each sovereign entity would also have a secure database to house their specific data and need to be able to securely
transfer that data between entities while preserving the data integrity; the incorporation of the required security checks
and data preparation prior to sending requires an investment of both time and computational resources. This increased
complexity adds insertion points for failures to occur in the data transfer process that will be discussed later in this
section as well as their impacts.

At regular intervals each sovereign entity would need to set up a meeting with the central authority for a secure data
transfer. This transfer could happen through encrypted network traffic but in the most secure settings it may happen
by physical media transfer such as an external high capacity hard drive. An average amount of data needing to be
transferred at such a meeting could be on the order of Terabytes, especially if meetings cannot be coordinated often
enough. Transfer of that data varies but may be on the order of hours in certain situations based on the amount of data
being transferred, the resources available between sites and availability of a reliable, always-on connection for wireless
transfers—for large loads or lower reliability setups, this can take a significant amount of time, on the order of hours
for data transfer alone.
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Furthermore, while much time is spent on the required and expected tasking (i.e. meeting coordination, data transfers),
an even greater amount of time may be spent addressing unintended consequences such as data corruption, failure to
send/receive data and any subsequent data mismatch resulting in fragmented and inconsistent data between entities.
These failures may arise from several different factors including errant code, improper tagging of data prior to
sending/receiving, lack of data receipt confirmation or even user error resulting in errant transfers. Depending on the
failure mode causing the errant/missing data, the discrepant entities may not be aware of a mismatch and, through
normal use, allow subsequent data to be added to the pre-existing errant ledger, exacerbating the issue by propagating
the failure (in this case, errant data) throughout the data history as more and more data is collected at each entity. Over
time users or the system may raise alerts identifying discrepant data, resulting in a vast consumption of human and
computational resources in order to review records across several different entities, identify the point of
fragmentation/misalignment, make the proper adjustments then refeed the data back into the system and resynchronize
the entities consuming unanticipated time and resources; downstream impacts include the loss of trust in the
management system as this additional investment of resources grows over time and may have impacts beyond
usability, particularly safety concerns with regards to usage data for safety critical parts

Once data has finally been transferred to the central authority data processing can finally occur. The result of the
analysis of the data will then need to be coordinated to be returned to each sovereign entity. Due to the time involved
in this round trip process the analysis provided can be days or even weeks after the data was originally collected.
Figure 2 gives a high-level comparison through a series of steps for a distributed database approach and makes the
comparison to blockchain. Due to blockchain’s high data security and fault tolerance, it’s performance is slightly
below that of a traditional database solution but has the advantage of requiring less intervention by the system/user in
order to complete the same operations as a traditional database using a centralized ledger that is viewable by all parts
of the system rather than needing to be downloaded by all parts in the system as is the case with a traditional database.

Figure 2. Traditional Maintenance Data Transfer vs. Blockchain Approach

PROPOSED SOLUTION

We propose a blockchain solution with homomorphic encryption for this use case to significantly reduce round trip
data analysis time and increase data transfer success rate. Rather than each sovereign entity controlling its own private
disconnected database, it would control a connected but homomorphically encrypted blockchain node. As data is
collected it can be loaded directly onto the blockchain which is shared between the sovereign entity and the central
authority.

Imagine an aircraft has just completed a sortie. At this time the data is fresh and ready to be uploaded. Typically, data
would be loaded into a local database and over the course of days/weeks this process would be repeated to collect a
significant amount of data, then the synchronization to the central authority would be coordinated. Instead, that data
can be immediately loaded onto the shared blockchain for processing to occur. Since data is now collected, encrypted
and transferred to all nodes at a greater frequency, the size of each data transfer is greatly reduced resulting in shorter
data load times. When dealing with large databases, historical data can get corrupted or lost. With a blockchain, all
historical data is constantly being verified so that if one local database is corrupted, it can be corrected with the accurate
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data from all the other local databases, eliminating the need for additional resources to return the data to normal in the
event of an anomaly or discrepancy.

In an attempt to quantify the advantage of a blockchain-based solution over traditional database solution for
maintenance data transfer, a sample set of calculations will be performed using the following set of assumptions and
the results summarized in Table 1:

e The comparison will assume a 256 Gigabyte (GB) data transfer using a 75 Megabits per second (Mbps)
transfer rate. Using a free-to-use file transfer speed calculator, this transfer is estimated at 8.1 hours

e  Due to the current performance barriers of blockchain technology, blockchain transfer speeds will be assumed
to be 75% of the speeds of a traditional database:

8.1 hours
o075 - 10.8 hours to transfer 256 GB using 75 Mbps transfer rate for a blockchain solution
e Database will transfer to a single centrally located server that receives the data then redistributes to all assets
in the field

Table 1. Quantitative Comparison of Traditional Maintenance Data Transfer vs Blockchain Approach

Traditional Database Blockchain
Required Associated Required Associated Time
Task? Time (hours) Task? (hours)
tracking platform
Review newly updated data for anomalies Y 1 N B
and finalize
Data upload to central database/ledger Y 8.1 Y 10.8
Centralized data redistributed to local Y 8.1 N
platforms for synchronization : B
19.2 hours 12.8 hours

Based on the sample analysis, a blockchain-based data transfer solution from the scenario above requires only 67% of
the time required by a traditional database solution. This calculation did not factor in the potential for data transfer
errors and associated rectification times that can occur in a traditional database system but are not present in
blockchain-based solutions due to their high fault tolerance, security and use of a single managed ledger. The time
savings would be even greater as the number of database portals increases in a traditional database solution as well as
blockchain technology continues to evolve and performance improves over time. Furthermore, the decreased demand
on bandwidth allows other data transfer tasks to be performed in parallel with a blockchain-based solution rather than
serially, which may be the case for a database solution.

With the guarantee of accurate data and the near instantaneous access of it at the central authority, data analysis can
happen continuously. Results of the analysis can be posted back to the blockchain for quick and easy access back to
the sovereign entities. One of the main concerns of this approach would be the sensitive nature of the data provided
to the central authority as well as the sensitive nature of the analysis itself. This is where the application of
homomorphic encryption becomes beneficial. Using homomorphic encryption before adding data onto the blockchain,
analysis can occur without exposing data to third parties. It is possible via this method for the sovereign entity to keep
its data private from the central authority itself but use it as a broker to manage analysis or model initialization
(“OpenMined”, 2017). A smart contract, crucially functioning as a trustless 3rd party, enables a variety of interchanges
of sensitive data which would otherwise be impossible. A secondary blackbox could be used to selectively re-encrypt
data coming from one source for use by another source; there is some research which suggestions this can be
implemented as a decentralized key-management-store privacy layer for blockchains (Egorov et. al 2017).
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Consider this simplified example using fictitious data:

TYX49W translated SDFJKLED33TR

as fuel gauge out of translated as fuel

FAEADF translated
as aircraft tail

Encrypted Data Homomorphic 3t Party Decrypted Data
Analysis

Sensor TYX49W for
aircraft FAEADF Recommend SDFJKLED33TR be
has triggered 10 replaced on FAEADF

times.

Figure 3. Example of blockchain encryption approach

With this technique of homomorphic encryption in combination with a blockchain new analysis methods become
possible. Federated learning also becomes possible for creating models on the anonymously provided data from
multiple similar entities. Rather than simply providing maintenance recommendations, more efficient analysis across
the larger data set can allow for increased prediction of maintenance needs and suggest preventative maintenance
actions based on identified trends in the data superset.

In addition to preventative maintenance suggestions, the data could be analyzed to provide better and more focused
training to aircraft maintainers where shortfalls in maintenance actions or design issues identified in the performed
advanced data analytics have been fed back into the system CONOPS improving system reliability and maintainability
as well as maximizing the value in an already existing resource--data. For example, a machine learning algorithm
could even learn to recognize what the early warning signs for a malfunctioning fuel gage are and suggest training.

Beyond securing maintenance data in an operational context, one can imagine securing human performance data in a
training context. Various types of input from operators could be secured and marshaled to end users with smart
contracts. This information could also be securely distributed in similar way for a general distributed simulation
context. Other applications might include a trustless, immutable management of distributed simulation hardware and
user access audit data.

While a variety of approaches/implementations may be used to address the maintenance collection and analytics issue,
the implementation of a blockchain-based data transfer system and ledger will allow for agile and reliable data
consumption, tracking and processing from a single, trusted ledger that not only can be used to improve aircraft
maintenance, but eliminates the overhead associated with data correction and allows for a highly available system for
use in the field.

Benefits of a Blockchain Approach.

By reducing the human component in the maintenance data game, there can be significant savings in both time and
money! The earlier that a blockchain can be set up in the aircraft lifecycle, the greater the savings that can be seen.
With encryption of the data, various customers with sensitive sensor data can be transmitted to the blockchain to be
processed with trust that their data will not be compromised. Due to the sensitive nature of the data, any changes to
this process comes with elevated risk. This elevation of risk requires increased focus on the data which in turns means
more time must be spent processing it. Since the data is currently sent in large chunks, the time required to process
the data is extremely high. This automated trust-based system removes the human factor which could cause errors to
occur and allows for the end user to get faster results from the data processing. Currently companies expend large
amounts of resources on maintaining standard database systems for storing and transferring aircraft maintenance data;
between debugging issues, storing data and uploading that data to be processed there are many possibilities for even
the smallest error to pop up causing the process to increase significantly in length and therefore cost. A blockchain-
based data transfer and collection solution helps to reduce this risk from both a security and productivity standpoint;
these efficiencies are gained through reduced time in transfers, round trip analysis and improved preventative
maintenance recommendations. There would also be enhances in training for aircraft maintainers through efficient
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collection and analysis of data. Given the financial investments made by companies and governments in air vehicles
and defense overall, even a marginal increase in efficiency would result in substantial cost savings to all invested
parties.

CONCLUSION

Blockchain is an emerging and foundational technology with capabilities that extend beyond its current cryptocurrency
institutionalization. It’s ability to stand as a secure and decentralized transactional infrastructure that allows for
traceable data transactions of varying types, complexity and permissions has allowed for a large number of use cases
to emerge in today’s digital world. Advances in encryption techniques have made the technology more viable to a
growing number of industries where secure data transfers are pivotal to daily operations, sustainment and reputation.
Further research into the emerging use cases will help develop better methods for the technology which in turn will
help make for a better tomorrow. This paper has highlighted use cases specific to the defense industry, but the reality
is that the significant applicability of this technology has the potential to have global-scale impacts with how data is
moved between entities; a key performance parameter in an ever-growing digital landscape.
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